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TheoriesandModelsfor InternetQualityof Service
Victor Firoiu, Jean-YvesLe Boudec,DonTowsley, andZhi-Li Zhang

Abstract— We survey recent advances in theories and
modelsfor Inter net Quality of Service (QoS).We start with
the theory of network calculus, which lays the foundation
for support of deterministic performanceguaranteesin net-
works, and illustrate its applications to integrated services,
differ entiated services, and streaming media playback de-
lays. Wealsopresentmechanismsand architecture for scal-
ablesupport of guaranteedservicesin the Inter net,basedon
the conceptof a statelesscore. Methods for scalablecontrol
operationsare also brie�y discussed.We then tur n our at-
tention to statistical performanceguarantees,and describe
several new probabilistic resultsthat can be usedfor a sta-
tistical dimensioningof differ entiatedservices.Lastly, were-
viewrecentproposalsandresultsin supporting performance
guaranteesin a besteffort context. Theseinclude modelsfor
elastic thr oughput guaranteesbasedon TCP performance
modeling,techniquesfor somequality of servicediffer entia-
tion without accesscontrol, andmethodsthat allow an appli-
cation to control the performanceit receives,in the absence
of network support.

Keywords—Quality of Service, PerformanceGuarantees,
Network Calculus,Elastic Services,Differ entiatedServices,
Integrated Services,Scalability

I . INTRODUCTION

Theproblemof InternetQoSprovisioninghasbeenan
extremelyactive areaof researchfor many years. From
theearlierIntegratedServices(IntServ)architecture[1] to
the morerecentDifferentiatedServices(DiffServ) archi-
tecture[2], many QoScontrol mechanisms,especiallyin
theareasof packet schedulingandqueuemanagemental-
gorithms,have beenproposed.Elegant theoriessuchas
network calculusandeffective bandwidthshave alsobeen
developed. Several bookshave beenwritten on the sub-
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ject, somefocusmoreon architecturalandotherpractical
issues[3], [4], while otherson theoreticalaspectsof QoS
provisioning[5], [6]. To provideamorefocusedoverview,
in this paperwe survey a numberof recentadvancesin
InternetQoSprovisioning, with emphasison theoretical
developments. The objective is two-fold: 1) to provide
thereaderwith thestate-of-the-artknowledgein a few se-
lective areasin InternetQoSprovisioning, with pointers
for further readings;and 2) to highlight the issuesand
challengesstill facing the developmentof scalableInter-
net QoS provisioning solutions. The selectedareaswe
will survey are: theoryof network calculusfor determin-
istic QoSguarantees;andarchitecturesandsolutionsfor
scalableQoSsupport;newly developedtheoriesfor pro-
viding stochasticservices;servicedifferentiationwithin
besteffort; architecturesandcontrol algorithmsfor elas-
tic servicesandadaptive applicationQoScontrol. Before
westartour survey in theseareas,we �rst introducea few
importantnotionsandissuesin InternetQoSprovisioning.
They will lay thebackgroundfor ourdiscussionlater.

Network QoScanbe de�ned in a variety of waysand
includea diversesetof servicerequirementssuchasper-
formance,availability, reliability, security, etc. All these
servicerequirementsare importantaspectsof a compre-
hensive network QoSserviceoffering. However, in this
paperwe will take a more performance-centricview of
network QoSandfocusprimarily on theissuesin provid-
ing performanceguarantees.Typicalperformancemetrics
usedin de�ning network QoSarebandwidth,delay/delay
jitter, andpacket lossrate. Usingtheseperformancemet-
rics, network performanceguaranteescanbe speci�ed in
various forms, suchas absolute(or deterministic), e.g.,
a network connectionis guaranteedwith 10 Mbps band-
width all the time; probabilistic (or stochastic), e.g.,net-
work delayis guaranteedto be no morethan100 ms for
95% of the packets; time average, e.g., packet loss rate
is lessthan

�������

measuredover a month. Theguarantee
featureof network QoSis what differentiatesit from the
“best-effort” network services.Theexact form of perfor-
manceguaranteewill be part of the servicelevel agree-
ment(SLA) betweenthenetwork serviceprovider andits
customers.

Therearelikely two majordriversfor network services
with QoSguarantees.Onecomesfrom applicationswith
stringent QoS requirements.Two possibleexamplesof
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suchapplicationsareIP telephony andvideo-on-demand
(VoD) over the Internet. In IP telephony two end users
sendpacketizedvoice and the quality of renderedsound
dependsonlow delayandsmalllossrateof end-endpacket
transmission.Likewise, streamingvideosover the Inter-
net requiresadequatebandwidthandpacket lossguaran-
teesfrom thenetwork to ensureTV-broadcastquality. The
other major driver for network QoS is the needfor ser-
vice differentiationdueto competitive natureof the mar-
ketplace.For example,onenetwork serviceprovider may
supporta “virtual privatenetwork” (VPN) serviceover its
network with only securityguaranteebut no performance
guarantee. Whereas,anothernetwork serviceprovider
may supporta “virtual leasedline” (a form of VPN) ser-
vice over its network that, in additionto securityguaran-
tee,hasbandwidth,delayandlossguaranteescomparable
to aphysicalleasedline. The�rst network serviceprovider
may be forcedto enhanceits VPN servicealsowith per-
formanceguaranteesor to loseits customerswhodemand
performanceguaranteesto its competitor. Henceguaran-
teedQoSperformancecanserve asa servicedifferentiat-
ing featurefor network services.

Apart from over-provisioning network resources,pro-
viding QoSguaranteesrequiresdeploymentof appropriate
QoS control mechanismsin the operationsand manage-
mentof a network. A vastvarietyof QoScontrolmecha-
nismshavebeenproposedanddevelopedin lastdecadeor
so, with varying degreeof complexity andcost. To help
understandthesemechanismsand their associatedcom-
plexity andcost,we considerseveral importantaspectsof
QoScontrols.

A key aspectof QoScontrolsis thetimescaleat which
a controlmechanismoperates.We canroughlydivide the
time scalesof QoScontrolsinto a few levels. The fastest
time scaleis at the packet level ( � 1-100s � s), which is
the smallestunit a network canexert control. QoScon-
trol mechanismsoperatingat this timescaleincludetraf�c
conditioningdevices(e.g.,traf�c classi�ers,markers,po-
licers, andshapers),packet schedulers,andactive queue
management.Thenext fastesttimescaleis round-trip-time
( � 1-100sms),atwhichscalefeedback-basedQoScontrol
mechanismssuchascongestionand�o w controloperate.
Slower thanpacket timeandround-trip-timeis thesession
time scale(seconds,minutesor longer). This is the time
scaleusersessions(de�ned in whatever meaningfulway)
typically last,andat whichQoScontrolmechanismssuch
asadmissioncontrolandQoSroutingoperate.Beyondthe
sessiontime scale,a variety of “long-term” QoScontrol
mechanismsoperateat time scalesrangingfrom minutes,
hours,to days,weeks,or months.Examplesincludetraf�c
engineering,time-of-dayservicepricing, resourceprovi-

sioningandcapacityplanning.
Another key aspectof QoS control is the granularity

of control information(i.e., control state) usedby a QoS
mechanismin makingcontroldecisionsandexertingcon-
trol. The�nest granularityof control is theper-�ow state
information (e.g., as identi�ed by the 5-tuple – the IP
source-destinationaddresses,port numbersand protocol
�eld – carriedin the IP header)which canbeusedto en-
force QoS for individual user�o ws. Coarser-grain con-
trols useinformationthat is speci�ed andmaintainedfor
anaggregateof user�o ws: thegranularityof coarse-grain
QoScontrolsvariesdependingon thelevel of �ow aggre-
gation, suchasper host,per network pre�x, per ingress-
egresspair, per serviceclass,etc. Closely relatedto the
granularityof control are two other importantaspectsof
QoScontrol – the carrier of control state,i.e., wherethe
controlstateis stored,whetherin routersor in thepacket
headeronly; andthelocationof control,i.e.,whereacon-
trol mechanismoperates,whetherattheend-hosts,thenet-
workedgeor boundariesbetweeneitherusersandnetwork
or network domains,or insidethenetwork core.

We canview the granularityof control, carrierof con-
trol stateandlocationof controlasforming thespacedi-
mensionof QoScontrol,whereasthe time scalethe time
dimensionof QoScontrol.Thesetwo dimensionstogether
de�ne a broaddesignspacefrom which QoS provision-
ing architecturescanbebuilt, re�ecting varioustrade-offs
in QoSserviceperformance,operationsandmanagement
complexity and implementationcost. For example,con-
trol granularityhasa direct impacton the operationsand
managementcomplexity of network dataplane(i.e., the
network elementssuchasroutersthataredirectly involved
in datapacket forwarding)andper-packet processingcost
of network elements.It alsoaffectstheQoSserviceperfor-
manceindividualuserswill experience.Timescaleof con-
trol determineshow frequentlycontrol informationmust
beconveyedto network elements,thusaffectingtheirpro-
cessing,memoryandcommunicationoverheads.Both the
timeandspacedimensionsof QoScontrolshaveenormous
implicationsin thedesign,operationsandmanagementof
network controlplane(which consistsof network control
entitiessuchasroutingprocessors,resourcemanagers,ser-
vicecon�gurationmodulesthatarenotdirectlyinvolvedin
userdataforwarding,but areessentialto theoperationsof
a network). For example,a QoSprovisioningarchitecture
thatemploys per-�o w QoScontrolandstoresQoSstateat
everyrouterrequiresasignalingprotocolthatconveysQoS
statesto everyrouteronaper-�o w basis.Suchanarchitec-
turemandatesasophisticatedcontrolplaneateveryrouter,
complicatingits operationsandmanagementandthuslim-
iting its scalability. Henceto designa scalableandcost-
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effective QoSprovisioningarchitecture,it is imperative to
make judiciousdesignchoicesalong the time andspace
dimensionsandcarefullyevaluatetheir trade-offs andim-
plicationsin bothnetwork dataandcontrolplanes.

Theremainderof this paperis structuredasfollows. A
recentseriesof developmenthasshown that determinis-
tic computationscanbemademorepowerful with theuse
of a few simple theories,basedon min and max calcu-
lus. SectionII introducesthereaderto thesedevelopment,
andgivesapplicationsto integratedservices,differentiated
services,and playbackdelays. SectionIII explains the
methodsusedfor obtaininga scalableintegratedservices
support,basedon the conceptof a statelesscore. Sec-
tion IV describesprobabilisticresultsthatcanbeusedfor
a statisticaldimensioningof differentiatedservices;some
arebasedon classicalqueuingtheory, while otherscapi-
talize on the deterministicresultsin SectionII to obtain
stochasticbounds.In abest-effort context, QoSdifferenti-
ationandguaranteescanbeprovidedbasedonqueueman-
agement,traf�c conditioningandengineering,but needa
considerableamountof network control information,and
guaranteesareaverage,approximate.SectionV describes
therecenttheoriesandtheconclusionsthatcanbedrawn.
SectionVI describesmethodsto provide somequality of
servicein a purebest-effort environment,without any ac-
cesscontrol. SectionVII describesmethodsthatallow an
applicationto control the QoSit receives, in the absence
of network support.SectionVIII concludesthepaperwith
ashortlist of challengesfor thefuture.

I I . NETWORK CALCULUS, A THEORY FOR THE

DETERMINISTIC SETTING

Deterministicboundsonquantitiessuchaslossandde-
lay canbeexpressedif we combineconstraintson traf�c
�o ws andserviceguarantees.Theboundsdependon the
natureof theschedulers,andmaybevery complex to de-
rive [7], [8], [9], [10], [11], [12]; seealso [13] for a re-
view of packet scheduling.Many of theseresultscanbe
castinto acommonframework coined“network calculus”,
whichweexplain in thissection.

In short,network calculuscanbe viewed asthe appli-
cationof 	�

� and 	���� algebrato �o w problems.It was
pioneeredby Chang[14] andCruz[15], [16], andfoundits
�nal form in subsequentwork by thesameauthorsandby
Agrawal,LeBoudecandRajan[17], [18], [19]. A compre-
hensive treatmentcanbe found in two textbooks[5], [6].
We �rst introducenetwork calculuson an example,then
we review applicationsto integratedservices,differenti-
atedservices,andthecomputationof minimumplayback
delayfor videosequences.

A. IntroductoryExample:TheShaper

Arri val Curves. Differentiatedandintegratedservices
assumethat individual traf�c �o ws are limited, for ex-
ample using the conceptof token (or “leaky”) bucket.
Moregenerally, givensomewide-senseincreasing( = non-
decreasing)function ������� , we saythata �o w is � -smooth
if theamountof datathatcanbeobservedonthe�o w over
any time window of duration � is ��������� . We also say
that � is an arrival curve for the �o w. A token bucket,
with rate � and burst � correspondsto ����������� �"!#� ;
this is a commonconstraintimposedin traf�c contracts
betweennetwork andcustomer. Arrival curve constraints
mayalsoarisefrom physicallimitations. Considera �o w
that is known to arrive on a link of bit rate equal to $

bits/second;if the�o w is observedbit by bit, thenwe can
say that it is � -smooth,with �%�����&�'$(� . Considerthe
same�o w, but now observedat thelink layerreceiver that
terminatesthe link of bit rate $ ; herewe observe entire
packetsinsteadof bits. If thepacketsizeis ) or less,then
the �o w is � -smooth,with �%�����*�+$(�,!-) . Combining
a tokenbucket constraint,imposedaspartof a traf�c con-
tract,with a physicallimitation, givesan arrival curve of
theform �������.�/	�

�0�1$2� !3)54�� ��!6��� , whichis commonly
usedin thecontext of integratedservices(“T-SPEC”[20]).

Shapers. Traf�c generatedby sourcescannotbe ex-
pectedto naturallysatisfysomea priori arrival curve con-
straint;a shaperis usedto forcea �o w to satisfysomear-
rival curve constraint.Givensomefunction 7.����� , a shaper
storesincomingbits in a buffer anddeliversthemin such
a way that the resultingoutput is 7 -smooth. A shaper
is greedyif it delivers the dataas soonas possible. If

7.�����8�����"!9� , the greedyshapercan be implemented
as a leaky bucket regulator, which simply monitors the
level of a �ctitious token bucket, representedby a single
counter[15].Thespacer-controllerusedin ATM is alsoan
exampleof shaper[21], [22].

Greedyshapershaveanumberof simple,physicalprop-
erties; we focus hereon one, the preservation of arrival
constraints. Considera �o w, initially known to be � -
smooth,which is passedinto a shaperin orderto bemade

7 -smooth. This exampleis commonplace;for example,
7 is a token bucket constraint,and � is a constraintim-
posedby physical limitations or by an upstreamshaper
(Figure1). A propertyof greedyshapersis thattheshaper
outputstill satis�estheoriginalarrival curve constraint� ,
in otherwords [23] “what is doneby shapingcannotbe
undoneby shaping”.Notethatsystemsotherthangreedy
shapersdonot generallyhave this property. Thepreserva-
tion propertywasinitially obtainedby Cruz in [15] by an
ad-hoc(complex) computation,valid for thespeci�c case
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of leaky bucket controllers.In thesequel,we give a gen-
eralresultandshow how it is obtained.

s
f r e s h  t r a f f i c

c o n s t r a i n e d  b y  a
R R *

r e - s h a p e d  t r a f f i c
ss

f r e s h  t r a f f i c

c o n s t r a i n e d  b y  a
R R *

r e - s h a p e d  t r a f f i c

Fig. 1. Shaperspreservearrival constraints.

Min-Plus Convolution. We now introducea network
calculusformalism.Weconsiderin thissectiononly wide-
senseincreasingfunctionsof timethatare0 for :%;=< . For
any two suchfunctions>@?�:�A and BC?�:�A wede�ne athird one

?D>�E8BFAG?�:�A , called“min-plusconvolution”, by

?D>�E�BFAG?�:�AIH J
KML

NPORQ�OMS

?D>@?DT�AVU8BC?�:,W�T�A�A (1)

Thisoperationis theanalogof standardconvolution, if we
replacethe two standardoperationsU and X by Y�J
K and

U ; min-plusalgebrais thenameof the calculusobtained
with thismapping(see[24], [5] or [6] for ageneralpresen-
tation).Theanalogybearssomefruit – many propertiesof
standardconvolution, suchasassociativity andcommuta-
tivity, arealsotruehere: ?D>ZE[B\A.E^]8H_>6E`?aBbE^]cA*H

>�E8B2Ed] and >�E�BeHfB2Ed> .
We characterizea �o w with its cumulative function

g

?�:�A , de�nedasthenumberof bitsobservedfrom anarbi-
trary time origin up to time : . Then,sayingthat the �o w
is h -smoothis equivalent to

g

;

g

Eih , which is also
equivalentto

g

H

g

Efh . This canbeseenimmediately
by applyingthede�nition of min-plusconvolution. Con-
sidernow a shaper, which forcesthe �o w into an arrival
curve j . Weassumethat j is sub-additive, in otherwords,

j.?DTkUl:�AI;=j.?DT�A�Umj.?�:�A . This is notarestriction,asany ar-
rival curve constraintcanbeexpressedwith asub-additive
function[14]. In addition,all concave arrival curves(such
asthearrival curvespresentedabove) aresub-additive.

I/O Characterization of Shapers. Call
gon

theoutput
of theshaper. It mustsatisfytheconstraints

p

g*n

;

g

g
n

;

g
n

E�j

(2)

The former inequality expressesthat the output derives
from theinputafterbuffering; thelatterexpressesthatit is

j -smooth.Any wide-senseincreasingfunction
g

n

?�:�A that
satis�es(2) is the outputof someshaper, not necessarily
greedy. It turnsout that thesystem(2) is a classicalmin-
plus problem[25] andhasonemaximumsolution,given
by

g

n

H

g

Eqj (3)

This statementcan be proved in a generalmin-plus set-
ting, but in this particularcase,a direct proof is possible

and holds in a few lines ([6], Section1.5). The greedy
shaperoutputis necessarilythemaximumsolution,which
establishesthat (3) is true for theshaperoutput. The �rst
proofappearedin [17] andusesadifferentnetwork calcu-
lusmethodthanpresentedhere.

Consequences.This establishesthat shapersaremin-
plus linear systems.We show now how this implies the
preservationpropertymentionedabove. Theassociativity
of min-plusconvolution canbeused:

g

n

EqhrH9?

g

EqjkAkEqhsH#?

g

E�htAuE�jmH

g

EqjlH

g

n

Thelastbut oneequalityis becausetheinput is h -smooth
andthus

g

EvhwH

g

. Thus, this establishesthat
gxn

H

g n

E�h aswell, whichmeansthattheoutputof theshaper
is h -smooth,asrequired(of courseit is also j -smoothas
well).

Anotherconsequenceof themin-plusrepresentationof
shapersin Equation(3) is thataconcatenationof y shapers
in sequencewith curves j�z|{�}~H€• {�•‚•‚•‚{�y is equivalentto a
globalshaperwith curve jƒH„jk…tE^•‚•‚•†E[jR‡ . If thecurves

jMz areconcave, then jsHiY�J
Kc…

O

z

O

‡0jMz . This is commonly
usedto implementshapersfor concave piecewise linear
functionsastheconcatenationof leaky bucket controllers.
A striking fact is that theorderof theconcatenationdoes
notplaya rolehere.

PacketizationEffects.Thetheorypresentedin thissec-
tion ignorespacketizationconstraints,which play a role
whenpacketsof a �o w areof differentsizes. Packetiza-
tion effectsaremodeledwith theconceptof packetizerin-
troducedin [26], [27], [28], which canbe thoughtof asa
device that collectsbits until entirepacketscanbe deliv-
ered. The resultsmentionedearlierremainvalid, aslong
asthe arrival curvesareconcave andhave a jump at the
origin at leastaslarge asonemaximumpacket size[22].
Else,theinsertionof ashaperweakensthearrival curveby
onemaximumpacket size.

B. IntServandServiceCurves

The Principle of Reservations. The IETF Integrated
Services(IntServ) architecturesupportsdifferent reser-
vation principles; we focus hereon the guaranteedser-
vice [20], whichprovidesdeterministicguarantees(statis-
tical guaranteesarediscussedin SectionIV). IntServuses
admissioncontrol, whichoperatesasfollows.

ˆ In orderto receive theguaranteedor controlledloadser-
vice,a �o w must�rst performa reservationduringa �o w
setupphase.

ˆ A �o w must conform to an arrival curve of the form
h�?�:�A.H/Y�J
K0?Š‰�Ud‹2:P{�Œ :VU[•�A (T-SPEC).

ˆ All routersalongthepathacceptif they areableto pro-
vide a serviceguaranteeand enoughbuffer for loss-free



5

operation.The serviceguaranteeis expressedduring the
reservation phase,usingthe conceptof servicecurve, as
explainedbelow.

Service Curves,a Min-Plus Approach. The reserva-
tion phaseassumesthatall routerscanexport theircharac-
teristicsusinga very simplemodel. The problemis that
routersmay implementvery different schedulingstrate-
gies. This is solved with theconceptof servicecurve. It
wasintroducedby ParekhandGallager[7] andCruz[23]
in a restrictedsense,thenindependentlyin its �nal form
by Agrawal, Chang,Cruz, Le Boudec,Okino andRajan
[19], [18], [17]. It is de�nedasfollows. Considerasystem

Ž

anda �o w through
Ž

with input andoutputfunction •

and •*• . Let ‘%’�“�” bea non-negative wide-senseincreasing
functionWesaythat

Ž

offersto the�o w aservicecurve ‘

if andonly if
•

•"•

•=–�‘ (4)

In practicalterms,it meansthatfor any time “ , thereexists
a time —*˜d“ suchthat

•

•

’�“�”

•

•�’D— ”V™�‘I’�“tšƒ—�” (5)

Thisde�nition mayseemobscure,but it turnsoutto bethe
right abstraction.First, it captureswell theclassicalqueu-
ing systems,but alsoappliesto complex systems.Con-
sidera queuethat servesa �o w with a rateat leastequal
to › (for example,a generalizedprocessorsharingnode
[7]); sucha nodeoffersa servicecurve equalto ‘%’�“�”%œ/›P“

(for “

•ž• ). More generally, a nodethat guaranteesto
serve at least‘I’�“�” bitsduringany interval of duration“ in-
sidea busyperiodguaranteesa servicecurve equalto the
function ‘I’�“�” ; in thatcasewesaythatwehave astrict ser-
vicecurve. In practicethough,theconceptof strictservice
curve doesnotmeanmuchfor a complex system,because
therearedelayelements.Considerfor examplea system
aboutwhich we only know that the delay is boundedby
somevalue Ÿ ; assumethat the input is a smallbut steady
�o w of data,at a rate   ; the systemis always in a busy
period;however, theoutputrate   canbearbitrarilysmall,
thustheonly strict servicecurve we couldexpresswould
be • . In contrast,with thede�nition of servicecurvegiven
above, this systemoffersa servicecurve ‘dœ#¡G¢ , de�ned
by ¡

¢
’�“�”.œi™*£ if “I¤[Ÿ and ¡

¢
’�“�”¥œ

• if “%˜[Ÿ . In some
sense,the servicecurve conceptreplacesthe analysisby
busyperiodwhich is commonplacein queuingtheory, but
doesnotapplyto complex systems.

Second,thede�nition supportsconcatenation.Consider
a tandemof two nodes,offeringservicecurves ‘k¦ and ‘�§ ,
with theoutputof the�rst feedingtheinputof thesecond.
It follows immediatelyfrom (4) and the associativity of
min-plusconvolution that the tandem,viewed asa single

system,offers theservicecurve ‘=œ#‘0¦¥–=‘�§ . Thus,it is
very easyto computea servicecurve for complex nodes.
For example, the min-plus convolution of1 ‘I’�“�”rœ¨›P“�©

and ¡ª¢I’�“�” is equalto theso-called“rate-latency” function
‘I’�“�”«œ¬›­’�“.š�Ÿ2”|© , thustheconcatenationof a nodewith
guaranteedrate › anda nodewith maximumdelay Ÿ of-
fersa rate-latency servicecurve. IntServrequiresthatall
routerscanbeabstractedwith suchaservicecurve[29] (or
equivalently, asaguaranteedratenode,seebelow).

Third, the combinationof arrival curve and service
curvesupportsthederivationof thefollowing tightbounds.
Let a systemoffer a servicecurve ‘ to a �o w that is con-
strainedby somearrival curve ® . Thenthebacklogfor this
�o w is boundedby theverticaldeviation

¯

’Š®I°�‘,”²±³œ^´�µ\¶

·�¸�¹Iº

®�’D—�”tšr‘I’D— ”¼» (6)

If the nodeservesthe bits of this �o w in FIFO order(an
assumptionthat is true in the IntServ context), then the
delayis boundedby thehorizontaldeviation(Figure2)

½

’Š®I°�‘,”²±³œ^´�µ\¶

¾

¸�¹
º ¿ÁÀ\ÂcÃÅÄ

•=•

´�µMÆÈÇ�É�ÇMÊ É¥Ë@’�“�”�˜[Ìc’�“k™

Ä

”ÈÍÎ»

(7)
For a �o w with arrival curve ®�’�“�”.œ^Ï

¿
À

’1Ð(“Ñ™ÓÒ5°�Ô “Ñ™lÕ�”

a

b

h ( a ,  b )

v ( a ,  b )

Fig. 2. Boundson backloganddelayderivedfrom arrival and
servicecurves.

anda rate-latency servicecurve ‘%’�“�”Öœ+•�’�“%š[Ÿ2”
© , this

givesthebacklogbound[12], [30]

¯

’Š®I°�‘,”¥œvÕt™qÔtÏ3Ê�×ZØ

Õ¥š8Ò

Ð^šrÔ

°|Ÿ«Ù

andthedelaybound

½

’Š®I°�‘,”¥œ

ÒÚ™„ÛÝÜRÞ

ß

ÜMà

’1Ð/šƒ•x”|©

•

™8Ÿ (8)

End-to-end bounds. The above resultscan be com-
binedto obtaintheworstcaseend-to-enddelayacrossan
IntServ network. A �o w that goesthrougha sequence
of routers áâœ¨ã °�ä‚ä‚ä‚°�å , eachwith servicecurve ‘Ræ�’�“�”Zœ

ç

Weusethenotationè(é*êZë²ì�í†î‚èoï1ðPñ .
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ò~ó|ô�õ�öø÷Có¼ù|ú

, seesthenetwork asasystemofferingtheser-
vicecurve ûsü-û0ýVþ=ÿ‚ÿ‚ÿ þƒû

� . A directcomputationshows
that û

ô�õ�ù

ü

ò�ô�õ�öe÷2ù�ú

with
ò

ü��

���Fó ò~ó

and
÷

ü��

ó

÷có

.
Togetherwith thedelaybound(8), this is usedby routers
duringthereservationsetupphase,in orderto determineif
a reservationshouldbeaccepted[6].

By computingtheend-to-endservicecurve asthemin-
plusconvolution of theservicecurvesof all nodes,it can
alsobe establishedthat the worst casedelayover a con-
catenationof nodesis lessthanthesumof theworstcase
delay at every node. A similar statementis known un-
der the term “pay burstsonly once”, which saysthat the
impactof the burstinessparameter	 in the arrival curve




ô�õ�ù

ü��

���Cô�
(õ�������� õ��

	

ù

of a �o w doesnot accumu-
lateover thenumberof nodestraversedby the�o w, but, in
contrast,occursonly once. This is a directapplicationof
theresultsabove ([6] Section1.4.3).

Re-shapingis for Free. Anotherpropertywhich can
be establishedwith this abstractsettingis “re-shapingis
for free”. Re-shapingis oftenintroducedinsideanetwork,
or at network boundaries,in orderto control theaccumu-
lation of burstinessthat may otherwiseoccur. Assume
now that a �o w, constrainedby an arrival curve 
 , is in-
put to a tandemof networks,eachoffering servicecurves

û
ý , û�� (Figure3). Assumea greedyshaper, with curve

���

 is insertedbetweenthe two systems. The con-

dition meansthat the re-shaperenforcessomeor all of
the initial curve constraint. It follows directly from (3)

f r e s h  t r a f f i c
s h a p e r

sb
1

b
2

R R *

Fig. 3. Reshapingexample.

that there-shaperoffersa servicecurve equalto � . Thus,
theworstcasedelayfor thecombinationwith re-shaperis

���

ü! 

ô




�

û
ý

þ

�

þ û��

ù

whereasfor theoriginalcombina-
tion it is

�

ü" 

ô




�

ûVý@þqû
�

ù

. Now min-plusconvolution is
associative andcommutative,thus

�#�

ü! 

ô




�

�

þZû
ý

þâû$�

ù

;
we interpretthis astheworstcasedelayfor a new combi-
nationwherethe re-shaperis put immediatelybeforethe
�rst network, insteadof betweenthetwo. But in thatcase,
the input traf�c is 
 -smooth,thusalso � -smooth,andthe
re-shapernever delaysany bit of data. Thuswe canre-
move there-shaperfrom thenew combinationand

�
�

ü

�

.
Wehave shown in thesefew linesthatthedelayboundfor
thesystemwithoutshaperis alsovalid for thesystemwith
shaper. In otherwords,nodesmayre-shape�o ws without
exportingthatinformation.

Other Aspects. The conceptsof serviceandarrival
curveshave beenusedby Cruz andSariowan [31], [32],
Georgiadis,Guérin,PerisandRajan[12] to designsched-
ulers that optimize the combinationof delay guarantees,
buffer and bit rate requirements,and go beyond the ini-
tial designideasof Kalmanek,KanakiaandRestrick[10]
andH. ZhangandFerrari[11]. Someof theseschedulers
aredesignedto have have servicecurvesthatarenot rate-
latency, therefore,their propertiesarenot well exploited
within theIntServframework.

All computationssofar weredonewith theassumption
thatthesystemsareemptyat time % . This is valid for static
reservations,but not for dynamicreservations,which are
supportedby IntServandATM-ABR. The modi�cations
to thecalculuspresentedabovewerefoundby Giordanoet
al in [33].

Delay and Delay Jitter. For playbackoperations,only
the variablepart of delay, calleddelayjitter, is important
(SectionII-D). In contrast,for interactive services,theto-
tal delayis alsoof importance.Thus,bothdelaysmustbe
accountedfor; this canbedoneasfollows. If the latency
termsof servicecurvesdonot incorporateconstantdelays,
thendelayboundssuchas(8) givethedelayjitter; abound
on total delayis thenobtainedby addingto it thesumof
all constantdelays.

Guaranteed Rate Servers, a Max-Plus Approach.
The service curve concept de�ned above can be ap-
proachedfrom the dual point of view, which consistsin
studyingthepacket arrival anddeparturetimesinsteadof
thefunctions

ò�ô�õ�ù

(whichcountthebitsarrivedup to time
õ

). This latterapproachleadsto max-plusalgebra(which
hasthesamepropertiesasmin-plus),is oftenmoreappro-
priateto accountfor detailsdueto variablepacket sizes,
but workswell onlywhentheservicecurvesareof therate-
latency type.It is usedin SectionIII with thecorestateless
approachto obtaindetailedrelationsbetweenpacket de-
parturetimesacrossa network. It alsousefulwhennodes
cannotbe assumedto be FIFO per �o w, as may be the
casewith DiffServ (SectionII-C). We now describethis
approachhereandhow it relatesto themin-plusapproach.

A nodeis saidto beof theGuaranteedRate(GR) type
[9] (alsocalledRate-Latency server), with rate

�

andla-
tency & , if thedeparturetime

�#'

of the ( th packet,counted
in orderof arrival, satis�es

�)'+*-,.'
�

& (9)

where
,/'

(virtual �nish time) is givenby therecursion( 0

'

is thearrival time, 1

'

thelengthin bits,of packet ( ):
2

,/3

ü4%

,.'

ü!�65.798 0

'
�

,.'):

ý<;

��=?>

@BADCFE

(

�"G

(10)
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GR is analternative way of describingthe rate-latency
servicecurve property. More precisely, a GR nodewith
rate H andlatency I canbedecomposedasanodeoffering
therate-latency servicecurve JLKDM�NPO"HQKDMSRTI.N�U , followed
by a packetizer [6]. Note that addinga packetizerweak-
ensthe servicecurve propertyby one maximumpacket
size,but doesnot increasethe packet delay. Conversely,
but only for a FIFO node,the rate-latency servicecurve

JLKDMVNWOXHQKDMLR-I.N<U implies GR with rate H andlatency I .
It follows from this equivalencethat the delayboundsin
Equation(8) hold for a FIFOGRnode;it is shown in [34]
that it also holds for non FIFO nodes. Speci�cally, the
packet delayfor a �o w thatis Y -smoothis boundedby

ZV[]\

^`_�acb

YdKDMVN

H

ReM�fgIih (11)

For GR nodesthat areFIFO per �o w, the concatenation
result obtainedwith the servicecurve approachapplies.
Speci�cally, the concatenationof j GR nodes(that are
FIFO per �o w) with rates Hlk and latenciesImk is GR with
rate HBOon6p�q]krHmk andlatency IsOut

k

Ivk�fwK`jxR"ylN.z|{]}`~

•

,
where€‚•„ƒ†… is themaximumpacket sizefor the�o w. The
term K`j‡RTylN

z|{]}`~

•

is dueto packetizers.For GRnodesthat
arenotFIFOper�o w, this resultis no longertrue[34].

The recursionin (10) can be solved easily, using the
propertiesof max-plusalgebra. We obtain that GR is
equivalent to saying that for all ˆ there is some ‰‹Š

ŒŽ•

f4y/•v•‘•‘•‘•�ˆ“’ suchthat

”�•—–™˜|š

fw›

š

f�•‘•‘•.f

›

•

H

fgI (12)

which is thedualof (5) with JdKDM�N„O4H]KDMœR•I.N
U

[5].

C. DiffServ, AggregateSchedulingand AdaptiveService
Curves

The IETF DifferentiatedServices(DiffServ) architec-
turediffers from theIntServarchitecturein that �o ws are
treatedin anaggregatemannerinsideanetwork. DiffServ
is a framework which supportsmany services;we focus
hereon ExpeditedForwarding(EF)2. Roughlyspeaking,
EFcanbethoughtof asapriority service.Packetsmarked
asEF(namely, with the“PHB” �eld in theIP headersetto
“EF”) receivealow delayandpracticallyloss-freeservice.
This is typically usedfor circuit emulationor high quality
videoconferencing.

Expedited Forwarding and Intuition Behind. At ev-
ery router, all EF packets are viewed as one single ag-

ž

DiffServmakesa distinctionbetweenserviceandPer-Hop Behav-
ior (PHB).In classical,OSI,terminology, theformermeanstheservice
providedby a network, andthe latter is theserviceprovidedby a net-
work element.

gregate. In contrast,at network accesspoints, individ-
ual �o ws of EF packets(called“micro�o ws”) areshaped
one-by-one,accordingto anarrival curve similar to theT-
SPECde�ned in SectionII-B. As with IntServ, thearrival
curvesconstraintsputonmicro-�ows areexpectedto sup-
port hardend-to-endqualityof serviceguarantees.Unlike
IntServthough,micro�ows arenot scheduledseparately.
The intuition is that, as long as the intensityof EF traf-
�c is small,EFqueuesremainemptyanddelaysaresmall
delaysremainsmall.

More precisely, the original descriptionof EF in [35]
wasimplicitly assumingthatsourcesare,in theworstcase,
periodic(this is now droppedfrom theformalde�nition of
EF).Then,if theEFtraf�c intensityis small,it is plausible
that the delayvariationfor packets insideonemicro�ow
is lessthan the periodof the source. As a result, pack-
etsfrom thesamemicro�ow wouldnevercatchupandthe
servicewould besimpleto analyzeanduse. Chlamtacet
al [36], [37], [38] haveshown thatthis intuition doeshold,
but in anATM context, undertheassumptionthatsources
satisfythe“sourcerateconditions”,which requirethatthe
periodof a source(in time slots)beat leastaslargeasits
routeinterferencenumber. Therouteinterferencenumber
is the numberof times when the pathof a given source
mergeswith thatof othersources.However, it is dif�cult
to transposethisresultfrom ATM to Internet,�rst because
of variablepacket sizes,andsecondbecausetheFIFO as-
sumptionmaybetoostrict.

PSRG,Formal De�nition of EF. Thus,thecurrentdef-
inition of EF is not basedon this result. In contrast,it
is basedon anabstractnodemodel,inspiredby GPS[7],
called“Packet ScaleRateGuarantee”,from whichadelay
boundcanbeobtained.This is analogto IntServassuming
thateveryroutercanbemodeledaGRnode,but with some
differences,to whichwecomebacklaterin thissection.A
nodeis said to offer to a �o w of packets (here: the EF
aggregate)thepacket scalerateguarantee[39] with rate H

andlatency I if the departuretime
”

•

of the ˆ th packet,
countedin orderof arrival, satis�es(9) where Ÿ

•

is given
by thefollowing recursion:

 

Ÿ

a

O4¡

Ÿ

•

O4nx¢.£¥¤

˜
•

•Vnxp�q¥K

”
•#¦¨§

•©Ÿ

•)¦¨§

N«ª¬fw­?®

•B¯D°F±

ˆ³²"y

(13)
(

˜
•

is thearrival time ,
›

•

thelengthin bits,of packet ˆ ).
A non-preemptive priority schedulerwith rate H satis-

�es thede�nition, with IW´BH equalto themaximumsize
of low priority packets; asexplainedlater PSRGapplies
to morecomplex nodes,possiblynon-FIFO.PSRGdiffers
from GRde�ned in SectionII-B by the

”
•#¦¨§

termin (13).
It follows thatPSRGis strongerthanGR, i.e., any PSRG
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nodesatis�estheGR propertywith thesameparameters.
We will usethesepropertiesnow to obtainanend-to-end
delaybound.

End-to-end Delay Bound for EF. Charny and Le
Boudechave obtainedin [40] a boundon delayvariation
that is valid for EF, asfollows. Assumethatmicro�ow µ

is constrainedby thearrival curve ¶|·D¸º¹g»Q· at thenetwork
access.Insidethenetwork, EFmicro�ows arenot shaped.
At node ¼ , the EF aggregateis served accordingto the
packet scalerateguarantee,with rate ½r¾ andlatency ¿m¾

(Figure4)). Call À a boundon thenumberof hopsused

( r
j
,  s

j
)

m i c r o f l o w i ( r
i
,  s

i
)

E F  a g g r e g a t e

a t  n o d e  m

r a t e  r
m

l a t e n c y  e
m

Fig. 4. Modelof EFnetwork

by any �o w (this is typically 10 or less,andis muchless
thanthenumberof nodes).Call Á aboundonthequeuing
delayundergoneby a �o w at any singlenode(assuming
a �nite boundexists, which is shown in [40]), and con-
sidersomearbitrarynode ¼ . Thedatathat feedsnode ¼

hasundergoneavariabledelayin therangeÂ Ã¬ÄlÅ`ÀÇÆ³ÈlÉ†Á6Ê ,
thus an arrival curve for the EF aggregateat node ¼ is

Ë

½
¾

ÅD¸“¹ÌÅ`ÀÍÆ!ÈlÉ†ÁcÉ“¹-½
¾ÏÎ , where Ë (maximumutiliza-

tion factor)is a bound3 on Ð

Ñ†ÒeÓ

·DÔ
¾

¶
· and Î (maximum

packetdelayvariation)is aboundon Ð

ÑÕÒ
Ó

·DÔ
¾

»Q·�É . By ap-
plicationof (11), thedelayseenby any packet is bounded
by Á�Ö�¿P¹

Î
¹"Å`ÀXÆ-ÈlÉ†Á

Ë ; thusif theutilization factor
Ë is lessthan Ð

×ÙØ

Ð

, we have thefollowing boundondelay
at onehop

ÁoÖ

¿d¹
Î

ÈÚÆ-Å`ÀoÆ-ÈlÉ

Ë

(14)

Theboundcanbe improved if we have moreinformation
aboutthepeakrateat which theEF aggregatemayarrive
at thenode[40].

Theboundis valid only for small utilization factors;it
explodesat ËÜÛ

Ð

×ÚØ

Ð

, whichdoesnotmeanthattheworst
casedelaydoesgrow to in�nity [41]. As far aswe know,
this issueis still unresolved ([6] Section6.3). However,
it is shown in [39] thatany betterboundmustmake more
assumptionsaboutthe network thanis suitablein the EF
framework. SeealsoSectionIV-B for statisticalbounds
thatarevalid underthesamesetting.

Ý

thenotationÞQßáà meansthatnodeà is on thepathof micro�ow Þ

PSRG versusService Curve – Delay from Backlog.
Why do we needfor EF a de�nition suchasPacket Scale
RateGuarantee,insteadof usingfor examplethe service
curve or GR characterizationof IntServ? Indeed,a GR
de�nition might bea valid nodeabstractionfor EF, since
thedelayboundmentionedabove usedonly theGR prop-
erty. The reasonfor choosingPSRGinsteadis basedon
the desireto have a delay-from-backlogbound,which is
usedin caseswith statisticalmultiplexing.

Indeed,GR(andservicecurveguarantee)maygivebirth
to the“lazy scheduler”syndrome,whichconsistsin thatit
is perfectlyvalid for a GR schedulerto serve the �rst â

packetsof a �o w fasterthannecessary, andthentake ad-
vantageof this advanceto delay subsequentpackets for
an arbitrarily long amountof time [13]. As a result, it
is not possibleto derive a boundon the delayundergone
by a packet from the backlogit seesuponarrival, unlike
the caseof an ideal GPSscheduler[6]. In contrast,with
PSRG,the effect of the ã#ä

Ø

Ð

term is that, if a packet is
served earlier than its deadline,then the deadlineof all
subsequentpacketsis reducedaccordingly. Thefollowing
delay-from-backlogboundis shown in [34]: for a packet
served in a PSRGnode,that seesa backlogequalto å

uponarrival, thedelayis boundedby æ

Ñ

¹g¿ .
With IntServ, it is naturalto assumethata nodeserves

the packets inside a �o w in FIFO order. This per-�o w
FIFO assumptioncannotusuallybe madewith DiffServ.
Indeed,with DiffServ, a schedulerseesan entireEF ag-
gregateasone�o w. SincetheEF aggregateusuallyenters
a routervia more thanone input ports, the delaythough
therouterinternalmayvary a lot acrosspackets,andasa
result,thenodemaynot beglobally FIFO.All boundson
delaymentionedabovearetruefor PSRGnodes,evennon
FIFO[34].

For thespecialcaseof FIFOnodes,PSRGis equivalent
to theadaptiveservicecurveproperty, avariantof theser-
vice curve propertyde�ned by Agrawal, Cruz,Okino and
Rajan[42]. Concatenationrulesbasedonmin-plusconvo-
lution applyherealso,but they donotextendto non-FIFO
nodes.

Min-Max Algebra. Wehaveexplainedin SectionII-B
how servicecurvesandthe IntServframework arebased
on min-plusand max-plusalgebras. For DiffServ, min-
maxalgebrahasto beinvokedalsoto derive propertiesof
PSRG,asweexplainnow. Theiterative de�nition of çFä in
(13)canbere-writtenasamin-maxequation:

ç
äWèêéDë#ä

¹wì

ä

½‡í9î

éFï
ã

ä

Ø

Ð

¹Ìì

ä

½áðgñ

ï
ç

ä

Ø

Ð

¹wì

ä

½áðÚí

(15)
Now min-maxalgebraenjoys thesamepropertiesasmin-
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plus algebra;this is usedin [34] to show that PSRGis
equivalentto sayingthat for all ò andall óõô!öõôÌòõ÷!ø

either ù)ú

ô-ûPü

ù.ý

üÌþ

ýŽÿ��

ü������.ü

þ

ú

�

(16)

or thereis some
���
	

ö ü4ø��
��������ò�� suchthat
ù ú

ô-ûdü����Ùü þ

�Pü������/ü

þ

ú

�

(17)

Equations(16) and(17) constitutea characterizationof
PSRGwithout thevirtual �nish times;they arethekey re-
lationsfrom whichall propertiesof PSRGmentionedear-
lier in thissection[34] arederived.

Low Jitter Alternatives to EF. A numberof research
proposalsaim to obtainbetterboundsthan(14),at theex-
penseof moreelaborateschedulers,while preservingag-
gregatescheduling.A �rst proposalusesthe conceptof
damper[43], [44], which hasthe effect of compensating
delayvariationat onenodein thenext downstreamnode.
With dampersappliedto theEF aggregate,theend-to-end
delayboundbecomesmuchsmallerandis �nite for all uti-
lization factorslessthan1 [6].

A simplerandmorepowerful alternative is proposedby
Z.-L. Zhanget al underthe nameof StaticEarliestTime
First (SETF)[45]. Assumethatpacketsarestampedwith
theirtimeof arrival atthenetwork access,andthatthey are
servedwithin theEFaggregateatonenodein orderof time
stamps.More precisely, we assumethatnodesoffer a GR
guaranteeto theEF aggregate,asde�ned by (10) or (12),
but thatpacketsarenumberedin orderof theirarrival atthe
network access(not at this node). Thenthe analysisthat
led to theend-to-enddelaybound(14)canbemodi�ed as
follows. Call ��� a boundon theend-to-enddelayafter �

hops,� ô��X÷-ø . Considera taggedpacket,with label ò ,
andcall

ù

� its delayin � hops.Considerthenode � that
is the � th hop for this packet. Apply (12): thereis some
label

�

ô�ò suchthat
ù�ú

ô-ûdü����Ùü
þ

�Pü������/ü

þ

ú

�

(18)

where�

ý

and

ùrý

arethearrival anddeparturetimesatnode
� of the packet labeledö , and

þ

ý

its lengthin bits. Now
packets

�

to ò must have arrived at the network access
before�

ú

÷

ù

� andafter ���‡÷������

�

. Thus

þ

�Ùü������.ü

þ

ú

ô! #"$�

ú

÷����‡÷

ù

�‡ü������

�&%

where is anarrival curveatnetwork accessfor thetraf�c
thatwill �o w throughnode � . We have  '")(

%

ô

�+*

"-,.(ºü

/

%

. By (11), the delay

ù)ú

÷��

ú

for our taggedpacket is
boundedby

û/ü103254

6$798

:

 #")(œ÷

ù

�Ïü������

�;%

�<*

÷=(?>�@!û/ü

/

üA,B"$�
���

�

÷

ù

�

%

thus ù

�

ÿ��

ô

ù

�ÏügûLü

/

üC,B"$�����

�

÷

ù

�

%

Theabove inequalitycanbesolved iteratively for

ù

� asa
functionof � �D�

�

; thentake �E@F� ÷!ø andassumethe
taggedpacket is one that achieves the worst case � -hop
delay, thus �G�D�

�

@

ù

���

�

which givesan inequalityfor
�����

�

; last, take ��@H� andobtaintheend-to-enddelay
bound

����ôI" ûPü

/

%

øÙ÷�"<øÙ÷E,

%

�

,J"<øÙ÷K,

%

���

�

(19)

The boundis �nite for all valuesof the utilization factor
,
L ø , unlike theend-to-endboundin (14). Notethat for
smallvaluesof , , thetwo boundsareequivalent.

We have assumedherein�nite precisionaboutthe ar-
rival time stampedin every packet. In practice,thetimes-
tamp is written with some�nite precision; in that case,
Zhang[45] �nds aboundwhichliesbetween(14)and(19)
(atthelimit, with null precision,theboundis exactly(14)).

D. Playback Delayfor Pre-RecordedVideo

Consideraclient readingapre-recordedvideo�le from
a server acrossa network. Assumethe network guaran-
teesa boundon variabledelay M but requiresthe �o w to
be N -smooth(theseassumptionscorrespondto sendingthe
videooverEF;asimilarexampleis studiedin [46] but with
IntServinsteadof DiffServ).Ontheclientside,the�o w is
processedwith high priority beforebeingsentto the dis-
play; this is modeledby assumingthat the �o w receives
a rate-latency servicecurve, with a rateequalto the pro-
cessingrate,anda latency accountingfor the maximum
interruption[47]. It follows that the combinationof net-
work delayandprocessordelayat the client sidecanbe
modeledwith aservicecurve,say O'")(

%

. Beforebeingsent
into thenetwork, the�o w is processedbyasmootherin or-
der to bemadeconformantto thearrival curve constraint

N ; thesmootheris similar to theshaperdescribedin Sec-
tion II-A, exceptthatsincethe�le is pre-recorded,it may
sendbits in advanceof theirnaturalreadingtime (in other
words,it doesnothave to becausal).

Onceprocessedat destination,the �o w is playedback
into a decodingbuffer which hasto re-createtheoriginal
timing of the �o w. We assumethat this is doneby de-
laying the �rst packet of datafor someamount � called
the playbackdelay. If the arrival curve constraintis very
large, thenthereis no needfor smoothingandthedecod-
ing buffer needonly compensatefor the delay jitter due
to network andclient processor;here,it is necessaryand
suf�cient for � to beanupperboundon delayjitter. Oth-
erwise,in thegeneralcase,smoothingis necessaryandthe
decodingbuffer needsto compensatefor both delay jit-
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N e t w o r k
S m o o t h e r

V i d e o  

d i s p l a y

V i d e o  

s e r v e r

P r o c e s s o r P l a y b a c k  B u f f e r
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R ’ ( t )

R * ( t )

b ( t )
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Fig. 5. Playingavideo�le overa network.

ter andthetiming differencedueto smoothing(Figure5).
Call P�Q)R3S thenumberof bits of theoriginal �o w, whenit
is readin realtime (therateof which is not assumedto be
constant).A lazy smootherwill simply delay P�Q)R3S , like
a shaperwould do; a moreaggressive smoothermay an-
ticipateburstsin P�Q)RTS andthusobtaina smallerplayback
delay(e.g.,usingprefetchsmoothing[48]).

We areinterestedin �nding theminimumplaybackde-
lay U that can be achieved, given V and W , amongall
smoothingstrategies. Rexford andTowsley [49] �nd the
solution when the network serviceis constantbit rate,
which correspondsto VXQ)RTSZY[W\Q)R3S]Y_^`R for some ^ . Le
Boudecand Verscheure�nd the solution in the general
case,by modelingthe problemwith a setof inequalities
andapply the samemethodmentionedwith Equation(2)
in Section(II-A). They �nd in [46] thattheminimumplay-
backdelayis givenby thehorizontaldeviation:

UaYcbJQ$P]d3VfeKW�S (20)

Figure6 illustratesthe formula. [46] also�nd anopti-
malsmootheroutput(onethatachievestheminimumplay-
back delay U ) and obtain an explicit representationus-
ing min-plusoperations.A numberof applicationsfollow
from thisrepresentation.First,theoptimalsmootheris not
ashaper;indeed,ashapersmoothsoutburstsin P�Q)RTS once
they occur, whereasin mostcases,the optimal smoother
hasto pre-fetchthebursts.Second,thestrategy thatwould
consistin equalizingdelayjitter beforepresentingdatato
thedecoderbuffer is not optimalbecauseof a “pay bursts
only once”syndrome.Third, theoptimalsmootheroutput
is anti-causal,in otherwords, the optimal time at which
frameg shouldbesentdependsonly onthesizesof frames

h i

g . Thus the productionof small playbackdelays
is basedon the ability to look-aheadin the storedvideo
�le. This is usedin [50] to constructthe encodingP�Q)RTS

which minimizesdistortion,given VjdTW anda target play-
backdelay U . Extensionof optimalvideosmoothingto a
multicastenvironment(with application-level QoSmech-
anisms,seeSectionVII) canbefoundin [51].

1 0 0 2 0 0 3 0 0 4 0 0

2 0 0 0

4 0 0 0

6 0 0 0

8 0 0 0

1 0 0 0 0 R ( t )

1 0 0 2 0 0 3 0 0 4 0 0

1 0

2 0

3 0

4 0

5 0

6 0

7 0

( s  Ä b ) ( t )

D  =  4 3 5  m s

Fig. 6. Computationof minimumplaybackdelayfor anMPEG
sequence.Thetop left box shows kmlonqp , thenumberof bytes
for the n th frame. rsltnqpvuIw=x y-z|{.k�ltnqp is the corresponding
cumulative function. Theminimumplaybackdelay, shown
by thearrow, is thehorizontaldeviation betweenr}ltnqp and

l•~1€‚•|pƒlonqp .

I I I . ARCHITECTURES FOR SCALABLE QOS SUPPORT

Scalabilityis a key issuein thedesignof InternetQoS
provisioning architectures,in both data plane and con-
trol plane. In network dataplaneappropriatecontrolstate
information is neededfor per-packet processingsuchas
schedulingandqueuemanagementatcorerouterssoasto
supportdifferentiatedpacket treatmentand provide QoS
guarantees.Granularityof suchcontrol stateinformation
andhow it is obtainedandmaintaineddeterminethecom-
plexity of QoSstatemanagementin dataplane,andthusits
scalability. Likewise,appropriatecontrolstateinformation
is alsoneededin network controlplanefor resourcereser-
vationandQoSprovisioning. Complexity andscalability
of controlplaneoperationsdependcritically on thegranu-
larity andtimescaleof suchcontrolstateinformation.

In addressingthescalabilityissuesin dataplane,class-
basedaggregateschedulingis an importantapproach,as
is adoptedin DiffServ. However, aswe have seenearlier,
this increasedscalabilityis achievedat theexpenseof re-
ducedperformance,at leastin termsof worst-caseend-to-
enddelayperformance.Anotherattractive approachis the
dynamicpacket stateapproach[52], wherecontrol state
informationnecessaryfor packet schedulingis carriedin
packet headers;core routersperform simple per-packet
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Fig. 7. Edgeconditioningin thevirtual timereferencesystem.

stateupdate.As a result,usingthe dynamicpacket state
approach,per-�o w end-to-endQoSguaranteessimilar to
thoseprovided by IntServcanbe supportedwithout per-
�o w managementat corerouters.In sectionIII-A we will
provide anoverview of thevirtual timereferencesystem–
a unifying schedulingframework to provide scalablesup-
port for guaranteedservicesbasedon thedynamicpacket
stateapproach[53].

To reducethe complexity and thusenhancethe scala-
bility of control planeoperations,a numberof new ap-
proacheshave beendeveloped.They canberoughlycate-
gorizedinto threegeneralapproaches:lightweightsignal-
ing, end-point/edge admissioncontrol and“centralized”
bandwidthbroker. In sectionIII-B wewill brie�y describe
somerepresentative examplesof thesethreedifferentap-
proaches.

A. DynamicPacket StateandVirtual TimeReferenceSys-
tem

The notion of dynamicpacket statewas�rst proposed
by StoicaandZhang[54], [55], [52], wherecontrol state
informationis carriedin datapacketsandupdatedat core
routersfor schedulingpurposes.In [55] StoicaandZhang
demonstratedthata core statelessversionof JitterVirtual
Clock (Jitter-VC) canbe implementedusingthedynamic
packet statetechniqueto attain the sameend-to-endde-
lay boundwithout per-�o w management.Their scheme
wasgeneralizedby Zhanget al in [53], whereusingthe
dynamicpacket stateapproach,a general core stateless
framework – the virtual time referencesystem(VTRS) –
wasdevelopedto provide scalablesupportfor guaranteed
services.The key constructin the virtual time reference
systemis thenotionof packet virtual timestamps, which
arereferencedandupdatedaspackets traverseeachcore
router. Aswewill seeshortly, thevirtual timestampsasso-
ciatedwith packetsof a�o w formthethreadthat“weaves”

togetherthe per-hop behaviors of core routersalong the
pathof the�o w to provideQoSguaranteesfor the�o w. A
key propertyof packet virtual timestampsis thatthey can
becomputedusingsolelythepacket statecarriedby pack-
ets(plusacoupleof �x edparametersassociatedwith core
routers).In this sense,thevirtual time referencesystemis
corestateless, asnoper-�o w stateis neededatcorerouters
for computingpacket virtual timestamps.

Conceptually, thevirtual timereferencesystemconsists
of threelogical components:packet statecarriedby pack-
ets,edge traf�c conditioningat thenetwork edge(seeFig-
ure 7), andper-hop virtual time reference/updatemecha-
nismat corerouters(seeFigure8). Thesethreecompo-
nentsarebrie�y describedbelow.
Edge Traf�c Conditioning. Edge traf�c conditioning
playsa key role in the VTRS, as it ensuresthat packets
of a �o w4 will never be injectedinto the network coreat
a rateexceedingits reserved rate(seeFigure7(b)). For-
mally, for a �o w „ with a reservedrate …+† , theinter-arrival
timeof two consecutive packetsof the�o w at the�rst hop
corerouteris suchthat ‡

ˆ

†ƒ‰ Š
‹�Œ

Œ •

‡

ˆ

†ƒ‰ Š

Œ•ŽH•�‘?’ “•”5–

—

‘

, where ‡

ˆ

†ƒ‰ Š

Œ

denotesthe arrival time of the ˜ th packet ™

†3‰ Š

of �o w „

at the network core, š›†ƒ‰ Š the sizeof packet ™.†ƒ‰ Š , and …
†

the reserved rateof �o w „ . This is equivalent to passing
the �o w througha shaperwith œX•)ž3Ÿs ¡…

†

ž , followedby a
packetizer.
Packet State. After going throughthe edgeconditioner
at the network edge,packets enteringthe network core
carry, in their packet headers,certainpacket stateinfor-
mationthatis initializedandinsertedat thenetwork edge.
Thepacket statecarriedby the ˜ th packet ™5†ƒ‰ Š of a �o w „

containsthreetypesof information:1) QoSreservation(a
rate-delayparameterpair ¢)…

†m£3¤`†+¥ ) of the �o w; 2) thevir-

¦

Herea �o w canbe eitheran individual user�o w, or an aggregate
traf�c �o w of multipleuser�o ws,de�ned in any appropriatefashion.
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tual time stamp §

¨›©3ª «

¬ of the packet that is associatedwith
the router ­ currentlybeing traversed;and 3) the virtual
time adjustmentterm ®

©ƒª « of the packet. At the network
edge,the rate-delayparameterpair ¯)°

©�±3²+©�³ , which is de-
terminedby a bandwidthbroker (seeSectionIII-B) based
on �o w ´ 's QoSrequirement,is insertedinto every packet
of the �o w. For the µ th packet of �o w ´ , its virtual time
stamp §

¨�©ƒª «

¶ is initialized to ·

¸�©ƒª «

¶ , the actualtime it leaves
theedgeconditionerandentersthe�rst corerouteralong
the �o w's path. Thevirtual time adjustmentterm ®

©ƒª « for
packet ¹

©ƒª « is setto º

©ƒª «+»`¼ , where¼ is thenumberof rate-
basedschedulers(shall be de�ned shortly) employed by
theroutersalongthe �o w's path,and º

©ƒª « is thecumula-
tivedelayexperiencedby packet ¹

©ƒª « in anidealdedicated
per-�ow system, wherepacketsof �o w ´ areservicedby ¼

tandemserverswith constantrate °

© .
The iterative computationof º

©ƒª « is a key result on
which the methodis based.Call ½

©3ª «

¬ the departuretime
of packet µ of �o w ´ from the ­ th ideal server; similar to
(10) in SectionII-B, we have (propagationdelaysarere-
moved):
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at thenetwork edgeusingthefollowing recursive formula:
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Virtual Time Reference/UpdateMechanism and Per-
Hop Router Behavior Characterization. In theconcep-
tual framework of thevirtual time referencesystem,each
corerouteris equippedwith a per-hop virtual time refer-
ence/updatemechanismto maintainthecontinualprogres-
sionof thevirtual timeembodiedby thepacketvirtual time
stamps.Thisvirtual timestamp §

¨�©ƒª «

¬ representsthearrival
timeof the µ th packet ¹

©3ª « of �o w ´ atthe ­ th corerouterin
thevirtual time, andthusit is alsoreferredto asthevirtual
arrival time of the packet at the corerouter. The virtual
timestamps,§

¨
©3ª «

¬ , associatedwith packetsof �o w ´ satisfy
thefollowing two importantproperties:1) virtual spacing
property: §

¨›©3ª «
Û
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¬
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Ð
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, and2) therealitycheck

property: ·
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¬ßÞ
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¬ , where ·

¸�©3ª «

¬ denotestheactualarrival
timeof packet ¹

©ƒª « atrouter­ . Thesetwo propertiesareim-
portantin ensuringthat theend-to-enddelayexperienced
by packetsof a �o w acrossthenetwork coreis bounded.
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Fig. 8. Virtual time referencesystem:per-hop behavior and
operations.

In orderto ensurethatthesetwo propertiesaresatis�ed,
thevirtual timestampsmustbeappropriatelyreferencedor
updatedaspacketsenteror leave a corerouter. Therefer-
encing/updatingruledependson theschedulingalgorithm
(or scheduler) employedby acorerouterandits character-
istics. We distinguishtwo typesof schedulers:rate-based
anddelay-based,dependingon how the virtual delaypa-
rameterandvirtual �nish time arecomputedfor packets
traversingit. For example,if the schedulerà

¬ at the ­ th
routeris rate-based,packet ¹

©ƒª « is associatedwith thevir-
tual delayparameter§

²

©3ª «

¬
¾

È

©ƒª «
»

°

©

Ç

®

©ƒª « andits virtual
�nish time is de�ned as §

á
©ƒª «

¬
¾

§

¨
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¬
Ç

§

²

©3ª «

¬ . Whereas,if
à

¬ is delay-based,¹

©ƒª « is associatedwith thevirtual delay
parameter§

²

©ƒª «

¬â¾

²+© andits virtual �nish time is againde-
�ned as §

áã©ƒª «

¬
¾

§

¨�©ƒª «

¬
Ç

§

²

©ƒª «

¬ .

The per-hop behavior of a core router (or rather, its
scheduler)is characterizedby anerror term, which is de-
�ned with respectto thevirtual �nish time andactual�n-
ish time of packetsat the router. Let ·

½

©ƒª «

¬ denotethe ac-
tual timepacket ¹

©ƒª « departstheschedulerà

¬ . Wesaythat
à

¬ canguarantee�o w ´ its reserved rate °

© (if à

¬ is rate-
based)or its delayparameter² © (if à

¬ is delay-based)with
anerror term ä

¬ , if for any µ , ·
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¬
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¬
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¬ . In other
words, eachpacket of �o w ´ is guaranteedto depart à

¬

by the time §
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¬ . This amounts
to sayingthat à

¬ is a GR node(SectionII-B) with rate °

©

andlatency ä

¬ if à

¬ is rate-basedor with in�nite rateand
latency ²`©

Ç

ä

¬ if if à

¬ is delay-based.

Giventheerrorterm ä

¬ of theschedulerà

¬ , thevirtual
time stampof packet ¹

©ƒª « after it hastraversedà

¬ is up-
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datedusingthefollowing reference/updaterule:
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whereó

ë denotesthepropagationdelayfrom the ÷ th router
to the next-hop routeralongthe �o w's path. In [53] it is
shown thatusingthereference/updaterule in (21) thevir-
tual spacingand reality checkpropertiesof virtual time
stampsaresatis�edatevery router.
End-to-endDelayBoundsandQoSAbstraction of Data
Plane. An importantconsequenceof thevirtual time ref-
erencesystemoutlinedabove is that theend-to-enddelay
boundonthedelayexperiencedbypacketsof a�o w across
the network core can be expressedin termsof the rate-
delayparameterpair of a �o w andthe error termsof the
routersalong the �o w's path. Supposethereare total ø

hopsalongthepathof �o w ù , of which ú routersemploy
rate-basedschedulers,and øüûËú delay-basedschedulers.
Thenfor eachpacket ý

è3é ê of �o w ù , wehave

þ

ÿ

èƒé ê

�

û

þ

��èƒé ê

í��

õ

è �����
	

î

ú

�

èƒé ��
��

�

è

ð��

ø ûvú��

õ

è

ð

�

�

ë���í

ò

ë

ð

���
í

�

ë���í

ó

ë��

where
�

èƒé ��
�� is themaximumpacket sizeof �o w ù . This
canbeobtainedby applying(11), where �
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Observe thattheend-to-enddelayformula�ts in theIETF
GuaranteedServiceframework. In this sense,the virtual

time referencesystemprovides a conceptualcore state-
lessframework basedon which guaranteedservicescan
be implementedin a scalablemannerusingthe DiffServ
paradigm. Underthis framework, per-hop behavior (i.e.,
its ability to supportdelayguarantees)of a corerouteris
characterizedusingthenotionof error term. This simple
abstractionenablesus to derive end-to-enddelaybounds
for �o ws traversing an arbitrary concatenationof core
routersandtheir schedulingmechanisms.
Core StatelessPacket Scheduling. Thevirtual time ref-
erencesystemdoesnot mandateany speci�c scheduling
mechanismsto be implementedin a network domainas
long astheir abilities to provide delayguaranteescanbe
characterizedusingthenotionof errorterm.In fact,in [53]
it is shown that almostall known schedulingalgorithms
canthusbecharacterized,be they core statelessor state-
ful. In addition,thevirtual time referencesystemleadsto
thedesignof a setof new corestatelessschedulingalgo-
rithms(bothrate-basedanddelay-based).Two representa-
tiveexamplesof suchcorestatelessschedulingalgorithms
are:therate-basedcorestatelessvirtual clock ( OQP

R VC) and
delay-basedvirtual time earliestdeadline�r st (VT-EDF)
schedulingalgorithms.

The core statelessvirtual clock ( OQP

R VC) is a work-
conservingcounterpartof theCJVCschedulingalgorithm
developedin [55]. It servicespacketsin theorderof their
virtual �nish times,whereasde�nedbefore,thevirtual �n-
ishtimeof packet ý
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Unlike the conventionalrate-controlledEDF, VT-EDF
supportsdelay guaranteeswithout per-�o w rate control,
andthusis corestateless.It servicespacketsin theorderof
their virtual �nish times,whereasde�ned before,thevir-
tual �nish timeof packet ý
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It is shown in [53] that the VT-EDF schedulercanguar-
anteeeach�o w its delayparameter
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Lastly, we have seenin SectionII-C that the dynamic
packet statetechniqueandaggregationwerecombinedby
Zhangetal [56] to designanew aggregatepacketschedul-
ing algorithmcalledSETF. Controlinformationis encoded
(using a �nite numberof bits) in the packet headerfor
schedulingpurpose:packetsarestampedwith their entry
timeat thenetwork edge,andthey arescheduledin theor-
derof their(network entry)timestampsatarouter. In [56]
anotherclassof aggregate packet schedulingcalled dy-
namicearliesttime�r st (DETF) is alsode�ned. It differs
from SETFin thatpacket timestampsmaybemodi�ed at
certainroutersaspacketstraversethem.UsingSETFand
DETFaswell asthesimpleFIFO,theauthorsdemonstrate
the fundamentaltrade-offs betweengranularityof control
informationandachievablenetwork performancein terms
of providing deterministicQoSguarantees.

B. ScalableControl PlaneOperations

Controlplaneis an integral partof any QoSprovision-
ing architecture,as supportfor performanceguarantees
requirescontrol and managementof network resources.
Complexity and scalability of control plane operations
suchas resourcemanagementand signalingare closely
tied to the dataplanearchitectureas well as the desired
QoSprovisioningobjectives. For example,in the IntServ
architecture,per-�o w schedulingarchitectureis usedto
support�ne-grain bandwidthanddelayguaranteesfor in-
dividual user�o ws. Consequently, a signalingprotocol,
RSVP[57], is designedto convey per-�o w resourcereser-
vation informationto corerouters,which in turn needto
performper-�o w resourcereservation management,thus
limiting the scalabilityof the IntServarchitecture.In the
DiffServ architecture,asaggregateschedulingis usedat
coreroutersto supportclassof services,a varietyof more
scalable,andperhapslesscomplex, approachesto resource
managementandprovisioningarepossible.Similarly, the
dynamic packet statearchitecturealso allows for more
scalableand�e xible QoScontrol planeto be developed.
In the following we brie�y discussa numberof represen-
tativeapproachesto scalableQoScontrolplaneoperations.
Lightweight Signaling. The lightweight signaling ap-
proachin generalstill requiresa signalingprotocol that
conveys resourcereservation to core routers. However
thanksto control stateaggregation,only lightweightpro-
cessingis necessaryat corerouters.Examplesof this ap-
proachinclude[58], [59], [60], [61], [62], [55]. In [58],
[59], [60], QoSstateaggregationis proposedto addressthe
scalabilityof RSVP. By aggregatinga largenumberof in-
dividualRSVPrequests,e.g.,on backbonelinks, it signif-
icantly reducesthenumberof requestmessagesbackbone
coreroutersneedto processaswell asthe granularityof

controlstatesthey needto manage.In [61], a lightweight
signalingprotocol,YESSIR,is proposedto addressseveral
scalabilityissuesassociatedwith RSVP. It usesa sender-
basedmodelandpiggybacksQoSreservationmessageson
top of RTCP [63] to reducethe processingoverheadof
RSVP. It alsoextendstheall-or-nothingreservationmodel
of RSVPto supportpartial reservationsthat improve over
thedurationof thesession.

Scalable Resource Reservation (SRP) is another
lightweightsignalingprotocoldevelopedby Almesberger
et al [62]. SRPusesin-bandmessages(“�ags”) carriedin
datapacketsto signalresourcereservation intentionfrom
sources.It hasthe�a vor of endpointadmissioncontrolap-
proachwe will discussbelow, but requiresrouters'active
participationin admissioncontrol process.It operatesas
follows: A sourcewishingto make a reservationstartsby
sendingdatapacketsmarked with a request�ag to desti-
nation. Thesepacketsareforwardednormallyby routers,
which alsomake �o w admissiondecisionson per-packet
basis.Basedon feedbackfrom destination,thesourcees-
timateshow muchof its reservation hasbeenacceptedin
thenetwork, andmaythensenddatapacketsmarkedwith
a reserved�ag at the acceptedrate. The acceptedrateis
computedindependentlyby sourcesandrouters,usinga
“learn by example” procedure.Using the conceptof de-
terministiceffective bandwidthfrom network calculus,an
adaptive estimationalgorithmis developedfor routers.

Under the core statelessframework proposedin [55],
the scalability issueof QoS control plane is addressed
by maintainingonly aggregate reservationstateat each
router. A novel bandwidthestimationalgorithm,whichre-
lies on the dynamicreservation informationperiodically
carriedin packets, is designedfor estimatingthe amount
of bandwidthrequestedby individualuser�o ws. Thisesti-
mateprovidesanupperboundontheaggregatebandwidth
thatis reserved,andis usedto makeadmissioncontrolde-
cisionsat corerouters.
Endpoint/EdgeAdmissionControl. Theend-point/edge
admissioncontrol approacheliminatesthe signalingpro-
tocols and thus QoS reservation messages.Insteadend
hostsor edgeroutersperform admissioncontrol based
on (noisy)measuredresourceavailability informationvia
probepackets.Hencecoreroutersdo not needto perform
any QoScontroloperations,besidessimplequeueingop-
erations.Examplesof this approachare[64], [65], [66],
[67], [68], [69], [70]. Most of schemesaredesignedfor
DiffServ, andaim to provide somereasonableQoSassur-
ances(not deterministicguaranteeswe discussedso far)
for adaptiveapplicationssuchasInternetaudioandvideo
streaming.

In the endpointadmissioncontrol schemedesignedby
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Eleket al [64], anendhostsendsprobepacketsat therate
it wishesto reserve. The probepackets are queuedat a
separatelowerpriority queueatrouters.Basedonthedrop
rateof probepackets,theendhostestimateswhethersuf�-
cientresourceis availablein thenetwork to accommodate
its reservationandmakesadmissiondecisionaccordingly.
Theschemeproposedin [65] is very similar. It alsouses
packet dropsandprobepacket in a lowerpriority queueto
make admissioncontroldecisionsatendhosts.In [66] the
admissioncontroldecisionis madeat egressedgerouters
insteadof endhosts. The advantageof sucha schemeis
thatedgerouterscanpassively monitorthenetwork loadat
anaggregatelevel, andthusit mayprovide moreaccurate
load estimates.A moresystematicstudyof endpointad-
missioncontrolis carriedoutvia simulationin [67]. In this
simulationstudy, architecturalissuessuchasdeployabil-
ity aremajormotivationsin thechoiceof designoptions.
Hencetheauthorsconsiderendpointadmissioncontrolal-
gorithmsthatcanbeimplementedin theDiffServarchitec-
ture,andstudyseveraldesignissuessuchasthrashingand
robustnessin endpointadmissioncontrolalgorithms.The
generalconclusionis that, whencomparedto traditional
router-basedadmissioncontrol, endpointadmissioncon-
trol algorithmssuffer only modestperformancedegrada-
tion. Hencetheendpointadmissioncontrolapproachmay
bea viableoptionin supportof “soft” QoSguaranteesfor
real-timeadaptive applications.

Thedistributedadmissioncontrol framework proposed
in [68], [69], [70] is developedfor thebest-effort Internet
using“pricing” mechanisms.In this framework, all pack-
ets(dataor probe,elasticor real-time)are indistinguish-
ableand thus treatedequally. Upon congestion,packets
aremarked(e.g.,usingtheECNbit). Usersmust“pay” for
markedpackets.Basedonthewillingnessof usersto paya
certainprice,admissioncontroldecisionscanbemadeac-
cordingly, eitherby endhostsor edgerouters.In [69] net-
work modelsaredevelopedfor studyingtheperformance
of theproposeddistributedadmissioncontrol framework.
Fixedpointapproximationsareappliedto thesemodelsto
derive acceptancemarkingprobabilitiesat routers.A vir-
tualqueuemechanismis designedfor detectingapproach-
ing traf�c overload:a routermarkspacketsor notdepend-
ing onthestateof a�ctitious queue,of lowercapacitythan
the real queue. Using many sourceasymptoticsthe au-
thorsshow that thecritical time scaleof thevirtual queue
is sameastherealqueue,hencetheproposedpacketmark-
ing schemeis robust.
“Centralized” Bandwidth Broker. Thenotionof band-
widthbroker (BB) is �rst proposedin [71] in thecontext of
theDiffServarchitecturefor thesupportof PremiumSer-
vice. In this approach,admissioncontrol,resourceprovi-

sioningandotherpolicy decisionsareperformedby acen-
tralizedbandwidthbroker in eachnetwork domain.In [72]
atwo-tierbandwidthbrokersystemis designedandimple-
mentedto supportcoarse-grainQoSprovisioning for the
DiffServarchitecture.

In thecontext of thedynamicpacket statearchitecture,
Zhanget al [73] developeda (conceptually) centralized
bandwidthbrokerarchitecturefor scalablesupportof guar-
anteedservices. This bandwidthbroker architectureis
built upon the virtual time referencesystem[53] we in-
troducedin SectionIII-A. Taking advantageof the QoS
abstractionof the dataplaneenabledby the virtual time
referencesystem,theproposedbandwidthbrokerarchitec-
turedecouplestheQoScontrol planefromthedataplane.
Morespeci�cally, underthis BB architecture,corerouters
do not maintainany QoSreservation states,whetherper-
�o w or aggregate. Instead,theQoSreservation statesare
storedat andmanagedsolelyby the bandwidthbroker(s)
in anetwork domain.Despitethis fact,theproposedband-
width broker architectureis still capableof providingend-
to-end guaranteedservices,whether�ne-grain per-�ow
delayguaranteesor coarse-grain class-baseddelayguar-
antees.

Becauseof this decouplingof dataplaneandQoScon-
trol plane,thebandwidthbroker architecturein [73] is ap-
pealingin severalaspects.Firstof all, by maintainingQoS
reservation statesonly in a bandwidthbroker (or band-
width brokers), core routersare relieved of QoScontrol
functionssuchasadmissioncontrol,makingthempoten-
tially more ef�cient. Second,and perhapsmore impor-
tantly, aQoScontrolplanethatis decoupledfrom thedata
planeallows a network serviceprovider to introducenew
(guaranteed)serviceswithout necessarilyrequiring soft-
ware/hardwareupgradesat corerouters.Third, with QoS
reservation statesmaintainedby a bandwidthbroker, it
can perform sophisticatedQoS provisioning and admis-
sioncontrolalgorithmsto optimizenetwork utilization in
a network-widefashion.For example,in [73] theauthors
demonstratehow admissioncontrol can be performedat
an entirepath level, insteadof on a “hop-by-hop” basis.
Suchan approachcan signi�cantly reducethe complex-
ity of the admissioncontrol algorithms. Suchnetwork-
wide optimizationis dif�cult, if not impossible,underthe
router-basedhop-by-hopsignalingapproach,nor is it pos-
sibleundertheendpoint/edgeadmissioncontrolapproach.
Furthermore,under the proposedbandwidthbroker ap-
proach,thereliability, robustnessandscalabilityissuesof
QoScontrolplane(i.e.,thebandwidthbrokerarchitecture)
canbe addressedseparately from, and without incurring
additional complexity to, the data plane. In otherwords,
thebandwidthbroker architectureis only centralizedcon-
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ceptually, with respectto thedataplane.Distributedor hi-
erarchicalbandwidthbroker systemscanbedesignedun-
dertheframework proposedin [73] (see,for example,the
work in [74]).

Toconcludethissection,weremarkthatthereareamul-
tidimensionalspectrumof numerouspossibleapproaches
toward providing QoS guarantees;IntServ and DiffServ
are but two point solutionsin this spectrum. Theseap-
proachesvary accordingto the time scaleand granular-
ity (e.g., per-packet, per-�o w, or per �o w-aggregate)of
the control adopted,and the amountof state/complexity
requiredin the endsystemsandedgeandcorerouters–
considerationsthat all impactthe scalability of theseap-
proaches.Time scaleandgranularityof QoScontrolsde-
termine at what levels user traf�c can be differentiated
and how frequentlythe network can apply control oper-
ationson usertraf�c. Therefore,they directly affect the
fundamentaltrade-offs in QoSprovisioning: thetrade-offs
amonglevelsof servicesandperformancethatcanbeof-
fered by a QoS solution, the network resourceusageit
canachieve,andits associatedimplementationcomplexity
andoperational/management costs.Much researchis still
neededto analyzeandquantify thesefundamentaltrade-
offs in QoSprovisioning.

IV. STATISTICAL GUARANTEES

Quality of serviceguaranteesmay be given with some
probability, ratherthanon a deterministicbasisasin Sec-
tion II-C. Doing so relieson the possibility to (1) model
user traf�c and (2) estimateprobabilities of satisfying
somequalityof service.

A. ModelBasedApproaches

A largebodyof work existson computinglossandde-
lay probabilities,assumingthatuser�o ws satisfysomea
priori traf�c model,for example:Markov modulated�uid
[75], [76], fractionalbrowniantraf�c [77]; seealsothecol-
lectivebookeditedby J.Roberts,U. Mocci andJ.Virtamo
[78].

Better than Poisson/MTU and Negligible Jitter. A
dif�culty with theapproachmentionedabove is to give a
convincing modelof traf�c insidethenetwork. A radical
solutionis proposedby Bonaldet al in [79]; it appliesto
constantratesources,shapedat network access,that are
assumedto be independent,in a stochasticsense. The
independenceassumptionis at network access,not inside
thenetwork. Insidethenetwork, all suchtraf�c is served
in non-preemptive priority schedulers.This representsa
simpli�ed model of EF (seeSectionII-C). The starting
point for theanalysisis thatthatperiodicsourcesare“bet-
terthanPoisson/MTU”,whichmeansthatthequeuelength

at a scheduleris majorized,in somesense,by thatof the
sameschedulerfedwith a Poisson�o w of packetsof con-
stantsizeequalto themaximumtransferunit (MTU). The
authorsproposefour differentpossibleapproachesto the
majorization,eachof themhaving slightly differentmath-
ematicalimplications.

The betterthanPoisson/MTUassumptionis proved to
be formally true for freshtraf�c. The key observation is
thenthatsourcescontinueto bebetterthanPoisson/MTU
insidethenetwork; this is alsocalledthe“negligible jitter”
property. This propertyis posedasa conjecture;while it
is supportedby simulationsandanalysisof specialcases,
an exact analysisseemsto posea formidablechallenge.
Acceptingthe conjecture,every nodeinsidethe network
canbeanalyzedasasimple iBj+k'jml queue,theonly input
parameterbeingthe traf�c intensityat this node. Bonald
etal furtherassumethat,for thedistribution of end-to-end
delay, independenceat every hopis a worstcaseassump-
tion; this allows themto computethe distribution of the
end-to-enddelayastheconvolution of thedelaysat every
hop.

B. ApproachesBasedOnly on Independenceat Network
Access

An alternative approachmakesnoassumptionaboutthe
distribution of sources,otherthanindependenceof differ-
entsourcesatnetwork access,stationarity, andthefactthat
fresh sourcesare shapedat network access.With these
weakassumptions,it is possibleto �nd goodprobabilistic
bounds. A �rst family of resultsis basedon a heuristic
whichassumesthattheworstcasetraf�c is madeof on-off
sources[80], [81], [82], [83]. In contrast,in therestof this
section,wedescriberesultsthatareexactbounds.

Hoeffding Bounds. A formally proved boundfor a
nodemodeledasaconstantrateserver is foundby Kesidis
et al in [84]. Anotherboundfor thesamemodelis found
laterby C.S.Changetal [85] whoshow thattheirboundis
betterthantheformer, andasymptoticallytight. Thesere-
sultsareextendedby Vojnović etal [86] to thecasewhere
thenodecanbemodeledwith a servicecurve, insteadof
beinga constantrateserver, which betterre�ects the EF
assumptions.More interestingly, Vojnović et al show that
all theseboundsareapplicationof moregenericbounds
foundby Hoeffding in 1963[87], which applyto thesum
of a collectionof independent(not necessarilyidentically
distributed),boundedrandomvariables,assumingthatthe
expectationof thesumis known.

The genericmethodfor all of the above boundsis (1)
to majorize the queuelength by a sum of independent
processes(2) use network calculus to give determinis-
tic boundson theseindependentprocessesand(3) apply
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Hoefdingbounds.We now re-write the two boundsmen-
tionedabove boundusingthisgenericmethod.

The Bound by Kesidiset al. Consideranodeoffering
aservicecurveguaranteen�o p$q to anEFaggregate,madeof
�o ws rts
o p�q thatareindependent,stationaryandindividu-
ally shaped.Call uvs
o p�q an arrival curve for �o w w (thus
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€ , where•>ž Ÿ�  is thebuffer sizerequiredfor lossfreeop-
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Step(3) consistsin applyinga Hoeffding bound,here
Theorem1 in [87], formula(2.1). It is valid for asequence
of independent,boundedrandomvariables,here¡�|
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The Bound by Chang et al. Herewe assumein addi-
tion that n is super-additive, whichmeansthat n�o p

Ñ

z+q�Û
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nWo{z+q [47]. This is not restrictive,asit is truefor any
convex n , in particularfor rate-latency functionsassumed
for DiffServ. Now assumethat Ü satis�es uWo"Ü‰q¿|6n�o"Ü‰q . If
we interpretn asastrictservicecurve (SectionII-B), then

Ü is an upperboundon the durationof any busy period.
However, this interpretationis toorestrictive, asexplained

in SectionII-B; thegeneralstatementthatcanbemadeis
that(22)canbespecializedto
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Takingtheminimumoverasetof partitionsz givesabetter
bound[86]. See[88] for the generalcasewhere u

s 's are
not identical.

Application to DiffServ(EF). Theboundscanbeused
for statisticalguarantees.First, an EF nodecanbe mod-
eledasa rate-latency servicecurve. Second,it is neces-
sary to accountfor traf�c inside the network. Changet
al [85] proposethe following method,which againuses
a deterministicboundsto obtaina stochasticresult. The
incrementsr
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where����	 
���
�� is theaggregateof all freshEFtraf�c whose
pathusesnode � andhasarrivedat thenetwork boundary
at or beforetime 
 , and � is a deterministicboundon the
delay jitter across����� hops( � is the maximumhop
countfor any �o w). � canbeobtainedby formula(14) if
buffers arelarge. If EF buffers aresmall – a morelikely
assumption– thenthedelay-from-backlogboundof PSRG
providesthebetterbound���������������! #"%$'&�(�$*)#+�$-,

.

$'/ , where(�$ is thebuffer size, +0$ theservicerate,and
.

$ thelatency of thenode1 . Themicro�ows thatconsti-
tute theaggregateprocesses��
2��
3� arenot independentat
node � , but � ��	 
 ��
��4�5� ��	 
 �76'�8�!� maybe decomposed
from its constituentmicro�ows at network access,which
areassumedto beindependent.Thismajorizationalsoac-
countsfor possiblepacket lossesbetweennetwork access
andnode � . Thentheboundsseenabove canbeapplied.
Vojnović et al ([88], Theorem2) show how this can be
usedto computecongestionprobabilities,given thatonly
aggregateinformationis available,as is usualwith Diff-
Serv.

Lossratiosmaydiffer fromcongestionprobabilities,be-
causepacket lossesdonotnecessarilyaffectall micro�ows
in thesameway. In [88], the lossratio is estimatedfrom
the congestionprobabilities;this is basedon a determin-
istic boundon lossfoundby Chuanget al [89], combined
with a stochasticanalysisby Likhanov et al [90]. In prac-
ticethough,dimensioninganetwork onasmallcongestion
probabilityis normallysuf�cient [91].

Delay distributions can be obtainedfrom the delay-
from-backlogpropertyof PSRG(SectionII-C), if buffers
are small. Indeed,in that case,the delay at every hop
is boundeddeterministically, asmentionedabove. Elsea
well known methodconsistsin �rst computing9:�;�=<!��
3�?>

@

� , thedistribution of backlogseenby anarriving packet.
Thisdiffersfrom theboundsgivenabovein thattheproba-
bility is conditionalonarrival (this is calledaPalmproba-
bility). Call +




therateof theEFnodenumber� (modeled
asaPSRGnode);it is shown in [88] that
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is thetotalEF traf�c intensityat this node.This
generalizesa result by Konstantopouloset al [92] who
showedthatequalityholdsin thepreviousequationif the
nodeis aconstantrateserver with rate +




. It follows from
thedelay-from-backlogpropertythat
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for FHK
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, where E




is thedelayof anarbitrarypacket
at node � . Theend-to-enddelaydistribution canthenbe

boundedasfollows
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This last boundholdswithout any assumptionon the de-
pendenceof delaysat consecutive nodes. It is arguedin
[79] that assumingthesedelaysare independentgives a
conservative approximation;thusanapproximationto the
distribution of E wouldbetheconvolution of thedistribu-
tionsof E




, asestimatedby (24).
In [88] this methodis comparedto the approximation

basedonthemethod“betterthanPoisson/MTU”.For large
numberof sources,theboundsconvergeto theapproxima-
tion; for small numberof sourceswith large burstiness,
theresultssuggestthat theapproximationmaybetoo op-
timistic.

RelatedApproaches. Boorstynetal [93] de�ne acon-
ceptof effective envelope,which capturesstatisticalmul-
tiplexing betweenindependent�o ws. It is basedon Cher-
nov boundsand the central limit theorem;the approach
canbere-writtenusingHoeffding bounds,asabove. The
effectiveenvelopeis thenis usedto evaluatetheamountof
multiplexing thatcanbeachieved in constantrateservers.
Theconceptis furtherdevelopedin [94], whichintroduces
theideaof effective servicecurve; this allows application
to network scenariossuchas EF. The end result is sim-
ilar to the previous method;however, the methodof ef-
fective envelopeandeffective servicecurve doesnot give
closedform expression,unlike the methodbasedon the
boundspresentedabove. A relatedmethodis exponen-
tially boundedburstiness[95], [96] andthegeneralization
in [97], whichconsiderssomerestrictedformsof effective
envelopes.

V. QOS GUARANTEES FOR TCP-DOMINATED

TRAFFIC

In SectionII, we presenteda deterministicnetwork cal-
culuswherebydeterministicguarantees(bounds)on ser-
vicecharacteristicssuchasdelayandthroughputwerede-
rived basedon traf�c andservicebounds.In SectionIV,
wepresentedsomeformsof “stochasticnetwork calculus”
that derive stochasticserviceguaranteesfrom stochastic
boundson traf�c combinedwith deterministicor stochas-
tic boundson service. In this section,we survey recent
advancesrelatedto “elasticnetwork calculus”,wheretraf-
�c is transportedby the TransmissionControl Protocol
(TCP) [98]) which is subjectto a closed-loopcongestion
controlalgorithm(seealso[99], [100]). Theterm“elastic”
refersto the ability of TCPto adjustits sendingrateasa
functionof network conditions.
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Theprimarymotivationfor modelingelastictraf�c and
using the modelsto provide QoSguaranteesstemsfrom
the fact that the vastmajority of Internettraf�c is trans-
portedover theTCPprotocol.Early measurementson the
MCI-operatedvBNSnetwork werereportedin Thompson
et al [101] showing TCPat 95%of totalbytetraf�c, 85%-
95% of packet traf�c and 70%-85%of �o ws, of which
70%-75%was Web traf�c. More recently, McCrearyet
al [102] reportedmeasurementsat NASA AmesInternet
Exchangeshowing TCPat 80%-85%of total packet traf-
�c.

TCP congestioncontrol has evolved through several
variantsin the last decadeincluding Tahoe[103], Reno
[99], SACK [104],FACK [105]. Currently, themajorityof
implementationsarebasedonRenoor SACK. Brie�y , the
TCPsendermaintainsawindow of packets“in �ight” (i.e.,
sentandnot yet acknowledged(ACKed)). TCP conges-
tion control follows an“Additive-Increase-Multiplicative-
Decrease”(AIMD) algorithm, where the window is in-
creasedlinearlyin timeastransmissionprogresseswithout
errors,andthewindow is halved(congestionavoidanceal-
gorithm)whenamissingACK conditionis detected(a.k.a.
“Triple-DuplicateACK” or TD for short).Theadditive in-
creaseis resumedaftertheerrorconditionis removed.The
causeof theerroris usuallyapacket dropby anetwork el-
ement(router, switch)dueto congestion.Frequentpacket
dropscancausea TCPsenderto stopsendingfor a while
(time-outor TO). Transmissioneventuallyresumesaftera
timeoutwith awindow of onepacket,andif thisissuccess-
ful, AIMD is resumed,otherwiseanothertime-outoccurs
with doubleduration.

The TCP congestioncontrol algorithmprovidesa cer-
tain sendingrate S dependingon the network conditions
suchasthepacket dropprobability T androundtrip time

U

(thetimebetweenapacket is sentandits corresponding
ACK is received at the TCPsender).Many recentworks
have proposedmodelsfor thestationary“long-term” TCP
sendingrateaswell asfor theshorttermandtransientbe-
havior of TCP �o ws. In the following we review several
representative modelsand their applicationto predicting
performanceand providing QoS guaranteesto “elastic”
traf�c.

A. Models for ExpectedRate, Delay and Loss of TCP
Traf�c

Early models for the averageTCP sendingrate5 as-
sumedlong-livedTCP�o ws with stationarynetwork con-
ditions,andignoredtimeouts.They yieldedthefollowing

V

In the following we considermodelsfor TCPsendingrate,reserv-
ing the term “throughput” for the datarateseenat the TCP receiver.
Throughputis smallerthansendingratedueto packet losses.

expressionfor sendingrate,

SXW Y�Z
U\[

T

(25)

where T is the averagepacket drop probability,
U

is the
averageround trip time,

Z

is the averagesize of TCP
packets and

Y

is a small constant. Ott et al [106] adopt
a continuoustime �uid �o w model of the TCP window
sizeanddescribeits behavior by a stochasticdifferential
equation.Their modelyields
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if packet losses
areassumedindependent,where

c

is thenumberof pack-
etscon�rmed by oneACK (usually

c

Wed ). A modelwith
periodic lossesis proposedby Mathis et al [107] where
they derive the above expressionfor sendingrate S with

Y
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c

. It is shown to becloseto simulationexper-
imentsandInternetmeasurementsprovided time-outsare
rare.

A major shortcomingof thesemodelsis that they di-
verge signi�cantly from measurementswhenpacket loss
probabilityis above hi^jh;d dueto asigni�cant occurrenceof
timeoutevents.Throughextensive Internetmeasurements,
Padhye,Firoiu, Towsley andKurose[108] show that the
majorityof traf�c is subjectto lossprobabilitiesabove that
thresholdandthatTCPtime-outshaveasigni�cant impact
on TCP sendingrate. They proposea model(sometimes
known as“PFTK”) for thestationaryTCPsendingratethat
includestheeffect of time-outsandTCPreceiver's adver-
tisedmaximumwindow size kml . Theresultof analyzing
this modelis anexpressionthataccountsfor timeoutsand
maximumwindow size. Thefact that this modelis com-
prehensive (includesmostaspectsof TCPcongestioncon-
trol) andis provedto befairly accuratefor thefull rangeof
dropprobabilityandpracticalroundtrip times,hasmade
it amodelof choicefor applicationssuchasmodelingnet-
work performance(presentednext), multicastcongestion
control (see[109]) and TCP-friendly congestioncontrol
(presentedlaterin thissection).

So far, all modelsassumedlong-lived TCP �o ws, i.e.,
�o ws that transfera large amountof datasuch that the
transient,�rst part canbe ignored. For shortTCP �o ws,
thetransientknown as“slow start” representsa largepart
of the session. In slow start, the TCP window approxi-
matelydoublesat eachconsecutive round trip time until
a �rst lossevent is detected.This event endsslow start
andbegins the congestionavoidancealgorithmdescribed
earlier. ModelingshortTCP�o ws is importantsincemost
Web traf�c falls in this category. (Internetmeasurements
[110], [101], [102] reportedWebtransactionswith anav-
erageof 8–16KB).Cardwellet all [111] extendthePFTK
model[108] by addinga modelfor TCPslow start. They
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derive theexpecteddurationfor transferringn bytes
oIp qsrutXovp q3wxw3r�yzovp q|{a} w~w r�yzoIp q~•=€•r�yzovp q|‚�ƒ~{ €„•=… r

where
ovp q3w~w|r=†�oIp q~{‡} w~w r=†�oIp q~•s€ˆr=†�ovp q|‚�ƒ~{ €„•=… r

are the expected
time intervals spentin slow start, �rst loss, congestion
avoidanceand delayedACK respectively, where

oIp q3•=€•r

follows from thePFTK model.TheaverageTCPsending
rateis approximatedby ‰

t

niŠ

ovp qxr

. It is importantto note
thatin newer HTTP implementations(suchasHTTPv1.1)
consecutive small transactionsarecarriedover persistent
TCPconnections(if they aresuf�ciently closein time)and
thusslow starthaslessimpactonTCPsendingratethanin
theCardwellmodel.

Themodelsfor expectedTCPsendingratecanbeused
for modelingnetwork performance.Firoiu etal [112] (and
independentlyMisraetal [113]) presentsamodelfor aset
of ‹ TCP�o wssharingasinglecongestedlink. Assuming
anaveragequeuesize Œ anddropprobability • at thatlink
andusingoneof theTCPmodelsabove for the ‹ �o ws,

‰uŽ|•‡•

†�•

Žs‘ , we canstatethat the link's capacity ’ is fully
utilizedby the ‹ �o ws:

“
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Œ;Š#’•‘
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where
•

˜

Ž

is theroundtrip propagationdelayfor �o w š and
Œ;Š#’ is theaveragequeuewait time. Giventhatall expres-
sionsderivedfor ‰ arestrictly decreasingin

•

and › , the
aboveequationimpliesthat Œ is adecreasingfunctionof • :

Œ

t•œ

•‡•u‘„ž (26)

This “queuelaw” imposesa direct relationshipbetween
theaveragequeuesizeanddropprobabilityat a link con-
gestedby a given setof TCP �o ws, independentof how
thepacketsareselectedto bedropped.[112] showsagood
matchbetweenthemodelandsimulationexperiments,de-
spite the fact that the PFTK model assumescorrelated
losseswhereastheexperimentsimplementedindependent
losses.

An active queuemanagementpolicy determineswhat
packet andwhenit is dropped.It is describedby a “queue
control function” Ÿ . The steadystatevaluesof Œ and •

aredeterminedby the queuelaw, (26) andthe following
equation

•

t

Ÿ •�Œ;‘„ž

For example, the RandomEarly Detection(RED) algo-
rithm [114] implementsasimple,two segment,increasing
control function Ÿ . The characteristicsof the queuelaw
andthecontrolfunctionaresuchthatthereis auniqueso-
lution •�Œ

w0†

•

w

‘ to satisfybothequations.This corresponds

to thesteady-stateoperatingpointof thesystemof ‹ TCP
�o ws coupledwith theactive queuemanagementandhas
beenshown to matchwell with experiments.Once Œ and

• aredetermined,theaverageTCPsendingrateof �o w š

is ‰�Ž�•‡•

w•†�•

Ž

y

Œ

w

Š#’•‘ . Theaveragerateguaranteeof useful
dataat theTCPreceiver (goodput)¡ Ž canfurtherbecom-
putedfrom ‰uŽ by accountingfor packet dropsandretrans-
missions. Thus, the QoS guaranteeprovided by a TCP
�o w is characterizedbyanaveragegoodput,lossanddelay

•¢¡_Ž

†

•

wˆ†�•¤£

Ž

y

Œ

w

Š#’•‘ , where
•¤£

Ž

is the forwardpropagation
delay.

Themodelfor ‹ TCP�o wsandonecongestedlink can
be extendedto networks with arbitrarytopology. Firoiu,
YangandZhang[115] andBu andTowsley [116] have in-
dependentlyproposedmodelsfor arbitrarynetworkswith
TCP and non-TCP�o ws and RED queuemanagement.
They modela network asa setof links ¥ , a setof TCP
�o ws ¦ and a set of UDP �o ws § wherea UDP �o w

¨ª©

§ hasaveragerate «

£ . Each�o w
¨ª©

¦ª¬­§ traverses
a path ›

£ (orderedsetof links in ¥ ) within thenetwork.
The �rst part of ›

£ from sourceup to andincluding link
®

is denotedby ›

£0¯

…

. For eachlink
®

©

¥ , its bandwidth
’

…

is givenalongwith its propagationdelay n

…

andqueue
controlfunction •

…
t

Ÿ

…

•�Œ

…

‘ . Themodel's unknownsare
the averagequeuesizesŒ

…

andlink drop probabilities•

…

at eachlink
®

©

¥ andthe averagesendingrate ‰

£ for
eachTCP�o w

¨ª©

¦ . Thenetwork modelis givenby the
following setof equations
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The last equationconstrainsthe sum of expected�o w
throughputsat eachlink by thecapacityof thatlink. Flow
throughputsat link

®

are“thinned” versions(32)of theav-
eragesendingratesof UDP �o ws (31) or TCP�o ws (28),
wherethe end-enddrop probability androundtrip delay
arecompositionsof per-link values,(29) and(30) respec-
tively.

The systemcan be solved numerically using various
�x ed point methods. [115] proposedan algorithm that
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exhibits quick convergencepropertiesfor ½�¾´¿PÀ~¿´Á_Â while
[116] useda standardalgorithm from MATLAB. Also,
[115] adaptsresultsfrom [117] for the TCP sendingrate
in the context of DifferentiatedServices,and [116] in-
cludesa moreelaboratemodelfor UDP �o ws. Themod-
els werecon�rmed by simulationexperimentswith vari-
ousnetwork topologies.As anopenproblem,neitherex-
istencenor uniquenessof solutionshave beenestablished
for the systemof equations(27)-(33); however a unique
solutionwasquickly reachedin all examplestried, includ-
ing degeneratetopologies.Gibbenset al [118] proposeda
similarmodelfor a randomnumberof TCP�o wsin anar-
bitrary network with two drop priority classes,but with

ÃXÄ�ÃÅÄ�Æ�Ä#Ç

queueingmodelsand without experimental
veri�cation.

B. Modelsfor theDynamicBehaviorof TCPTraf�c

Themodelspresentedso far provide steady-stateaver-
agesof sendingrate,queuesizeanddropprobability. They
do not provide any indicationof their variability in time
or conditionsunderwhichconvergenceto steadystateoc-
curs. For example,[112] showed throughsimulationthat
the queuesizeoscillateswhena RED control function is
discontinuousor thelinearsegmentshaving largeslopes.

Recently, �uid modelshave beenproposedfor study-
ing thedynamicbehavior of TCPsendingrate,queuesize,
andloss,theirstabilityandtheirhighermoments.An early
modelfor thedynamicsof TCPsendingratein a network
with constantdropprobabilityandRTT wasproposedby
Ott et all [106]. They model the evolution of the TCP
window size È�½�É3À at time É througha stochasticdiffer-
entialequation(SDE)wherelossindicationsaredescribed
by a time varying PoissonprocessÊ�Ëz½�É3ÀJÌ with intensity

Í

½�É3ÀÏÎ•ÈÐ½�É�ÀÒÑ . TheSDEis

Ó

È�½�É�ÀÏÎÅÔ\Õ2Ö

Ó

É:× È�½�É�À

Ä_Ø
Ó

Ëz½�É3À (34)

Here Ô is theroundtrip time. Notethatthis equationcap-
turesthe AIMD behavior of TCPbut not the timeoutbe-
havior. By rescalingtheprocessin time,theauthorstrans-
form it into onewherelossesaregovernedby a time in-
variantPoissonprocess.They thenanalyzethis processto
obtain the stationarydistribution andhighermomentsof

È�½�É3À .
Basedon a statisticalanalysisof network traces,Misra

et al [119] concludethat the loss processis well mod-
eled by a time invariant Poissonprocesswith intensity

Í

½�É3À5Î

Í

. They then derive the following differential
equationdescribingthebehavior of ÈÐ½�É�À

Ó
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Æ
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Ø (35)

By setting
Ó

È

Ä Ó

ÉÏÎXÙ , it is possibleto retrieve thesquare
root Ñ formula for the stationarysendingrate. They also
extendthe analysisto accountfor a singletimeout. This
model shows a good matchwith Internetmeasurements
reportedin [108]. As a tradeoff, it doesnot model the
intensityof lossevents

ÍÛÚ�Ü

and
Í%Ú�Ý

asa functionof net-
work dropprobability Ñ (they aretaken directly from ex-
perimentaltraces)anddoesnot modelmultiple time-outs.
Thiswork hasbeenextendedto accountfor any lossesde-
scribedby any stationaryergodicprocess,[120].

The model is extendedin Misra et al [121] to include
active queuemanagementsuchasRED. The modelcon-
sidersa setof Ë TCP �o ws sharinga congestedlink of
capacityÞ andqueuesize ¾%½�É3À that variesover time. The
underlyingbehavior is describedby a setof SDEsanalo-
gousto (34) thatcanbeusedto obtaina setof differential
equationsdescribingthe behavior of the averagewindow
sizes.Let Èàß3½�É3À for �o w áâÎ

Æ_ãˆäˆäˆä´ã

Ë similar to (35)

Ó

È
ß

Ó

É

Î

Æ

Ô�ß3½�É3À

×

È
ß

½�É3À

Ø

Í

ß
½�É3À (36)

Observe that herethe roundtrip time Ô
ß andpacket loss

intensities
Í

Ú�Ü

canvary over time. The roundtrip time
is a combinationof roundtrip propagationdelay Ô'å

ß

and
queueingdelay
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The packet loss intensitiesareproportionalto the �o w's
sendingrate ç

ß
anddropprobability
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TheexpectedTCPsendingrateis
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TheREDcontrolfunctiondeterminesthedropprobability
at thelink

Ñ:½�É�ÀGÎÅèz½´é ¾%½�É3À3À (40)

In RED, é¾ is an estimateof the queuesize ¾ computed
from samplestaken every ê secondsandcombinedin an
exponentialmoving averagewith parameterë
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Thus, the evolution of é¾ canbe approximatelydescribed
by
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Finally, the balanceof �o w ratesin andout of the queue
(Lindely's equation)states

ôîõ
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ö��

(42)

The systemof equations(36)-(42)is determinedandcan
be solved numerically. The result is an estimateof the
TCP sendingrateevolution in time for all � �o ws. The
modelwasveri�ed with simulationsandwasalsoextended
to networkswith arbitrarytopologies.

Thismodelof transientTCPbehavior alsorevealsinsta-
bility andoscillationsundercertainconditions.Themain
causeof instabilityis identi�ed to beRED'scontrolmech-
anism(thecombinationof control functionandqueuees-
timation). Basedon (36)-(42)this problemis further an-
alyzedby Hollot et al [122] usingargumentsof feedback
control theory. They show thatRED becomeslessstable
asthe numberof sessionsdecreasesandthe averageses-
sion roundtrip time increases.They thenprovide condi-
tions on the RED control function 	 andqueueestima-
tion parameters
���
 suf�cient for thestabilityof a system
with � ����� TCP �o ws and averageround trip time

�������

. In order to stabilizethe queuesize at a cer-
tain value,theRED control functionneedsto have a high
slope.In this case,theTCP+REDsystemis stableonly if
theREDqueueestimatorhasa long memory. This in turn
entailsa slow closed-loopresponseof the RED feedback
control,whichis unabletoadjustto normaltraf�c changes.

The sluggishnessof the RED control systemis dueto
the queueestimatorusing the exponentialmoving aver-
agethat actsas a low-pass�lter . A fasterresponsecan
beachievedby adifferentqueuecontrollerusingbothpro-
portionalandintegral feedbackwithoutcompromisingsta-
bility. The proportional-integralcontroller(PI) is a clas-
sic solution in FeedbackControl Theory and a variant
is proposedin Hollot et al [123]. The PI controller is
designedwith the objective of stabilizing the queuesize
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ö��

at or neara referencevalue
õ������

. The PI controller
generatesa lossprobability � proportionalto the “error”
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andto theerror's integral. In adiscrete
time systemwherethe queueis sampledat intervals of 


seconds,animplementationof PI controllercanbe
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Besidesrespondingmore quickly to perturbationswhile
beingstable,PI alsohastheability to setareferenceobjec-
tive queuesizeindependentof thesteady-statedropprob-
ability � . This improvestheability to provide low queue-
ing delaysfor a wider rangeof traf�c load (numberof
TCP�o ws androundtrip times). This comeswith a cost,

namelythatfor agiventraf�c load � , asmallerqueuesize
impliesa largerdropprobability � , asstatedby thequeue
law (26) that is always a decreasingfunction. A higher
drop probability is detrimentalto the ef�ciency of TCP
transfers,decreasingtheir goodputandpredictability(see
[124] SectionIII for moredetails). Therefore,mostben-
e�ts of PI arereapedonly if the losseventsaresignaled
to TCP sendersthroughExplicit CongestionNoti�cation
(ECN[125]) andnot throughactualpacket drops.

Last, recentAQM algorithmsassociatedwith random
early marking (REM) [126] and adaptive virtual queue
control [127] have adoptedPI controllersfor similar rea-
sons.Thelattermechanismis interestingbecauseits goal
is to reducedelaysby maintainingthelink utilization at a
referenceutilizationbelow 100%.

C. ProvidingServiceGuaranteeswith TCPFlows

In general,providing serviceguaranteescorrespondsto
anetwork serviceproviderofferingadatatransportservice
betweentwo or moreend-pointswith a certainsetof QoS
levels(lower boundon rate,higherboundon end-endde-
lay andloss)andacertaindegreeof assurance(probability
or proportionof violation of the above boundslying be-
low somethreshold).In orderto ensuresuchQoSguaran-
tees,theproviding network is managedthroughadmission
controlof servicerequestsandpathselectionof admitted
�o ws.

Themodelsdescribedearlierin this sectionhave led to
an “elastic network calculus”wherebyQoS levels of all
�o ws in a network canbepredictedgiven the traf�c load
andnetwork characteristics.For example,both the aver-
agemodelin (27)-(33)andthedynamicmodelin (36)-(42)
(extendedto anetwork) resultin predictionsfor QoSlevels
(averagerate,end-enddelayanddropprobability)givena
network topology, routing of �o ws, capacitiesandqueue
managementfor all links. This canbe usedby network
managementand traf�c engineeringto designa network
(topology, capacities,queuemanagement,routing) given
a setof loadmatrix (source,destination,numberandQoS
levelsof �o ws). It canalsobeusedon-lineto assistthead-
missioncontrolof new �o ws in thenetwork by checking
if theadditionof a new �o w would provide it with there-
questedQoSlevel while notcompromisingtheQoSlevels
of all other�o ws.

The TCP congestioncontrol hasbeendesignedto re-
ducecongestionin a network while giving all �o ws the
opportunityto makeuseof all availablecapacityin a“f air”
way. While the conceptof fairnesshashadmany de�ni-
tionsandresearch,thereis nocommonlyagreedde�nition
thatcanbeappliedto datanetworks.TCPcongestioncon-
trol providesequalaveragesendingratefor eachof asetof
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�o ws thathave thesameroundtrip time,dropprobability,
packet size,maximumwindow size,ascanbe seenfrom
(25)andthemoreaccuratePFTKmodel[108].

While the rationalebehindthis “TCP-fairness”is out-
sidethescopeof this article,wenotethata fair amountof
work hasconcentratedon it. Floyd et al [128] arguesthat,
in a network with non-differentiatedservice(alsoknown
asBestEffort service)suchasthecurrentInternet,all traf-
�c hasto be“TCP-fair” irrespective to thetransportproto-
col used(TCPor not) in orderto avoid a congestioncol-
lapse. The “TCP-fairness”canbe implementedin a rate
controlalgorithmusingTCP's AIMD algorithmor a TCP
modelsuchasPFTK asproposedin [129] andalsostud-
ied in [130]. A varietyof window-basedmechanismsus-
ing increaserulesotherthanadditiveincreaseanddecrease
rulesotherthanmultiplicative decreasehaverecentlybeen
developedandjudgedto be TCP fair [131]. All of these
mechanismstend to producesmoother�o ws than TCP
does;a trait thatis considereddesirablein thetransportof
multimedia.A mechanismfor assessing“TCP-fairness”in
existing implementationis proposedin [132].

In general,therearemany caseswhereQoSlevels re-
quiredby applicationsaresigni�cantly differentfrom the
“f air/equal”levelsprovidedby undifferentiatednetworks.
To provide suchQoSlevels, partsof the traf�c needsto
be treatedwith discrimination. This canbe achieved by
giving each�o w aspeci�c treatmentthroughsuchmecha-
nismsasdifferentiatedbandwidthreservation,scheduling
andqueuemanagement,asde�ned by IntServ[133], [20].
A simpli�cation thatreducescomplexity andincreasescal-
ability is de�ned by DiffServ [2] wherebydifferentiated
traf�c treatmentis applied to groupsof �o ws with the
tradeoff of decreasedassuranceof QoSlevels for individ-
ual �o ws. TheDiffServAssuredForwardingPer-Hop Be-
havior (AF PHB)[134]guaranteestheforwardingof atraf-
�c sendingbelow a committedrateandforwardswithout
guaranteestraf�c above that rate. Many researchworks
have modeledthebehavior of TCPtraf�c underthesetwo
typesof treatmentgiving predictionsfor QoSlevelsunder
variousnetwork settings.

YeomandReddy[117] considera TCP�o w usingAF
PHB with a committedrate ) . Traf�c rateis measuredat
the sender(using for examplea sliding window mecha-
nism) andpackets within the committedratearemarked
“in-pro�le” andtherestas“out-of-pro�le”. If thecommit-
tedrate ) is reservedin thenetwork thentheserviceis said
to be under-subscribedand it is assumedthat only OUT
packetsaredroppedwith probability *,+.-�/ . Otherwisethe
serviceis over-subscribedandit is assumedthatall OUT
packetsaredroppedandIN packetsaredroppedwith prob-
ability *1032 . They proposea modelfor averageTCPsend-

ing rateasafunctionof subscriptionstatus,*4032657*1+8- / using
similarargumentsasthePFTKmodel[108]. A simpli�ed
expressionfor theaverageexcesssendingrate(above the
committedrate ) ) of aTCP�o w experiencingdropproba-
bility *1+8- / is
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where YZ5�[ arepacket sizeandroundtrip time. Theex-
pressionshows that, for high committedrate or narrow
under-subscription(*4+8- /]\ ^ ), the excessrate is small
or negative (i.e., TCP �o w cannotachieve its committed
rate). Usageof excessbandwidthis biasedtoward �o ws
with smallcommittedrates.

The main dif�culty in achieving a desiredrate with
TCP �o ws in the context of AF (markinganddifferenti-
ateddropping)is thatTCPcongestioncontrol is unaware
of the cause(marking) of droppedpackets. Sahuet al
[135] determinetheparametersof a leaky-bucket marking
necessaryfor guaranteeinga given rate,if at all possible.
They reachsimilarconclusionsasabovesuchasthatin the
under-subscribedcase,whenthecommittedrateis small,
themarkinghasno in�uence on theachievedrate.

In arecentwork, Chaitetal [136] proposeaddingadap-
tive ratemechanisms(ARMs) to the leaky-bucket mark-
ers. An ARM monitorsthe sendingrate attainedby an
aggregate and setsthe token rate so that the aggregate
achieves a minimum sendingrate. Simulationsdemon-
stratethat ARMs coupledwith a multilevel AQM policy
provide theseminimum sendingrates,provided that they
sumto lessthanthe bandwidthavailable in the network.
The latter inequality can be guaranteedthroughcall ad-
mission.

We concludehereour survey of providing QoS guar-
anteesto elastictraf�c dominatedby theTCPcongestion
control. We have seenthatbothsteady-stateanddynamic
modelscanbeformulatedfor arbitrarynetwork andtraf�c
conditionswhich result in fairly accuratepredictionsfor
QoSlevels. The majorobstacleidenti�ed is thatguaran-
teeingdifferentratesfor different�o wsor groupsof �o ws
is dif�cult or sometimesimpossibleif the setof guaran-
teesis far from theundifferentiated,best-effort, rate. The
opportunityof usingTCPcongestioncontrolfor providing
differentiatedQoSlevels is underquestion,andchanging
TCP congestioncontrol or replacingit with othermech-
anismin thecontext of differentiatedQoSis currentlyan
openresearcharea.



24

VI. SERVICE DIFFERENTIATION WITHIN

BEST-EFFORT

With DiffServ and IntServ, quality of serviceis given
to somedata,as a form of betterservice. We have de-
scribedin SectionII the standardDiffServ and IntServ
mechanisms.A commonfeatureis that low delayis usu-
ally linkedto aform of priority, thusto morethroughputin
caseof congestion.Kilkki proposesa differentapproach
(SIMA [137]) by which a priority level (0-7) is setfor an
entire �o w as a function of how the �o w deviatesfrom
its contractualrate; if a �o w exceedsits rate, its priority
level is low). As a result, it is optimal for a �o w to be
adaptive. Bandwidthis thensharedon a besteffort basis
betweenlow delayandother�o ws. Realtime �o ws that
conformto their rateareable to obtaina low delay, but
donotgetthroughputpriority. However, all thesemethods
needsomeform of admissioncontrol.

In contrast,a numberof authorshave proposedservice
differentiationwithout admissioncontrol. The main mo-
tivation is to retainthe besteffort, �at rate type of com-
mercial agreementsthat are believed to be the basisfor
the rapid deployment of Internet in the 90s. Dovrolis
et al [138] proposea proportionaldifferentiationmodel
where the quality betweenclassesof traf�c is propor-
tionalandthuscanbeperformedindependentlyof theload
within eachclass.Centralto their work is theuseof two
packet schedulersBPR (BacklogProportionalRate)and
WTP (Waiting-Time Priority) to approximatethe behav-
ior of the proportionaldifferentiationmodel. Moret and
Fdida[139] alsodescribea two-classproportionaldiffer-
entiationmodelcalledProportionalQueueControlMech-
anism(PQCM).Bothstudiesproposecontrollingtherela-
tive queueingdelaysbetweenclasses.

A simplerservicealternative is proposedby Hurley etal
underthenameAlternative BestEffort (ABE) [140] or by
Guo et al underthe nameBestEffort DifferentiatedSer-
vice (BEDS) [124]. Both proposeto associatea priority
for delaywith a negative priority for throughput(or loss).
A packet that is marked as low delay (called “green” in
ABE) hasmorerisk of beingdropped(or markedwith ex-
plicit congestionindication).If therelativevaluesof drop-
pingprobabilitiesanddelaysarewell setby therouterim-
plementations,then it is advantageousfor an application
thatusesTCPnot to markpacketswith the low delaybit;
in contrast,it is advantageousfor anInternettelephony ap-
plicationto markits packetswith thelow delaybit, aslong
asthe throughputit receivesis not too low. Thekey fea-
tureof theserviceis thatanapplicationmarkingsomeof
its packetswith thelow delaybit doesnot impactotherap-
plicationsthatwould not mark their packets. This would

allow an incrementaldeploymentandsatisfythe require-
mentthata �at rateservicebemaintained.It is shown in
[141] how anaudioapplicationcanusesuchaservice.

VII . APPLICATION-BASED QOS CONTROL

In theprecedingsectionswereviewedthestateof theart
regardingtheprovision of QoSwithin thenetwork. How-
ever, in spiteof recentadvancesin thedesignandevalua-
tion of QoSmechanismsfor openloopandclosednetwork
traf�c, little hasbeendeployedwithin theInternet.This is
dueto a numberof economicalandtechnicalreasonsthat
arebeyond the scopeof this paperto explore. Onecon-
sequenceof this is thatmany ISPs�nd it easierandmore
economicalto over provision their backbonenetworks in
orderto provideQoS.A secondconsequence,whichis the
topic of this section,hasbeenthe developmentand de-
ploymentof awidearrayof application-level mechanisms
outsideof thenetwork corefor providing QoS.This array
of mechanismsrely ononeor bothof thefollowing simple
ideas:_

theintroductionof application-level routingandcaching
within thenetwork,_

theintroductionof redundancy andqualityadaptationto
dealwith end-to-endlossanddelayvariations

We review thesetechniques,payingparticularattention
to theuseof redundancy andqualityadaptationin thecon-
text of networkedaudioapplications.

A. Application-level CachingandRouting

Onemethodfor dealingwith delaysdue to congested
end-to-endpathsbetweenserversandclients is to cache
web objectscloseto the client [142], [143]. This is the
primaryrationalefor theestablishmentof contentdistribu-
tion networks(CDNs)suchastheAkamainetwork. Such
anetwork canconsistof 100sor eventhousandsof servers
thatcachewebobjectscloseto theclients. Theseservers
createa logical topologyandestablishrouteswithin this
topologyto avoid congestedlinks in thenetwork.

Cachingis alsousefulfor thedeliveryof videostreams.
Unlike traditionalweb objectsit is unnecessaryto cache
theentirevideoneartheclient [144]. For example,it may
suf�ce to cachea pre�x of thevideo(�r st several seconds)
locally. This canproducea low startuplatency while pro-
viding suf�cient time to initiate streamingthe remainder
of thevideofrom theserver andtheopportunityto handle
poor network connectivity betweenthe server andcache.
This ideawas�rst studiedin [145]

More recently, therehave beenproposalsto establish
application-level networks for otherapplicationssuchas
teleconferencing,video streaming,etc. Underlyingthese
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effortsis therecognitionthattheInternetinterdomainrout-
ing algorithm,BGP (BorderGateway Protocol)[146], is
notalwaysableto providegoodqualityroutesbetweendo-
mains.Thiscanbedueto policy reasonsor becauseof the
inability of BGPto accountfor performancewhenestab-
lishing routes. In addition,dueto the sizeof the Internet
asmeasuredby the numberof domains,BGP is not able
to quickly recover from a router/link failure. The estab-
lishmentof a routefollowing suchan event cantake 10s
to 100sof seconds[147]. Theseproblemshave motivated
the commercialdevelopmentof application-level overlay
networkssuchasthatdeployedby InterNapaswell asaca-
demicresearchinto suchnetworks[148].

A third impetusbehindthedevelopmentof application-
level routing is the lack of a widely deployed multicast
infrastructure.This hasmotivatedthethedevelopmentof
a variety of application-level multicastalgorithms[149],
[150].

B. RedundancyandQualityAdaptation

In themid 90sit wasnotuncommonfor audioandvideo
applicationsto encounterend-to-endpathlossrateson the
orderof 10-40%. This stimulatedthe introductionof re-
dundancy for the purposeof reducingthe loss rate seen
by the application. Onescheme,PET (priority encoding
transmission),exploredtheuseof blockcodesfor improv-
ing thequalityof anMPEG-1stream[151]. Brie�y , differ-
entlevelsof protectionwereprovidedto I, P, andB frames
in accordanceto their importanceto the application.Ex-
perimentsreportedin [151] demonstratedthatthelossrate
seenby anapplicationcanbesigni�cantly reduced.There
are, however, a coupleof problemswith this approach.
Thereducedlossrateto theapplicationcomesat thecost
of increasedbandwidth.Thus,in thecasewherea single
video applicationusesthis technique,other applications
sharingthenetwork with it suffer a performancedegrada-
tion. If all applicationstraversingthe congestedpart of
thenetwork usethis technique,thenthey will all observe
higherlossrates.Becauseof thedifferentlevelsof protec-
tion givento differentpartsof thevideostream,thismight
or mightnot resultin degradedqualityasperceivedby the
application.

Theseproblemshave beenresolvedin anapproach�rst
proposedin [152] and re�ned in [153] in the context of
networkedaudio.Thebasicideais to systematicallyintro-
duceredundancy for thepurposeof improving audioqual-
ity while satisfyinga bandwidthconstraint.We describe
thisapproachin thenext subsection.

Before proceedingto the problemof adaptive quality
enhancementfor audioapplications,we point out that the
addition of redundancy can reducebandwidthusagefor

a multicastapplication,i.e., onewhereonenode(source)
sendsdatato two or more other nodes(receivers) Stud-
ies have shown that the useof block erasurecodes(e.g.,
Reed-Solomoncodes)in a multicastsettingis very effec-
tive in reducingbandwidthusage.This is easyto under-
stand. A block codegroupspackets into groupsof size

` . Theencoderaddsanadditionala paritypacketsto each
group.Thereceivercandecodeall ` datapacketsprovided
that it receivesany ` of the combined`cb

a data/parity
packets. Considera settingwhereseveral receiverseach
loseonedatapacket. In this casea singleparity packet is
suf�cient to allow the receivers to recover all of the data
packets,evenwhenthey have lostdifferentpackets.In the
absenceof parity packets, a retransmissionof all of the
missingdatapacket would have beenrequired.More de-
tailed treatmentsin the caseof reliabledelay insensitive
datatransmissionanddelaysensitive transmissioncanbe
foundin [154] and[155] respectively.

C. AdaptiveRedundancyand Quality for Audio Applica-
tions

We describean approachthat relies on the ability to
encodeaudio and video at different qualitiesand differ-
entbandwidths.This providesthe opportunityfor anau-
dio/video applicationto tradeoff encodingquality with
level of redundancy while satisfying a bandwidthcon-
straint.Thebasicparadigmis asfollows:

d monitor network behavior (e.g., lossrate,delay jitter).
This could result in periodicreportsto the applicationor
reportstriggeredby notablechangesin network condi-
tions.

d increase/decreaseredundancy level asa consequenceof
changesin network behavior. Thiswould includechanges
in encodingqualities.
We will make this concretein the context of an FEC
schemerecentlystandardizedby theIETF for IP telephony
[156], [153].

Consideranaudiosourcethatconstructssamplesspan-
ningintervalsof timeof lengthe , encodesthemandplaces
theminto packetsthatareperiodicallytransmittedwith pe-
riod e . Supposethat thesourcecanencodea sampleat a
rate fhgji kmlmn(o&p andthat thequality of theencodedsam-
ple is givenby a function qcrts u�v�w�s u , which is increas-
ing andconcave. [152] proposedthat eachaudiosample
be encodedmultiple times, eachencodingat a different
rate from the others,and transmittedto the receiver. In
the casethat x encodedversionsof the samplearecre-
ated,eachpacket would containone versionof eachof

x distinctaudiosamples.Theseincludea versionof the
mostrecentlygeneratedsamplealongwith versionsof the
precedingxzy|{ samples(seeFigure9 for an example
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Fig. 9. EnhancedQoSthroughtransmissionof threecopiesof
audiosampleencodedatdifferentrates.

with }•~$€ ). This redundancy cansigni�cantly reducethe
lossrateseenby theaudioapplication.In orderto ensure
thatanadaptiveaudioapplicationnot impactthequalityof
otherapplications,[152], [153] proposedthattheencoding
ratesatisfya bandwidthconstraint• . This constraintcan
beimposedin any numberof ways.For example,it could
be imposedstaticallyat sessionestablishmentor dynami-
cally in responseto congestion.

Two importantquestionsneedto beaddressedwith this
scheme.The�rst regardsthelevel of redundancy andthe
secondthe encodingrate for the ‚ versions. A simple
designrule for thelevel of redundancy is to usethemaxi-
mumdelay, ƒ , thatcanbetoleratedby theaudioapplica-
tion alongwith thesamplelength „ , ‚†…$ƒV‡ˆ„ . Wefocus
now on thesecondquestion.

Considera sourcethat transmitsvoice packets to a re-
ceiver over an unreliablenetwork characterizedby a sta-
tionarylossprocess(asmight bedescribedby a two-state
Markov chain). Considera typical audio sample. Let
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In general,this is a hardproblem. However, for the case
of a Markovian two stateloss process,[153] was able
to establishorderingrelationshipsamongpotentialsolu-
tions. Theserelationshipswereexploited in the casesof

‚¹~·º

•

€

•�»¨•�¼

to derive a simplealgorithmfor obtaining
the optimal solutionbasedon the parametersof the loss
process.An interestingpropertyexhibitedby thesolution
is thatthe�rst andlastversionsof theaudiosampleshould
alwaysbeencodedat higherqualitiesthanthoseof there-
mainingversions.

In practice,thereareonly a �nite numberof encoding
ratesavailable,i.e., «

’

µZ¶

¯

œ

•�¯›‹ •LŽLŽLŽm•�¯m½

¸ . Thesewould
correspondto the ratespossibleusing variousaudio en-
coderssuchasLPC, GSM, PCM, etc. Theoptimal solu-
tionsobtainedfor thepreviouslydescribedproblemcanbe
usedtogeneratenearoptimalsolutionsto thetrueproblem.
An extensionof theapproachconsistsin incorporatingde-
lay in thequalityfunctionfunction

ª

Š8¾

•

, whichis usefulin
tradingoff thethequalityimprovementobtainedwith FEC
versusthedelaypenalty[141].

D. Summary

The searchfor application-level solutionsto QoS has
beendriven by necessity. Unlike the work on network-
basedQoS,it hasbeenpursuedin anad hocmanner. Al-
thoughsomevery clever techniqueshave beendeveloped,
thereis considerableroomfor improvement.

VII I . CONCLUSIONS AND CHALLENGES FOR THE

FUTURE

In this paperwe have surveyedrecentadvancesin sev-
eralselective areasof InternetQoSprovisioning: various
network calculi andtheoriesfor deterministic,stochastic
andelasticservices,architectureandsolutionsfor scalable
QoSsupport,servicedifferentiationwithin besteffort and
adaptive applicationQoScontrol. Whereappropriate,we
have alsopointedout further researchissuesin thesear-
eas.Therearea largenumberof otherimportantresearch
areasrelatedto InternetQoSwe did not cover. Examples
areQoSpricing,in particular, congestionpricing,QoSand
constraint-basedrouting, MPLS and traf�c engineering.
Someof theseareasarenascentandstill developing. In
any case,reportingadvancesin theseareasprobablywill
requireanothersurvey paper.

It is evidentfrom theresearchresultswe surveyedhere
thatoverallandcollectively wehavemadegreatstrides,in
both theoryandpractice,toward building a QoS-capable
Internet. We have gainedfundamentalunderstandingof
whatis achievable;wehavealsodevelopedmany required
solutionsandtechnologies.Despiteall thisprogress,how-
ever, we have not, as yet, seenwide-spreaddeployment
of QoSservices.Thereareprobablya variety of factors
thathinderthedeploymentof InternetQoS,many of which
arenot technicalbut economicandpolitical. Nonetheless,
this “under-achievement” of InternetQoSshouldprompt
usto re-thinksomeof thefundamentalchallengesin Inter-
net QoSandadjustour researchfocusesaccordingly. As
aninitial effort to inducefurtherdiscussionanddebateon
thiscritical subject,weconcludethispaperwith ashortlist
of researchchallengesfor the future that theauthorsper-
sonally think are importantto InternetQoSbut have not
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beenadequatelyresearched.
A �rst categoryof challengesfor implementingthethe-

oriesandcalculi presentedhereis their complexity: com-
putationaland informational. Their computationalcom-
plexity refersto theamountof computationneededto pre-
dict performanceof new or existing traf�c, and is espe-
cially critical for short-termdecisions,suchasadmission
control of a �o w or a servicelevel agreement.The in-
formationalcomplexity refersto the fact that thenetwork
modelsneeda potentially large amountof up-to-datein-
formationsuchasschedulingandqueuemanagementcon-
�gurations at all network elements,characterizationof all
�o ws, routing of �o ws, many of them having frequent
changes.Therefore,themanagementsystemfor providing
QoSguaranteesin a sizablenetwork is likely to be com-
plex, expensive to build and to manage. Othernetwork
modelsthatprovide looserboundson QoSlevelsmaybe
ableto tradeoff network ef�ciency or level of QoSassur-
ancefor a simplerQoSmanagementsystem.Thetradeoff
betweencomplexity andef�ciency in network modelsis
anopenresearcharea.

In this survey, we have presentedmany signi�cant ad-
vancesin the theory and mechanismsmostly relatedto
the performanceaspectsof network dataplane. Lessre-
searchedis the control planeaspectof QoSprovisioning
suchassignalingandbandwidthbroker, brie�y described
in SectionIII-B. Any solutionincursa certaincomplexity
of operation(suchasvolumeof controltraf�c andprocess-
ingoverhead)thatcanbetradedoff with precisionof reser-
vationsandnetwork ef�ciency. Othercritical aspectsof
QoSmanagementsystemssuchasaccountingandbilling
werealsonot covered. The scalabilityandef�ciency of
suchsystemsarealsoopenfor research.

Complementaryto the performanceaspectsof Internet
QoSprovisioningareavailability, reliability andsecurity.
Techniquesfor redundantprovisioning of resourceshave
beenwell studiedin othercontexts suchascircuit switch-
ing networks,but not asmuchin thecontext of datanet-
works. While datacon�dentiality, integrity and protec-
tion againstdenial of serviceattacksare security issues
for bothbest-effort andQoSenablednetworks,othersecu-
rity issuesarespeci�c to QoSnetworks,suchasprotection
againstservicetheft.

Thebusinessandeconomicaspectsof QoSservicesre-
quirespecialconsiderationandresearch.The issueof re-
covering the cost of QoS provisioning (cost of reserved
resourcesandassociatedcomplex network management)
hasbeenfrequentlyinvokedby network operatorsasama-
jor hurdlein front of QoSdeployment. Thereis a funda-
mentaltrade-off betweenserviceperformanceandits as-
sociatedcomplexity andcost,andresearchis ongoingfor

�nding thebalancebetweenthecostandacceptableprice.
Theproblemis furthercomplicatedby theneedfor inter-
operatoragreementson dividing thecostsandbene�ts for
servicesspanningmultiplenetwork domains.

Lastbut not least,new serviceparadigmshave recently
emerged that may have implicationson the methodsto
provide QoS services. For example, content distribu-
tion networksand“application-level” serviceoverlaynet-
worksattemptto improve serviceoffering via techniques
suchasdatareplication,loadbalancingandroutingusing
application-level mechanisms. Combiningknown tech-
niquesfor QoSprovisioningwith suchoverlaidnetworks
is a challengingareafor research,but mayhave thebene-
�t of bypassingthecomplicatedinter-domainissues[157],
[158].
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