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Abstlact— We survey recent advancesin theories and
modelsfor Inter net Quality of Sewvice (QoS).We start with
the theory of network calculus, which lays the foundation
for support of deterministic performanceguaranteesin net-
works, and illustrate its applications to integrated sewvices,
differ entiated sewices, and streaming media playback de-
lays. We also presentmechanismsand architecture for scal-
able support of guaranteedsetvicesin the Inter net, basedon
the conceptof a statelesscore. Methods for scalablecontrol
operationsare alsobrie y discussed.We then turn our at-
tention to statistical performance guarantees,and describe
several new probabilistic resultsthat can be usedfor a sta-
tistical dimensioningof differ entiatedservices.Lastly, were-
view recentproposalsandresultsin supporting performance
guaranteesin a besteffort context. Theseinclude modelsfor
elastic thr oughput guaranteesbasedon TCP performance
modeling,techniquesfor somequality of sewice differ entia-
tion without accesgontrol, and methodsthat allow an appli-
cation to control the performanceit receves,in the absence
of network support.

Keywords— Quality of Sewice, Performance Guarantees,
Network Calculus, Elastic Sewices,Differ entiated Sewices,
Integrated Serwvices,Scalability

I. INTRODUCTION

The problemof InternetQoSprovisioning hasbeenan
extremely active areaof researcHor mary years. From
theearlierintegratedServiceqIntServ)architecturdl] to
the morerecentDifferentiatedServiceg(DiffServ) archi-
tecture[2], mary QoS controlmechanismsespeciallyin
theareasof paclet schedulingandqueuemanagemerdl-
gorithms, have beenproposed. Eleganttheoriessuchas
network calculusandeffective bandwidthshave alsobeen
developed. Several bookshave beenwritten on the sub-
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ject, somefocusmoreon architecturabndotherpractical
issuedq3], [4], while otherson theoreticalaspectof QoS
provisioning[5], [6]. To provide amorefocusedoverview,

in this paperwe suney a numberof recentadvancesin

InternetQoS provisioning, with emphasison theoeetical
developments. The objectie is two-fold: 1) to provide
thereademith the state-of-the-aknowledgein afew se-
lective areasin InternetQoS provisioning, with pointers
for further readings;and 2) to highlight the issuesand
challengesstill facingthe developmentof scalablelinter

net QoS provisioning solutions. The selectedareaswe
will suney are: theoryof network calculusfor determin-
istic QoS guaranteesand architecturesand solutionsfor

scalableQoS support;newly developedtheoriesfor pro-
viding stochasticservices;servicedifferentiationwithin

besteffort; architecturesaand control algorithmsfor elas-
tic servicesandadaptve applicationQoScontrol. Before
we startour suney in theseareaswe rst introducea few

importantnotionsandissuesn InternetQoSprovisioning.
They will lay thebackgroundor our discussionater

Network QoS canbe de ned in a variety of waysand
includea diversesetof servicerequirementsuchasper
formance availability, reliability, security etc. All these
servicerequirementsare importantaspectsof a compre-
hensie network QoS serviceoffering. However, in this
paperwe will take a more performance-centrizziew of
network QoSandfocusprimarily on theissuesn provid-
ing performanceyuaranteesTypical performanceametrics
usedin de ning network QoSarebandwidth,delay/delay
jitter, andpaclet lossrate. Using theseperformancenet-
rics, network performanceguaranteesanbe speci edin
variousforms, such as absolute(or deterministi§, e.g.,
a network connectionis guaranteedavith 10 Mbps band-
width all the time; probabilistic (or stodastig, e.g.,net-
work delayis guaranteedo be no morethan 100 msfor
95% of the paclets; time aveiage, e.g., paclet lossrate
is lessthan measureaver a month. The guarantee
featureof network QoSis whatdifferentiatest from the
“best-efort” network services.The exactform of perfor
manceguaranteewill be part of the servicelevel agree-
ment(SLA) betweerthe network serviceprovider andits
customers.

Therearelikely two majordriversfor network services
with QoSguaranteesOnecomesfrom applicationswith
stringent QoS requirements. Two possibleexamplesof



suchapplicationsare IP telephoy andvideo-on-demand sioningandcapacityplanning.

(VoD) over the Internet. In IP telephoy two end users
sendpacletizedvoice and the quality of renderedsound
depend®nlow delayandsmalllossrateof end-endpaclet
transmission.Likewise, streamingvideosover the Inter
netrequiresadequatdandwidthand paclet loss guaran-
teesfrom thenetwork to ensurerV-broadcastjuality. The
other major driver for network QoSis the needfor ser
vice differentiationdueto competitve natureof the mar
ketplace.For example,onenetwork serviceprovider may
supporta “virtual privatenetwork” (VPN) serviceover its
network with only securityguarantedsut no performance
guarantee. Whereas,anothernetwork service provider
may supporta “virtual leasedine” (a form of VPN) ser
vice over its network that, in additionto securityguaran-
tee,hasbandwidth delayandlossguaranteesomparable
toaphysicalleasedine. The rst network serviceprovider
may be forcedto enhancets VPN servicealsowith per
formanceguaranteesr to loseits customersvho demand
performanceguaranteeso its competitor Henceguaran-
teedQoSperformancecansene asa servicedifferentiat-
ing featurefor network services.

Apart from over-provisioning network resourcespro-
viding QoSguaranteesequiredeplg/mentof appropriate
QoS control mechanismsn the operationsand manage-
mentof a network. A vastvariety of QoScontrolmecha-
nismshave beenproposednddevelopedin lastdecadeor
so, with varying degreeof compleity andcost. To help
understandhesemechanismsnd their associatedccom-
plexity andcost,we considerseseralimportantaspectof
QoScontrols.

A key aspecbf QoScontrolsis thetime scaleat which
a controlmechanisnoperatesWe canroughlydivide the
time scalesof QoScontrolsinto a few levels. The fastest
time scaleis at the padet level ( 1-100s s), which is
the smallestunit a network can exert control. QoS con-
trol mechanismseperatingatthis time scaleincludetraf c
conditioningdevices(e.g.,trafc classi ers,markers, po-
licers, and shapers)paclet schedulersand active queue
managemenilhenext fastestime scales round-trip-time
( 1-100sms),atwhich scalefeedback-base@QoScontrol
mechanismsuchascongestiorand o w control operate.
Slowerthanpaclet time andround-trip-timeis the session
time scale(secondsminutesor longer). This is the time
scaleusersessiongde ned in whaterer meaningfulway)
typically last,andat which QoScontrolmechanismsuch
asadmissiorcontrolandQoSroutingoperate Beyondthe
sessiorntime scale,a variety of “long-term” QoS control
mechanism@perateat time scalesrangingfrom minutes,
hours to days,weeks,or months.Examplesncludetrafc
engineeringtime-of-dayservicepricing, resourceprovi-

Another key aspectof QoS control is the granularity
of controlinformation (i.e., contol stat§ usedby a QoS
mechanisnin makingcontroldecisionsandexertingcon-
trol. The nest granularityof controlis the per ow state
information (e.g., as identi ed by the 5-tuple — the IP
source-destinatioaddressesport numbersand protocol
eld — carriedin the IP header)which canbe usedto en-
force QoS for individual user o ws. Coarseifgrain con-
trols useinformationthatis speci ed and maintainedfor
anaggregateof user o ws: thegranularityof coarse-grain
QoScontrolsvariesdependingon the level of ow aggre-
gation suchasperhost, per network pre x, peringress-
egresspair, per serviceclass,etc. Closelyrelatedto the
granularityof control are two otherimportantaspectof
QoScontrol— the carrier of control state,i.e., wherethe
control stateis stored,whetherin routersor in the paclet
headeonly; andthelocationof control,i.e., whereacon-
trol mechanisnoperatesywhetherattheend-hoststhenet-
work edge or boundariesbetweereitherusersandnetwork
or network domainspr insidethe network core.

We canview the granularityof control, carrierof con-
trol stateandlocationof controlasforming the spacedi-
mensionof QoS control, whereaghe time scalethe time
dimensiorof QoScontrol. Thesetwo dimensiongogether
de ne a broaddesignspacefrom which QoS provision-
ing architecturesanbebuilt, re ecting varioustrade-ofs
in QoSserviceperformancepperationsandmanagement
compleity andimplementatiorcost. For example,con-
trol granularityhasa directimpacton the operationsand
managementompl«ity of network dataplane(i.e., the
network elementsuchasroutersthataredirectlyinvolved
in datapaclet forwarding)andperpaclet processingost
of network elementsit alsoaffectstheQoSserviceperfor
mancendividualuserswill experienceTime scaleof con-
trol determineshow frequentlycontrol information must
be cornveyedto network elementsthusaffectingtheir pro-
cessingmemoryandcommunicatioroverheadsBoththe
timeandspacalimension®f QoScontrolshave enormous
implicationsin the design,operationandmanagementf
network control plane(which consistsof network control
entitiessuchasroutingprocessorggsourcenanagersser
vice con gurationmoduleghatarenotdirectlyinvolvedin
userdataforwarding,but areessentiato the operationof
anetwork). For example,a QoSprovisioningarchitecture
thatemploys per o w QoScontrolandstoresQoSstateat
everyrouterrequiresasignalingprotocolthatcon/eys QoS
statego everyrouteronaper o w basis.Suchanarchitec-
turemandates sophisticatedontrolplaneateveryrouter
complicatingits operation@ndmanagemerdandthuslim-
iting its scalability Henceto designa scalableand cost-



effective QoSprovisioningarchitectureit is imperatve to
male judicious designchoicesalongthe time and space
dimensionsandcarefully evaluatetheir trade-ofs andim-
plicationsin bothnetwork dataandcontrolplanes.

Theremainderof this paperis structuredasfollows. A
recentseriesof developmenthasshavn that determinis-
tic computationganbe mademorepowerful with theuse
of a few simple theories,basedon min and max calcu-
lus. Sectionll introduceghereadetto thesedevelopment,
andgivesapplicationgo integratedservicesdifferentiated
services,and playbackdelays. Sectionlll explainsthe
methodsusedfor obtaininga scalableintegratedservices
support,basedon the conceptof a statelessore. Sec-
tion IV describegprobabilisticresultsthat canbe usedfor
a statisticaldimensioningof differentiatedservicessome
are basedon classicalqueuingtheory while otherscapi-
talize on the deterministicresultsin Sectionll to obtain
stochastibounds.In abest-efort context, QoSdifferenti-
ationandguaranteesanbeprovidedbasedn queuanan-
agementtrafc conditioningandengineeringhut needa
considerablemountof network controlinformation,and
guaranteeareaverage approximate SectionV describes
therecenttheoriesandthe conclusionghatcanbedravn.
SectionVI describesnethodsto provide somequality of
servicein a purebest-efort environment,withoutary ac-
cesscontrol. SectionVIl describesnethodshatallow an
applicationto controlthe QoSit receves,in the absence
of network support.SectionVIll concludeshe papemwith
ashortlist of challengedor thefuture.

Il. NETWORK CALCULUS, A THEORY FOR THE
DETERMINISTIC SETTING

Deterministichoundson quantitiessuchaslossandde-
lay canbe expressedf we combineconstrainton trafc
0 ws andserviceguaranteesThe boundsdependon the
natureof the schedulersandmay be very comple to de-
rive [7], [8], [9], [10], [11], [12]; seeals0[13] for are-
view of paclet scheduling.Many of theseresultscanbe
castinto acommonframevork coined‘network calculus”,
whichwe explainin this section.

In short, network calculuscanbe viewed asthe appli-
cationof and algebrato o w problems.It was
pioneeredy Chang[14] andCruz[15], [16], andfoundits
nal formin subsequentork by the sameauthorsandby
Agrawal, Le BoudecandRajan[17], [18], [19]. A compre-
hensie treatmentcanbe foundin two textbooks[5], [6].
We rst introducenetwork calculuson an example,then
we review applicationsto integratedservices differenti-
atedservicesandthe computationof minimum playback
delayfor videosequences.

A. IntroductoryExample:TheShaper

Arri val Curves. Differentiatedandintegratedservices
assumethat individual trafc o ws are limited, for ex-
ample using the conceptof token (or “leaky”) bucket.
Moregenerallygivensomewide-senséncreasing = non-
decreasingjunction , we saythata ow is -smooth
if theamountof datathatcanbeobseredonthe o w over
ary time window of duration is . We alsosay
that is anarrival curve for the ow. A token bucket,
with rate andburst correspondgo :
this is a commonconstraintimposedin trafc contracts
betweemetwork andcustomer Arrival curve constraints
may alsoarisefrom physicallimitations. Considera o w
thatis known to arrive on a link of bit rate equalto
bits/secondif the o w is obsered bit by bit, thenwe can
saythatit is -smooth,with . Considerthe
sameo w, but now obseredatthelink layerrecever that
terminateghe link of bit rate ; herewe obsere entire
pacletsinsteadof bits. If thepacletsizeis  orlessthen
the ow is -smooth,with . Combining
atokenbucket constraintjimposedaspartof atrafc con-
tract, with a physicallimitation, givesan arrival cune of
theform , Whichis commonly
usedn thecontet of integratedservice“T-SPEC"[20]).

Shapers. Trafc generatedy sourcescannotbe ex-
pectedto naturallysatisfysomea priori arrival curve con-
straint;ashaperis usedto forcea o w to satisfysomear-
rival cune constraint.Givensomefunction , ashaper
storesincomingbits in a buffer anddeliversthemin such
a way that the resultingoutputis -smooth. A shaper
is greedyif it delivers the dataas soonas possible. If

, the greedyshapercan be implemented
as a leaky bucket regulator which simply monitorsthe
level of a ctitious token bucket, representedby a single
counter[15].Thespaceicontrollerusedin ATM is alsoan
exampleof shapef21], [22].

Greedyshaperfiave anumberof simple,physicalprop-
erties; we focus hereon one, the preseration of arrival
constraints. Considera ow, initially knovn to be -
smoothwhichis passednto a shapeiin orderto be made

-smooth. This exampleis commonplacefor example,
is a token bucket constraint,and is a constraintim-
posedby physicallimitations or by an upstreamshaper
(Figurel). A propertyof greedyshaperss thatthe shaper
outputstill satis estheoriginal arrival curve constraint ,
in otherwords[23] “what is doneby shapingcannotbe
undoneby shaping”. Note that systemsotherthangreedy
shaperslo not generallyhave this property The presera-
tion propertywasinitially obtainedoy Cruzin [15] by an
ad-hoc(comple) computationyalid for the speci c case



of leaky bucket controllers.In the sequelwe give a gen-
eralresultandshav how it is obtained.

.—‘—He-shaped traffic
R R *
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constrained by a

Fig. 1. Shaperpreserearrival constraints.

Min-Plus Convolution. We now introducea network
calculusformalism.We considelin this sectiononly wide-
senséncreasindgunctionsof time thatareO for . For
ary two suchfunctions and wede ne athird one

, called“min-plus cornvolution”, by

1)

This operatioris theanalogof standardccornvolution, if we
replacethe two standardperations and by and
; min-plusalgebrais the nameof the calculusobtained
with thismapping(se€[24], [5] or [6] for agenerapresen-
tation). Theanalogybearssomefruit — mary propertieof
standarccorvolution, suchasassociatiity andcommuta-
tivity, arealsotrue here:
and .
We characterizea ow with its cumulatve function
, de ned asthenumberof bits obseredfrom anarbi-
trary time origin up to time . Then,sayingthatthe ow
is -smoothis equivalentto , Which is also
eguvalentto . This canbe seenimmediately
by applyingthe de nition of min-pluscorvolution. Con-
sidernow a shaperwhich forcesthe o w into an arrival
curve .Weassumehat issub-additre,in otherwords,
. Thisis notarestriction,asary ar
rival curve constraintanbe expressedvith a sub-additie
function[14]. In addition,all concae arrival curves(such
asthearrival curvespresente@dbove) aresub-additie.
I/O Characterization of Shapers. Call  the output
of theshaperIt mustsatisfythe constraints

)

The former inequality expresseghat the output derives
from theinputafterbuffering; thelatterexpresseshatit is
-smooth.Any wide-senséncreasingunction that
satis es(2) is the outputof someshapernot necessarily
greedy It turnsout thatthe system(2) is a classicalmin-
plus problem[25] andhasone maximumsolution, given
by
3
This statementan be proved in a generalmin-plus set-
ting, but in this particularcase,a direct proof is possible

and holdsin a few lines ([6], Section1.5). The greedy
shapeoutputis necessarilyhe maximumsolution,which
establisheshat(3) is true for the shapemutput. The rst
proofappearedh [17] andusesa differentnetwork calcu-
lus methodthanpresentedhere.

Consequences.This establisheshat shapersare min-
plus linear systems.We shav now how this implies the
preseration propertymentionedaborve. The associatiity
of min-plusconvolution canbe used:

Thelastbut oneequalityis becauseheinputis -smooth
andthus . Thus, this establisheghat

aswell, which meanghatthe outputof the shaper
is -smooth,asrequired(of courseit is also -smoothas
well).

Anotherconsequencef the min-plusrepresentationf
shaperén Equation(3) is thataconcatenationof shapers
in sequencavith curves is equvalentto a
globalshapemith curve . If thecurwes

areconcae, then . Thisis commonly
usedto implementshaperdor concae piecevise linear
functionsasthe concatenationf leaky bucket controllers.
A striking factis thatthe orderof the concatenatiomoes
notplayarole here.

Packetization Effects. Thetheorypresenteth thissec-
tion ignorespacletization constraintswhich play a role
whenpacletsof a ow areof differentsizes. Packetiza-
tion effectsaremodeledwith theconcepbf pacletizerin-
troducedin [26], [27], [28], which canbe thoughtof asa
device that collectsbits until entire paclets canbe deliv-
ered. Theresultsmentionedearlierremainvalid, aslong
asthe arrival curves are concae and have a jump at the
origin at leastaslarge asonemaximumpaclet size[22].
Else,theinsertionof ashapemwealensthearrival curve by
onemaximumpaclet size.

B. IntServandServiceCurves

The Principle of Resewations. The IETF Integrated
Services(IntServ) architecturesupportsdifferent reser
vation principles; we focus hereon the guaranteedser
vice [20], which providesdeterministiqguaranteegstatis-
tical guaranteearediscussedn SectionlV). IntServuses
admissiorcontol, which operatessfollows.

In orderto receve theguaranteedr controlledioad ser
vice,a ow must rst performareserationduringa ow
setupphase.

A ow mustconformto an arrival curve of the form

(T-SPEC).

All routersalongthe pathaccepff they areableto pro-

vide a serviceguaranteeand enoughbuffer for loss-free



operation. The serviceguaranteds expresseduring the
reseration phase usingthe conceptof servicecure, as
explainedbelow.

Seuwice Curves,a Min-Plus Approach. Theresena-
tion phaseassumethatall routerscanexporttheir charac-
teristicsusing a very simple model. The problemis that
routersmay implementvery different schedulingstrate-
gies. Thisis solved with the conceptof servicecurve It
wasintroducedby ParekhandGallager7] andCruz[23]
in arestrictedsensethenindependentlyin its nal form
by Agrawal, Chang,Cruz, Le Boudec,Okino and Rajan
[19], [18], [17]. It isde ned asfollows. Considelasystem

anda ow through with input andoutputfunction
and . Let be anon-ngative wide-senséncreasing
functionWe saythat offerstothe o w aservicecurve
if andonly if

(4)

In practicalterms,it meanghatfor ary time , thereexists
atime suchthat

®)

Thisde nition mayseenobscurebut it turnsoutto bethe
right abstractionFirst, it capturesvell the classicaueu-
ing systemsbut also appliesto comple systems.Con-
sidera queuethatsenesa o w with arateatleastequal
to (for example,a generalizedorocessoisharingnode
[7]); sucha nodeoffersa servicecurve equalto

(for ). More generally a nodethat guaranteeso
sene atleast bits duringary intenal of duration in-
sidea busy periodguarantees servicecurve equalto the
function ; in thatcasewe saythatwe have a strict ser
vice cune. In practicethough theconcepbf strictservice
cune doesnot meanmuchfor acomplex systempecause
therearedelayelements.Considerfor examplea system
aboutwhich we only know that the delayis boundedby
somevalue ; assumehattheinputis a smallbut steady
ow of data,at a rate ; the systemis alwaysin a busy
period;however, theoutputrate canbearbitrarily small,
thusthe only strict servicecurve we could expresswould
be . In contrastwith thede nition of servicecune given
above, this systemoffersa servicecurve , de ned
by if and if . Insome
sensethe servicecurve conceptreplacegshe analysisby
busy periodwhichis commonplacén queuingtheory but
doesnotapplyto complex systems.

Secondthede nition supportoncatenationConsider
atandemof two nodespffering servicecures and
with the outputof the rst feedingtheinputof thesecond.
It follows immediatelyfrom (4) and the associatiity of
min-plusconvolution thatthe tandem viewed asa single

system offersthe servicecurve . Thus,it is
very easyto computea servicecurve for complex nodes.
For example, the min-plus corvolution of!
and is equalto the so-called‘rate-lateng” function
, thusthe concatenatiof a nodewith
guaranteedate andanodewith maximumdelay of-
fersarate-lateng servicecune. IntServrequiresthatall
routerscanbeabstractedvith suchaservicecurve[29] (or
eguvalently asaguaranteedatenode,seebelaw).

Third, the combinationof arrival curve and service
cune supportghederivationof thefollowing tight bounds.
Let a systemoffer a servicecurve to a o w thatis con-
strainedby somearrival curve . Thenthebacklogfor this
o w is boundedby theverticaldeviation

(6)

If the nodesenesthe bits of this ow in FIFO order(an
assumptiorthat is true in the IntServ contet), thenthe
delayis boundedy the horizontaldeviation (Figure2)

()

Fora o w with arrival cune

Fig. 2. Boundson backloganddelayderivedfrom arrival and
servicecurves.

anda rate-lateng servicecurve , this
givesthebacklogbound[12], [30]
andthedelaybound

(8)

End-to-end bounds. The above resultscan be com-
binedto obtainthe worst caseend-to-enddelayacrossan
IntServ network. A ow that goesthrougha sequence
of routers , eachwith servicecure

We usethenotation



, seeghenetwork asasystenofferingtheser
vice cune . A directcomputatiorshavs
that with and .
Togethemwith the delaybound(8), this is usedby routers
duringtheresenrationsetupphaseijn orderto determindf
aresenationshouldbeaccepted6].

By computingthe end-to-endservicecurve asthe min-
plus convolution of the servicecurvesof all nodesi,it can
alsobe establishedhat the worst casedelay over a con-
catenatiorof nodesis lessthanthe sumof theworstcase
delay at every node. A similar statemenis knovn un-
der the term “pay burstsonly once”, which saysthat the
impactof the burstinessparameter in the arrival cure

of a o w doesnotaccumu-
lateoverthenumberof nodegraversedoy the o w, but, in
contrastoccursonly once. This is a directapplicationof
theresultsabove ([6] Sectionl.4.3).

Re-shapingis for Free. Another propertywhich can
be establisheawith this abstractsettingis “re-shapingis
for free”. Re-shapings oftenintroducednsidea network,
or at network boundariesin orderto controlthe accumu-
lation of burstinessthat may otherwiseoccur Assume
now thata ow, constrainedy anarrival curve | is in-
put to atandemof networks, eachoffering servicecurves

: (Figure 3). Assumea greedyshaperwith curve

is insertedbetweenthe two systems. The con-
dition meansthat the re-shaperenforcessomeor all of
the initial cure constraint. It follows directly from (3)

fresh t

shaper
raffic
b s b
] 2
—@® 7—'-7—-‘4’
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Fig. 3. Reshapingxample.

thatthere-shapenbffersa servicecurve equalto . Thus,
theworstcasedelayfor the combinationwith re-shaperis
whereador theoriginal combina-
tionit is . Now min-pluscorvolutionis
associatie andcommutatie, thus ;
we interpretthis asthe worstcasedelayfor a new combi-
nationwherethe re-shapeis put immediatelybeforethe
rst network, insteadof betweerthetwo. Butin thatcase,
theinputtrafc is -smooththusalso -smooth,andthe
re-shapemnever delaysary bit of data. Thuswe canre-
move there-shapefrom thenewv combinatiorand
We have shawn in thesefew linesthatthe delayboundfor
the systemwithout shapeis alsovalid for the systemwith
shaperIn otherwords,nodesmayre-shapeo ws without
exportingthatinformation.

Other Aspects. The conceptsof serviceand arrival
cunes have beenusedby Cruz and Sariavan [31], [32],
Geogiadis,Guérin, PerisandRajan[12] to designsched-
ulersthat optimize the combinationof delay guarantees,
buffer and bit rate requirementsand go beyond the ini-
tial designideasof Kalmanek ,KanakiaandRestrick[10]
andH. ZhangandFerrari[11]. Someof theseschedulers
aredesignedo have have servicecurvesthatarenotrate-
lateng, therefore,their propertiesare not well exploited
within theIntServframeavork.

All computationsofarweredonewith theassumption
thatthesystemareemptyattime . Thisisvalid for static
resenations,but not for dynamicresenations,which are
supportedby IntServand ATM-ABR. The modi cations
to thecalculuspresente@bore werefoundby Giordanoet
alin [33].

Delay and Delay Jitter. For playbackoperationspnly
the variablepart of delay calleddelayjitter, is important
(Sectionll-D). In contrastfor interactve servicestheto-
tal delayis alsoof importance.Thus,bothdelaysmustbe
accountedor; this canbe doneasfollows. If thelateny
termsof servicecurvesdo notincorporateonstantelays,
thendelayboundssuchas(8) give thedelayijitter; abound
on total delayis thenobtainedby addingto it the sumof
all constantdelays.

Guaranteed Rate Servers, a Max-Plus Approach.
The service curve conceptde ned above can be ap-
proachedrom the dual point of view, which consistsin
studyingthe paclet arrival anddeparturdimesinsteadof
thefunctions (which countthebitsarrivedupto time

). This latter approacHeadsto max-plusalgebra(which
hasthe samepropertiesasmin-plus),is oftenmoreappro-
priateto accountfor detailsdueto variable paclet sizes,
but workswell only whentheservicecurvesareof therate-
lateny type. It is usedn Sectionlll with thecorestateless
approachto obtain detailedrelationsbetweenpaclet de-
parturetimesacrossa network. It alsousefulwhennodes
cannotbe assumedo be FIFO per ow, as may be the
casewith DiffServ (Sectionll-C). We now describethis
approachhereandhow it relatego themin-plusapproach.

A nodeis saidto be of the GuaranteedRate(GR) type
[9] (alsocalled Rate-Lateng sener), with rate andla-
teny ,if thedeparturdime ofthe thpaclet,counted
in orderof arrival, satis es

9)

where  (virtual nish time)is givenby therecursion
isthearrival time, thelengthin bits, of paclet ):

(10)



GRis analternatve way of describingthe rate-lateng
servicecure property More precisely a GR nodewith
rate andlateny canbedecomposedsanodeoffering
therate-lateng servicecurve , followed
by a pacletizer[6]. Notethataddinga pacletizerweak-
ensthe servicecurve propertyby one maximum paclet
size,but doesnot increasehe paclet delay Corversely
but only for a FIFO node,the rate-lateng servicecurwe

implies GR with rate andlateny
It follows from this equivalencethat the delay boundsin
Equation(8) hold for a FIFO GR node;it is shawvn in [34]
thatit alsoholdsfor non FIFO nodes. Speci cally, the
pacletdelayfor a o w thatis -smoothis boundedoy

(11)

For GR nodesthat are FIFO per o w, the concatenation
result obtainedwith the servicecurve approachapplies.
Speci cally, the concatenatiorof GR nodes(that are
FIFO per ow) with rates andlatencies is GR with

rate andlateny —_
where is the maximumpaclet sizefor the ow. The
term —— isdueto pacletizers.For GR nhodeghat

arenot FIFO per o w, thisresultis nolongertrue[34].
The recursionin (10) can be solved easily usingthe
propertiesof max-plusalgebra. We obtain that GR is
eguvalent to sayingthat for all  thereis some
suchthat

(12)

whichis thedualof (5) with [5].

C. DiffSery Aggregate Sdhedulingand AdaptiveService
Curves

The IETF DifferentiatedServices(DiffServ) architec-
ture differs from the IntServarchitecturen that o ws are
treatedn anaggr@atemannetinsidea network. DiffServ
is a framevork which supportsmary services;we focus
hereon ExpeditedForwarding (EFY. Roughly speaking,
EF canbethoughtof asa priority service.Packetsmarked
askEF (namely with the*PHB” eld in thelP headesetto
“EF") receve alow delayandpracticallyloss-freeservice.
This is typically usedfor circuit emulationor high quality
videoconferencing

Expedited Forwarding and Intuition Behind. At ev-
ery router all EF paclets are viewed as one single ag-

DiffServmalesa distinctionbetweenserviceand Per-Hop Behav-
ior (PHB).In classical OSl,terminology theformermeangheservice
provided by a network, andthe latteris the serviceprovided by a net-
work element.

gregate. In contrast,at network accesspoints, individ-
ual o ws of EF paclets(called“micro o ws”) areshaped
one-by-oneaccordingto anarrival curve similarto the T-
SPECde nedin Sectionll-B. As with IntSery thearrival
cunesconstraintguton micro- ows areexpectedo sup-
porthardend-to-endyjuality of serviceguaranteedUnlike
IntServthough, micro ows are not scheduledseparately
The intuition is that, aslong asthe intensity of EF traf-
¢ is small,EF queuesemainemptyanddelaysaresmall
delaysremainsmall.

More precisely the original descriptionof EF in [35]
wasimplicitly assumindhatsourcesre,in theworstcase,
periodic(thisis now droppedrom theformalde nition of
EF).Then,if theEFtrafc intensityis small,it is plausible
that the delay variationfor pacletsinside one micro ow
is lessthanthe period of the source. As a result, pack-
etsfrom the samemicro ow would never catchup andthe
servicewould be simpleto analyzeanduse. Chlamtacet
al[36], [37], [38] have shavn thatthis intuition doeshold,
but in an ATM contet, underthe assumptiorthatsources
satisfythe“sourcerateconditions”,which requirethatthe
periodof a source(in time slots)be at leastaslarge asits
routeinterferencenumber Therouteinterferencenumber
is the numberof timeswhenthe path of a given source
meigeswith thatof othersources.However, it is dif cult
to transposehisresultfrom ATM to Internet, rst because
of variablepaclet sizes,andsecondecausehe FIFO as-
sumptionmaybetoo strict.

PSRG,Formal De nition of EF. Thus,thecurrentdef-
inition of EF is not basedon this result. In contrast,it
is basedon an abstrachodemodel,inspiredby GPS[7],
called“Packet ScaleRateGuarantee”from which a delay
boundcanbeobtained.Thisis analogto IntServassuming
thateveryroutercanbemodeleda GR node but with some
differencesto whichwe comebacklaterin this section.A
nodeis saidto offer to a ow of paclets (here: the EF
aggregate)the paclet scalerateguarante¢39] with rate

andlateny if the departureime  of the th paclet,
countedin orderof arrival, satis es(9) where s given
by thefollowing recursion:

(13)

( isthearrivaltime, thelengthin bits,of paclet ).
A non-preemptie priority schedulemith rate satis-
es thede nition, with equalto the maximumsize
of low priority paclets; asexplainedlater PSRGapplies
to morecomple nodespossiblynon-FIFO.PSRGdiffers
from GRde nedin Sectionll-B by the termin (13).
It follows that PSRGis strongerthanGR,i.e., ary PSRG



nodesatis esthe GR propertywith the sameparameters.
We will usethesepropertiesnow to obtainan end-to-end
delaybound.

End-to-end Delay Bound for EF. Charry and Le
Boudechave obtainedin [40] a boundon delayvariation
thatis valid for EF, asfollows. Assumethat micro ow
is constrainedy thearrival curve atthe network
accesslnsidethenetwork, EF micro ows arenot shaped.
At node |, the EF aggr@ateis sened accordingto the
paclet scalerate guaranteewith rate  andlateny
(Figure4)). Call aboundon the numberof hopsused

microflow /'(r‘,s‘)

Fig. 4. Model of EF network

by ary ow (thisis typically 10 or less,andis muchless
thanthenumberof nodes).Call aboundonthequeuing
delayundegoneby a ow at ary single node(assuming
a nite boundexists, which is shavn in [40]), and con-
sidersomearbitrarynode . Thedatathatfeedsnode
hasundegoneavariabledelayin therange :
thus an arrival cune for the EF aggrgateat node is
, where (maximumutiliza-

tion factor)is a bound on and (maximum
pacletdelayvariation)is aboundon — . By ap-
plicationof (11), thedelayseenby ary pacletis bounded
by ; thusif theutilizationfactor

is lessthan——, we have thefollowing boundon delay
atonehop

(14)

The boundcanbe improvedif we have moreinformation
aboutthe peakrateat which the EF aggr@atemay arrive
atthenode[40].

The boundis valid only for small utilization factors;it
explodesat ——, whichdoesnot meanthattheworst
casedelaydoesgrow to in nity [41]. As faraswe know,
this issueis still unresoled ([6] Section6.3). However,
it is shawvn in [39] thatary betterboundmustmake more
assumptionsboutthe network thanis suitablein the EF
framevork. Seealso SectionlV-B for statisticalbounds
thatarevalid underthe samesetting.

thenotation meanghatnode is onthepathof micro ow

PSRG versus Setvice Curve — Delay from Backlog
Why do we needfor EF a de nition suchasPacket Scale
RateGuaranteeinsteadof usingfor examplethe service
curwe or GR characterizatiorof IntServ? Indeed,a GR
de nition might be a valid nodeabstractiorfor EF, since
thedelayboundmentionedabore usedonly the GR prop-
erty. Thereasonfor choosingPSRGinsteadis basedon
the desireto have a delay-from-backloghound,which is
usedin casewith statisticaimultiplexing.

Indeed GR (andservicecurve guaranteeinaygive birth
to the“lazy scheduler'syndromewhich consistdn thatit
is perfectlyvalid for a GR schedulelto sene the rst
pacletsof a ow fasterthannecessaryandthentake ad-
vantageof this advanceto delay subsequenpaclets for
an arbitrarily long amountof time [13]. As a result, it
is not possibleto derive a boundon the delayundegone
by a paclet from the backlogit seesuponarrival, unlike
the caseof anideal GPSschedulef6]. In contrastwith
PSRG,the effect of the termis that, if a pacletis
sened earlier thanits deadline,then the deadlineof all
subsequemacletsis reducedaccordingly Thefollowing
delay-from-backlodoundis shavn in [34]: for a paclet
sened in a PSRGnode, that seesa backlogequalto
uponarrival, the delayis boundediy —

With IntSery it is naturalto assumeahata nodesenes
the pacletsinsidea ow in FIFO order This perow
FIFO assumptiorcannotusually be madewith DiffServ
Indeed,with DiffSery a schedulerseesan entire EF ag-
gregateasone o w. Sincethe EF aggr@ateusuallyenters
a routervia morethanoneinput ports, the delaythough
therouterinternalmayvary a lot acrosgaclets,andasa
result,the nodemay not be globally FIFO. All boundson
delaymentionedaborve aretruefor PSRGnodesgvennon
FIFO[34].

For the specialcaseof FIFO nodesPSRGis equivalent
to theadaptiveservicecurveproperty a variantof the ser
vice curve propertyde ned by Agrawal, Cruz,Okino and
Rajan[42]. Concatenationulesbasecn min-plusconvo-
lution applyherealso,but they do notextendto non-FIFO
nodes.

Min-Max Algebra. We have explainedin Sectionll-B
how servicecurvesandthe IntServframevork arebased
on min-plus and max-plusalgebras. For DiffSery min-
maxalgebrahasto beinvoked alsoto derive propertieof
PSRG aswe explainnow. Theiterative de nition of  in
(13) canbere-writtenasa min-maxequation:

(15)
Now min-maxalgebraenjoys the samepropertiesasmin-



plus algebra;this is usedin [34] to shav that PSRGis

equivalentto sayingthatfor all andall
either

(16)
or thereis some suchthat

(17)

Equationg16) and(17) constitutea characterizatiof
PSRGwithoutthevirtual nish times;they arethekey re-
lationsfrom which all propertiesof PSRGmentionedear
lier in this section[34] arederived.

Low Jitter Alternativesto EF. A numberof research
proposalsaim to obtainbetterboundsthan(14), atthe ex-
penseof moreelaborateschedulersyhile preservingag-
gregatescheduling. A rst proposalusesthe conceptof
damper[43], [44], which hasthe effect of compensating
delayvariationat onenodein the next downstreannode.
With dampersappliedto the EF aggregate,the end-to-end
delayboundbecomesnuchsmallerandis nite for all uti-
lization factorslessthanl [6].

A simplerandmorepowerful alternatve is proposedy
Z.-L. Zhanget al underthe nameof StaticEarliestTime
First (SETF)[45]. Assumethat pacletsarestampedwith
theirtime of arrival atthenetwork accessandthatthey are
senedwithin theEF aggrgateatonenodein orderof time
stamps.More precisely we assumeahatnodesoffer a GR
guarantedo the EF aggre@ate,asde ned by (10) or (12),
but thatpacletsarenumberedn orderof theirarrival atthe
network accesgnot at this node). Thenthe analysisthat
ledto the end-to-endielaybound(14) canbe modi ed as

follows. Call aboundonthe end-to-enddelayafter
hops, . Considerataggedpaclet, with label ,
andcall itsdelayin hops.Considerthenode that

is the th hopfor this paclet. Apply (12): thereis some
label suchthat

(18)

where and arethearrival anddeparturdgimesatnode
of the paclet labeled , and its lengthin bits. Now

paclets to musthave arrived at the network access
before andafter . Thus
where is anarrival curve atnetwork accesgor thetrafc

. We have
for our taggedpaclet is

thatwill o w throughnode
. By (11), the delay
boundedoy

thus

The above inequalitycanbe solved iteratively for  asa
function of ; thentake andassumehe
taggedpaclet is one that achieves the worst case -hop
delay thus which givesan inequalityfor

; last, take andobtainthe end-to-enddelay
bound

(19)

The boundis nite for all valuesof the utilization factor
, unlike the end-to-endboundin (14). Note thatfor
smallvaluesof , thetwo boundsareequialent.

We have assumecherein nite precisionaboutthe ar
rival time stampedn every paclet. In practice thetimes-
tampis written with some nite precision;in that case,
Zhang[45] nds aboundwhichliesbetween(14)and(19)
(atthelimit, with null precisiontheboundis exactly (14)).

D. Playba& Delayfor Pre-RecodedVideo

Consideraclientreadinga pre-recordedideo le from
a sener acrossa network. Assumethe network guaran-
teesa boundon variabledelay but requiresthe ow to
be -smooth(theseassumptionsorrespondo sendinghe
videoover EF;asimilarexampleis studiedn [46] butwith
IntServinsteadof DiffServ). Ontheclientside,the o w is
processedvith high priority beforebeingsentto the dis-
play; this is modeledby assuminghatthe o w receves
a rate-lateng servicecurwe, with a rate equalto the pro-
cessingrate, and a latengy accountingfor the maximum
interruption[47]. It follows thatthe combinationof net-
work delay and processodelay at the client side canbe
modeledwith aservicecurwe,say . Beforebeingsent
into thenetwork, the o w is processetly asmoothein or-
derto be madeconformanto the arrival curve constraint

; the smoothelis similar to the shaperdescribedn Sec-
tion 1I-A, exceptthatsincethe le is pre-recordedit may
sendbits in advanceof their naturalreadingtime (in other
words,it doesnot have to be causal).

Onceprocessedt destinationthe o w is playedback
into a decodingbuffer which hasto re-createhe original
timing of the ow. We assumethat this is doneby de-
laying the rst paclet of datafor someamount called
the playbackdelay If the arrival curve constraintis very
large, thenthereis no needfor smoothingandthe decod-
ing buffer needonly compensatdor the delayjitter due
to network andclient processorhere,it is necessanand
sufcient for  to beanupperboundon delayjitter. Oth-
erwise,in thegenerakase smoothings necessargndthe
decodingbuffer needsto compensatdor both delay jit-
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ter andthetiming differencedueto smoothing(Figure5).

Call the numberof bits of the original o w, whenit

is readin realtime (therateof whichis notassumedo be
constant). A lazy smoothemwill simply delay , like
a shapemwould do; a more aggressie smoothemay an-
ticipateburstsin andthusobtaina smallerplayback
delay(e.g.,usingprefetchsmoothing48]).

We areinterestedn nding the minimum playbackde-
lay thatcan be achiered, given and , amongall
smoothingstratgies. Rexford and Towsley [49] nd the
solution when the network serviceis constantbit rate,
which correspondso for some . Le
Boudecand Verscheurend the solutionin the general
case,by modelingthe problemwith a setof inequalities
andapply the samemethodmentionedwith Equation(2)
in Section(ll-A). They nd in [46] thattheminimumplay-
backdelayis givenby the horizontaldeviation:

(20)

Figure® illustratesthe formula. [46] also nd anopti-
malsmootheputput(onethatachiezestheminimumplay-
backdelay ) and obtainan explicit representations-
ing min-plusoperationsA numberof applicationgollow
from thisrepresentatiorfirst, the optimalsmootheis not
ashaperjndeedashapesmoothsut burstsin once
they occur whereasn mostcasesthe optimal smoother
hasto pre-fetchthe bursts.Secondthestratgy thatwould
consistin equalizingdelayjitter beforepresentinglatato
the decoderbuffer is not optimalbecaus®f a “pay bursts
only once”syndrome Third, the optimalsmootheioutput
is anti-causaljn otherwords, the optimal time at which
frame shouldbesentdepend®nly onthesizesof frames

. Thusthe productionof small playbackdelays
is basedon the ability to look-aheadn the storedvideo
le. Thisis usedin [50] to constructthe encoding
which minimizesdistortion,given anda tamget play-
backdelay . Extensionof optimalvideosmoothingto a
multicastervironment(with application-lgel QoSmech-
anismsseeSectionVIl) canbefoundin [51].
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Fig. 6. Computatiorof minimumplaybackdelayfor anMPEG
sequenceThetopleft boxshavs | thenumberof bytes
for the th frame. is the corresponding
cumulative function. The minimum playbackdelay shovn
by the arraw, is the horizontaldeviation between and

[11. ARCHITECTURES FOR SCALABLE QOS SUPPORT

Scalabilityis a key issuein the designof InternetQoS
provisioning architecturesjn both data plane and con-
trol plane In network dataplaneappropriatecontrolstate
informationis neededfor perpadet processingsuchas
schedulingandqueuemanagemerdt corerouterssoasto
supportdifferentiatedpaclet treatmentand provide QoS
guaranteesGranularityof suchcontrol stateinformation
andhow it is obtainedandmaintaineddeterminehe com-
plexity of QoSstatemanagemerih dataplane andthusits
scalability Likewise,appropriateontrolstateinformation
is alsoneededn network control planefor resourcaeser
vationand QoS provisioning. Compleity andscalability
of controlplaneoperationglepenctritically onthe granu-
larity andtime scaleof suchcontrolstateinformation.

In addressinghe scalabilityissuesn dataplane,class-
basedaggregate schedulingis an importantapproachas
is adoptedn DiffServ However, aswe have seenearlier
this increasedscalabilityis achieved at the expenseof re-
ducedperformanceatleastin termsof worst-casend-to-
enddelayperformanceAnotherattractve approactis the
dynamicpadet stateapproach52], wherecontrol state
informationnecessaryor paclet schedulings carriedin
paclet headers;core routers perform simple perpaclet
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stateupdate. As a result,usingthe dynamicpaclet state
approachper o w end-to-endQoS guaranteesimilar to
thoseprovided by IntServcanbe supportedwithout per
0 w managemerdt corerouters.In sectionlll-A we will
provide anoverview of thevirtual timerefeencesystem-
a unifying schedulingramework to provide scalablesup-
port for guaranteederviceshasedon the dynamicpaclet
stateapproach53].

To reducethe complity andthusenhancehe scala-
bility of control plane operations,a numberof newv ap-
proachedave beendeveloped.They canberoughlycate-
gorizedinto threegeneralapproachedightweightsignal-
ing, end-point/edg admissioncontrol and “centralized”
bandwidthbroker. In sectionlll-B wewill brie y describe
somerepresentate examplesof thesethreedifferentap-
proaches.

A. DynamicPacket Stateand Virtual Time RefeenceSys-
tem

The notion of dynamicpaclet statewas rst proposed
by StoicaandZhang[54], [55], [52], wherecontrol state
informationis carriedin datapacletsandupdatedat core
routersfor schedulingourposesin [55] StoicaandZhang
demonstratethata core statelesyersionof Jitter Virtual
Clock (JitterVC) canbeimplementedusingthe dynamic
paclet statetechniqueto attainthe sameend-to-endde-
lay boundwithout per o w management.Their scheme
was generalizedby Zhanget al in [53], whereusingthe
dynamic paclet stateapproach,a geneal core stateless
framework — the virtual time referencesystem(VTRS) —
wasdevelopedto provide scalablesupportfor guaranteed
services. The key constructin the virtual time reference
systemis the notion of padet virtual time stampswhich
arereferencedand updatedas paclets traverseeachcore
router Aswewill seeshortly thevirtual time stampsasso-
ciatedwith pacletsof a o w formthethreadthat“weaves”

togetherthe perhop behaiors of core routersalongthe
pathof the o w to provide QoSguaranteefor the ow. A
key propertyof paclet virtual time stampsds thatthey can
be computedisingsolelythe paclet statecarriedby pack-
ets(plusacoupleof x edparameterassociateavith core
routers).In this sensethevirtual time referencesystemis
core statelessasno per o w stateis neededatcorerouters
for computingpaclet virtual time stamps.
Conceptuallythevirtual time referencesystenconsists
of threelogical componentspadket statecarriedby pack-
ets,edgetraf c conditioningatthe network edge(seeFig-
ure 7), andperhop virtual time refeence/updateneda-
nismat corerouters(seeFigure 8). Thesethreecompo-
nentsarebrie y describedelow.
Edge Traf c Conditioning. Edgetrafc conditioning
playsa key role in the VTRS, asit ensureghat paclets
of a o w* will never beinjectedinto the network coreat
a rate exceedingits resered rate (seeFigure 7(b)). For-
mally, fora ow with areseredrate ,theinterarrival
time of two consecutie pacletsof the o w atthe rst hop

corerouteris suchthat —, where
denoteghe arrival time of the th paclet of ow
at the network core, the sizeof paclet , and

thereseredrateof ow . Thisis equivalentto passing
the o w througha shapemith , followed by a
pacletizer

Packet State. After goingthroughthe edgeconditioner
at the network edge, paclets enteringthe network core
carry in their paclet headersgertainpaclet stateinfor-
mationthatis initialized andinsertedat the network edge.
The paclet statecarriedby the th paclet ofaow
containghreetypesof information: 1) QoSreseration (a
rate-delayparametepair ) of the ow; 2) the vir-

Herea ow canbe eitheranindividual user o w, or an aggregate
trafc o w of multiple user o ws,de nedin ary appropriatédashion.



tual time stamp of the paclet thatis associatedvith
the router currently beingtraversed;and 3) the virtual
time adjustmenterm of the paclet. At the network
edge,the rate-delayparametepair , which is de-
terminedby a bandwidthbroker (seeSectionlll-B) based
on ow 'sQoSrequirementis insertednto every paclet
of the ow. Forthe th pacletof ow , its virtual time
stamp is initialized to , the actualtime it leaves
the edgeconditionerandentersthe rst corerouteralong
the o w's path. The virtual time adjustmenterm for
paclet is setto , Where isthenumberof rate-
basedschedulergshall be de ned shortly) emplged by
theroutersalongthe o w's path,and is the cumula-
tive delayexperiencedy paclet in anidealdedicated
per ow systemwherepacletsof ow areservicedoy
tandemsenerswith constantate

The iteratve computationof
which the methodis based. Call the departuretime
of paclet of ow fromthe thideal sener; similarto
(10) in Sectionll-B, we have (propagatiordelaysarere-
moved):

is a key resulton

This max-plusrelationis usedin [53] to shav that

from which —— canbe computed
atthenetwork edgeusingthefollowing recursie formula:
andfor

Virtual Time Reference/UpdateMechanism and Per-
Hop Router Behavior Characterization. In the concep-
tual frameawork of the virtual time referencesystem each
corerouteris equippedwith a perhop virtual time refer
ence/updatenechanisnto maintainthe continualprogres-
sionof thevirtual timeembodiedy thepacletvirtual time
stamps.This virtual time stamp representshearrival
timeofthe thpaclet of ow atthe thcorerouterin
thevirtual time andthusit is alsoreferredto asthevirtual
arrival time of the paclet at the corerouter The virtual
timestamps, ,associatewvith pacletsof ow satisfy
thefollowing two importantproperties:1) virtual spacing
property: , and?2) thereality chek

property: ,where  denotesheactualarrival
timeof paclet  atrouter . Thesewo propertiesareim-
portantin ensuringthatthe end-to-enddelayexperienced
by pacletsof a 0 w acrosghe network coreis bounded.
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In orderto ensurehatthesetwo propertiesaresatis ed,
thevirtual time stampsnustbeappropriatelyeferencear
updatedaspacletsenteror leave a corerouter Therefer
encing/updatingule depend®n the schedulingalgorithm
(or schedulej employedby acorerouterandits character
istics. We distinguishtwo typesof schedulersrate-based
anddelay-baseddependingon how the virtual delaypa-
rameterandvirtual nish time are computedfor paclets
traversingit. For example,if the scheduler atthe th
routeris rate-basedpaclet is associateavith the vir-
tual delayparameter andits virtual

nish timeis de ned as . Whereasif

is delay-based, is associatedvith thevirtual delay

parameter andits virtual nish timeis againde-
ned as

The perhop behaviorof a core router (or rather its
scheduler)s characterizedby anerror term whichis de-
ned with respecto thevirtual nish time andactual n-
ish time of pacletsat the router Let denotethe ac-
tualtime paclet departghescheduler . We saythat

canguaranteeow itsreseredrate (if s rate-
basedrits delayparameter (if is delay-basedyith
anerrorterm , if forary , . In other
words, eachpaclet of ow is guaranteedo depart
by thetime . Thisamounts
to sayingthat is a GR node(Sectionll-B) with rate

andlateny if israte-basedr with in nite rateand
lateny if if isdelay-based.
Giventheerrorterm  of thescheduler , thevirtual

time stampof paclet afterit hastraversed is up-



datedusingthefollowing reference/updateule:
(21)

where denoteshepropagatiordelayfromthe throuter
to the next-hoprouteralongthe o w's path. In [53] it is
shavn thatusingthe reference/updateile in (21) the vir-
tual spacingand reality check propertiesof virtual time
stampsaresatis ed atevery router
End-to-endDelayBoundsand QoSAbstraction of Data
Plane. An importantconsequencef the virtual time ref-
erencesystemoutlinedabore is thatthe end-to-enddelay
boundonthedelayexperiencedy pacletsof a o w across
the network core canbe expressedn termsof the rate-
delayparametepair of a o w andthe errortermsof the
routersalongthe ow's path. Supposethereare total
hopsalongthe pathof ow , of which routersemplo
rate-basedchedulersand
Thenfor eachpaclet of ow ,wehave

where is the maximumpaclet sizeof ow . This
canbe obtainedby applying(11), where , isthe
sumof all latenciesand is thearrival
cune thatappliesto thetrafc enteringthe core(it is the
outputof a shaperwith shapingcurve followed by a
pacletizer seeSectionll-A).
Suppost¢hetrafc prole of ow isspeci edusingthe
standarddual-tolen bucket regulator
where is the maximumburstsizeof ow
isthesustainedateof ow isthepeakrateof ow
. Thenthemaximumdelaypacletsof ow experienced
at the edgeshaperis also given by (11), where
, and (edge
trafc conditioningis a GR senerwith lateng). This
gives

where is the maximum
durationthat ow caninjecttrafc atits peakrateinto
thenetwork (herethe edgetrafc conditioner).Hencethe
end-to-endlelayboundfor ow is givenby

Obsere thattheend-to-endlelayformula ts in thelETF
Guarantee®erviceframevork. In this sensethe virtual

delay-basedchedulers.
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time referencesystemprovides a conceptualcore state-
lessframeavork basedon which guaranteedervicescan
be implementedn a scalablemannerusingthe DiffServ
paradigm. Underthis framevork, perhop behaior (i.e.,
its ability to supportdelayguaranteesdf a corerouteris
characterizedisingthe notion of errorterm. This simple
abstractiorenableaus to derive end-to-enddelaybounds
for ows traversing an arbitrary concatenatiorof core
routersandtheir schedulingnechanisms.

Core StatelessPacket Scheduling Thevirtual time ref-
erencesystemdoesnot mandateary speci ¢ scheduling
mechanismdo be implementedn a network domainas
long astheir abilities to provide delay guaranteesanbe
characterizedsingthenotionof errorterm. In fact,in [53]
it is shavn that almostall knowvn schedulingalgorithms
canthusbe characterizedhe they core statelesor state-
ful. In addition,the virtual time referencesystemleadsto
the designof a setof new corestatelesschedulingalgo-
rithms(bothrate-basednddelay-based)Two representa-
tive examplesof suchcorestatelesschedulingalgorithms
are:therate-basedore stateleswirtual clodk ( VC) and
delay-basedirtual time earliestdeadline r st (VT-EDF)
schedulingalgorithms.

The core statelessvirtual clock ( VC) is a work-
conservingcounterparof the CJVC schedulingalgorithm
developedin [55]. It servicegacletsin the orderof their
virtual nish times,whereasde nedbefore thevirtual n-
ishtime of paclet is givenby

. It is shavn in [53] thataslong asthe total resered
rate of ows traversinga  VC schedulerdoesnot ex-

ceedits capacity(i.e., ), thenthe  VC sched-
uler canguaranteeach o w its reseredrate  with the
minimumerrorterm , Where is the

largestpaclet sizeamongall o ws traversingthe VC
scheduler

Unlike the corventionalrate-controlledeEDF, VT-EDF
supportsdelay guaranteesvithout per o w rate control,
andthusis corestatelesslt servicepacletsin theorderof
theirvirtual nish times,whereasde ned before,the vir-
tual nish time of paclet is givenby
It is shawn in [53] thatthe VT-EDF scheduletcanguaF
anteeeach o w its delayparameter with the minimum
errorterm , if thefollowing schedulability
conditionis satis ed:

wherewe assuméhatthereare
EDF schedulemvith
indicatorfunction if ,

0 wstraversingtheVT-
. The
otherwise.



Lastly, we have seenin Sectionll-C thatthe dynamic
paclet statetechniqueandaggr@ationwerecombinedoy
Zhangetal [56] to designa new aggr@atepacket schedul-
ing algorithmcalledSETFE Controlinformationis encoded
(using a nite numberof bits) in the paclet headerfor
schedulingpurpose:paclets are stampedwith their entry
time atthenetwork edge andthey arescheduledn theor-
derof their (network entry)time stampsatarouter In [56]
anotherclassof aggr@ate paclet schedulingcalled dy-
namicearliesttime r st (DETF)is alsode ned. It differs
from SETFin thatpaclettime stampanaybemodi ed at
certainroutersaspacletstraversethem. Using SETFand
DETFaswell asthesimpleFIFO,theauthorsddemonstrate
the fundamentatrade-ofs betweengranularityof control
informationandachiezablenetwork performancén terms
of providing deterministicdQoSguarantees.

B. ScalableContol PlaneOpeiations

Controlplaneis anintegral partof ary QoSprovision-
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control stateghey needto manage In [61], a lightweight
signalingprotocol,YESSIR,is proposedo addresseveral
scalabilityissuesassociateavith RSVP It usesa sender
basednodelandpiggybackgQoSreserationmessagesn
top of RTCP [63] to reducethe processingoverheadof
RSVPR It alsoextendstheall-or-nothingreseration model
of RSVPto supportpartial reserationsthatimprove over
thedurationof the session.

Scalable Resource Reseration (SRP) is another
lightweightsignalingprotocoldevelopedby Almesbeger
etal [62]. SRPusesin-bandmessageé' ags”) carriedin
datapacletsto signalresourcaeseration intentionfrom
sourceslt hasthe avor of endpointadmissiorcontrolap-
proachwe will discussbelow, but requiresrouters'active
participationin admissioncontrol process.It operatesas
follows: A sourcewishingto male aresenation startsby
sendingdatapaclets marked with a requestag to desti-
nation. Thesepacletsareforwardednormally by routers,
which alsomalke o w admissiondecisionson perpaclet

ing architecture,as supportfor performanceguarantees basis.Basedon feedbackrom destinationthe sourcees-

requirescontrol and managemenbf network resources.
Complity and scalability of control plane operations
such as resourcemanagemenand signaling are closely
tied to the dataplanearchitectureas well asthe desired
QoSprovisioning objectives. For example,in the IntServ
architecture,per o w schedulingarchitectureis usedto
support ne-grain bandwidthanddelayguarantee$or in-
dividual user o ws. Consequentlya signalingprotocol,
RSVP[57], is designedo corvey per o w resourcaeser
vation informationto corerouters,which in turn needto
perform per o w resourcereseration managementhus
limiting the scalabilityof the IntServarchitecture.In the
DiffServ architecture as aggr@ate schedulingis usedat
coreroutersto supportclassof servicesa variety of more
scalableandperhapsesscomple, approache® resource
managemendndprovisioningarepossible.Similarly, the
dynamic paclet state architecturealso allows for more
scalableand e xible QoS control planeto be developed.
In the following we brie y discussa numberof represen-
tative approache® scalabléQoScontrolplaneoperations.
Lightweight Signaling The lightweight signaling ap-
proachin generalstill requiresa signalingprotocol that
corveys resourcereseration to core routers. However
thanksto control stateaggreation, only lightweight pro-
cessings necessargat corerouters. Examplesof this ap-
proachinclude[58], [59], [60], [61], [62], [55]. In [58],
[59], [60], QoSstateaggreationis proposedo addresshe
scalabilityof RSVPR By aggreatingalarge numberof in-
dividual RSVPrequestse.g.,on backbondinks, it signif-
icantly reduceghe numberof requesmessagebackbone
coreroutersneedto processaswell asthe granularityof

timateshow muchof its reseration hasbeenacceptedn
the network, andmaythensenddatapacletsmarkedwith
areservedag atthe acceptedate. The acceptedateis
computedindependentiyby sourcesand routers,usinga
“learn by example” procedure.Using the conceptof de-
terministiceffective bandwidthfrom network calculus,an
adaptve estimationalgorithmis developedfor routers.

Under the core statelesframeavork proposedn [55],
the scalability issue of QoS control planeis addressed
by maintainingonly aggregate reservationstate at each
router A novel bandwidthestimatioralgorithm,whichre-
lies on the dynamicresenration information periodically
carriedin paclets, is designedor estimatingthe amount
of bandwidthrequestedby individualuser o ws. Thisesti-
mateprovidesanupperboundontheaggrgatebandwidth
thatis resered,andis usedto make admissiorcontrolde-
cisionsat corerouters.
Endpoint/Edge Admission Control. Theend-point/edge
admissioncontrol approacheliminatesthe signalingpro-
tocols and thus QoS reseration messages.Insteadend
hostsor edge routers perform admissioncontrol based
on (noisy) measuredesourceavailability informationvia
probepaclets. Hencecoreroutersdo not needto perform
ary QoS control operationshesidesimplequeueingop-
erations. Examplesof this approachare[64], [65], [66],
[67], [68], [69], [70]. Most of schemesre designedor
DiffSery andaim to provide somereasonabl®oSassur
ances(not deterministicguaranteesve discussedso far)
for adaptiveapplicationssuchasInternetaudioandvideo
streaming.

In the endpointadmissioncontrol schemedesignedoy



Elek etal [64], anendhostsendgrobepacletsattherate
it wishesto resere. The probepaclets are queuedat a
separatéower priority queueatrouters.Basecdonthedrop
rateof probepaclets,theendhostestimatesvhethersuf-
cientresourcas availablein the network to accommodate
its reserationandmakesadmissiordecisionaccordingly
The schemeproposedn [65] is very similar. It alsouses
paclet dropsandprobepacletin alower priority queueto
make admissiorcontroldecisionsatendhosts.In [66] the
admissioncontrol decisionis madeat egressedgerouters
insteadof endhosts. The adwvantageof sucha schemds
thatedgerouterscanpassiely monitorthenetwork loadat
anaggregatelevel, andthusit may provide moreaccurate
load estimates.A more systematicstudy of endpointad-
missioncontrolis carriedoutvia simulationin [67]. In this
simulationstudy architecturaissuessuchas deplo/abil-
ity aremajor motivationsin the choiceof designoptions.
Hencetheauthorsconsiderendpointadmissiorcontrolal-
gorithmsthatcanbeimplementedn theDiffServarchitec-
ture,andstudyseveraldesignissuessuchasthrashingand
robustnessn endpointadmissiorcontrolalgorithms.The
generalconclusionis that, when comparedo traditional
routerbasedadmissioncontrol, endpointadmissioncon-
trol algorithmssuffer only modestperformancedegrada-
tion. Hencethe endpointadmissiorcontrolapproachmay
be aviableoptionin supportof “soft” QoSguaranteefor
real-timeadaptve applications.

The distributed admissioncontrol framework proposed
in [68], [69], [70] is developedfor the best-efbrt Internet
using“pricing” mechanismsin this framework, all pack-
ets(dataor probe,elasticor real-time)are indistinguish-
able andthustreatedequally Upon congestionpaclets
aremarked(e.g.,usingtheECNDbit). Usersmust‘pay” for
markedpaclets.Basednthewillingnessof userdo paya
certainprice,admissiorcontroldecisionccanbe madeac-
cordingly eitherby endhostsor edgerouters.In [69] net-
work modelsaredevelopedfor studyingthe performance
of the proposedistributed admissioncontrol framework.
Fixed pointapproximationg@reappliedto thesemodelsto
derive acceptancenarkingprobabilitiesat routers. A vir-
tual queuemechanisnis designedor detectingapproach-
ing traf ¢ overload:aroutermarkspacletsor notdepend-
ing onthestateof a ctitious queueof lowercapacitythan
the real queue. Using mary sourceasymptoticshe au-
thorsshaw thatthe critical time scaleof the virtual queue
is sameastherealqueuehencetheproposegaclet mark-
ing schemas robust.

“Centralized” Bandwidth Broker. The notion of band-
widthbroker (BB) is rst proposedn [71] in thecontext of
the DiffServarchitecturdor the supportof PremiumSer
vice In this approachadmissioncontrol, resourceprovi-
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sioningandotherpolicy decisionsaareperformedoy acen-
tralizedbandwidthbrokerin eachnetwork domain.In [72]
atwo-tier bandwidthbroker systemis designecindimple-
mentedto supportcoarse-grairQoS provisioning for the
DiffServarchitecture.

In the context of the dynamicpaclet statearchitecture,
Zhanget al [73] developeda (conceptually centralized
bandwidthbroker architecturdor scalablesupportof guar
anteedservices. This bandwidthbroker architectureis
built uponthe virtual time referencesystem[53] we in-
troducedin Sectionlll-A. Taking adwantageof the QoS
abstractiorof the dataplaneenabledby the virtual time
referencesystemtheproposedandwidthbroker architec-
turedecoupleshe QoScontmwol planefromthe dataplane
More speci cally, underthis BB architecturecorerouters
do not maintainary QoSresenration stateswhetherper
o w or aggr@ate. Instead the QoSreseration statesare
storedat and managedsolely by the bandwidthbroker(s)
in anetwork domain.Despitethis fact,the proposedand-
width broker architecturas still capableof providing end-
to-end guaranteedservices,whether ne-grain per ow
delayguaranteesor coarse-gain class-basedelayguar
antees

Becausef this decouplingof dataplaneandQoScon-
trol plane thebandwidthbroker architecturen [73] is ap-
pealingin severalaspectsFirstof all, by maintainingQoS
reseration statesonly in a bandwidthbroker (or band-
width brokers), core routersare relieved of QoS control
functionssuchasadmissioncontrol, makingthempoten-
tially more efcient. Second,and perhapsmore impor
tantly, a QoScontrolplanethatis decoupledrom the data
planeallows a network serviceprovider to introducenewn
(guaranteedyerviceswithout necessarilyrequiring soft-
ware/hardwre upgradest corerouters. Third, with QoS
reseration statesmaintainedby a bandwidthbroker, it
can perform sophisticatedQoS provisioning and admis-
sion control algorithmsto optimizenetwork utilization in
a network-widefashion. For example,in [73] the authors
demonstratdiow admissioncontrol can be performedat
an entire pathlevel, insteadof on a “hop-by-hop” basis.
Suchan approachcan signi cantly reducethe comple-
ity of the admissioncontrol algorithms. Suchnetwork-
wide optimizationis dif cult, if notimpossibleunderthe
routerbasechop-by-hopsignalingapproachnoris it pos-
sibleundertheendpoint/edgadmissiorcontrolapproach.
Furthermore,under the proposedbandwidthbroker ap-
proach thereliability, robustnessandscalabilityissuesof
QoScontrolplane(i.e.,thebandwidthbroker architecture)
canbe addressedepantely from, and without incurring
additional compleity to, the data plane In otherwords,
the bandwidthbroker architecturds only centralizedcon-



ceptually with respecto thedataplane.Distributedor hi-
erarchicabandwidthbroker systemsanbe designedun-
dertheframewvork proposedn [73] (see,for example,the
work in [74]).

To concludehissectionweremarkthatthereareamul-
tidimensionalspectrumof numerougpossibleapproaches
toward providing QoS guarantees|ntServ and DiffServ
are but two point solutionsin this spectrum. Theseap-
proachesvary accordingto the time scaleand granular
ity (e.g., perpaclet, per ow, or per o w-aggregate) of
the control adopted,and the amountof state/compbety
requiredin the end systemsand edgeand core routers—
considerationsghat all impactthe scalability of theseap-
proachesTime scaleandgranularityof QoScontrolsde-
termine at what levels usertrafc can be differentiated
and how frequentlythe network canapply control oper
ationson usertrafc. Therefore they directly affect the
fundamentatrade-ofs in QoSprovisioning: thetrade-ofs
amonglevels of servicesand performancehat canbe of-
fered by a QoS solution, the network resourceusageit
canachiere, andits associateimplementatiorcompleity
andoperational/managemecosts. Much researchs still
neededo analyzeand quantify thesefundamentatrade-
offs in QoSprovisioning.

IV. STATISTICAL GUARANTEES

Quality of serviceguaranteesnay be givenwith some
probability ratherthanon a deterministidbasisasin Sec-
tion II-C. Doing sorelieson the possibility to (1) model
usertrafc and (2) estimateprobabilities of satisfying
somequality of service.

A. ModelBasedAppmoadies

A large body of work existson computinglossandde-
lay probabilities,assuminghat user o ws satisfysomea
priori trafc model,for example:Markov modulateduid
[75], [76], fractionalbrowniantrafc [77]; seealsothecol-
lective bookeditedby J. RobertsJ. MocciandJ. Virtamo
[78].

Better than Poisson/MTU and Negligible Jitter. A
dif culty with the approachmentionedaborve is to give a
corvincing modelof trafc insidethe network. A radical
solutionis proposedy Bonaldetal in [79]; it appliesto
constantrate sourcesshapedat network accessthatare
assumedo be independentjn a stochasticsense. The
independencassumptions at network accessnotinside
the network. Insidethe network, all suchtrafc is sened
in non-preemptie priority schedulers.This representa
simpli ed model of EF (seeSectionll-C). The starting
pointfor theanalysids thatthatperiodicsourcesare“bet-
terthanPoisson/MTU” whichmeanghatthequeudength
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at a scheduleiis majorized,in somesensepy that of the
sameschedulefed with a Poissono w of pacletsof con-
stantsizeequalto the maximumtransferunit (MTU). The
authorsproposefour differentpossibleapproacheso the
majorization .eachof themhaving slightly differentmath-
ematicalimplications.

The betterthan Poisson/MTUassumptioris proved to
be formally true for freshtrafc. The key obsenrationis
thenthatsourcesontinueto be betterthanPoisson/MTU
insidethe network; thisis alsocalledthe“negligible jitter”
property This propertyis posedasa conjecturewhile it
is supportedoy simulationsandanalysisof specialcases,
an exact analysisseemsto posea formidablechallenge.
Acceptingthe conjecture every nodeinside the network
canbeanalyzedasasimple queuetheonlyinput
parametebeingthetrafc intensityat this node. Bonald
etal furtherassumehat,for thedistribution of end-to-end
delay independencat every hopis a worstcaseassump-
tion; this allows themto computethe distribution of the
end-to-enddelayasthe cornvolution of the delaysat every
hop.

B. ApproadesBasedOnly on Independencat Network
Access

An alternatve approachmalkesnoassumptioraboutthe
distribution of sourcesptherthanindependencef differ-
entsourcesatnetwork accessstationarityandthefactthat
fresh sourcesare shapedat network access. With these
weakassumptionst is possibleto nd goodprobabilistic
bounds. A rst family of resultsis basedon a heuristic
whichassumethattheworstcasetraf c is madeof on-of
sourceg80], [81], [82], [83]. In contrastjn therestof this
sectionwe describeresultsthatareexactbounds.

Hoeffding Bounds. A formally proved boundfor a
nodemodeledasaconstantateseneris foundby Kesidis
etal in [84]. Anotherboundfor the samemodelis found
laterby C.S.Changetal [85] who shaw thattheir boundis
betterthanthe former, andasymptoticallytight. Thesere-
sultsareextendedby Vojnovi¢ etal [86] to the casewhere
the nodecanbe modeledwith a servicecurwe, insteadof
beinga constantrate sener, which betterre ects the EF
assumptionsMore interestingly Vojnovi¢ et al shav that
all theseboundsare applicationof more genericbounds
foundby Hoeffding in 1963[87], which applyto the sum
of a collectionof independen{not necessarilydentically
distributed),boundedandomvariablesassuminghatthe
expectatiorof thesumis known.

The genericmethodfor all of the abore boundsis (1)
to majorize the queuelength by a sum of independent
processeq?2) use network calculusto give determinis-
tic boundson theseindependenprocessesnd (3) apply



Hoefdingbounds.We now re-write the two boundsmen-
tionedabore boundusingthis genericmethod.

The Bound by Kesidisetal. Consideranodeoffering
aservicecurveguarantee  toanEFaggregate, madeof
ows thatareindependentstationaryandindividu-
ally shaped. Call an arrival curve for ow (thus

. For simplicity, we explainthe
methodon the homogeneousase - . By de nition
of aservicecurve, thequeudengthattime satis es

(22)

Here,step(1) is basecn , With

Step(2) is the deterministidbacklogbound(6)
—,where isthebuffer sizerequiredfor lossfreeop-
eration,givenby Equation(6).

Step(3) consistsin applyinga Hoeffding bound, here
Theoremlin [87], formula(2.1). It is valid for asequence
of independentoundedandonwvariableshere
—, assuminghatwe know - . Wedo
notknov , but theHoefiding boundis increasingwith ,
thusit is sufcient to haveanupperboundon . Weobtain
onesuchboundby Little's formula

where isaboundontheintensityof arrivalsof ow and

is a boundon the delaythat would be experiencedy
ary bit if the systemwould be FIFO. Call theworst
casedelayin theloss-freesystem Thedeterministiadelay
bound(6) gives - - .
Finally - , Where is thetotaltrafc intensity

(by stationarity — [5]). This givesthebound

whichis valid for . For , this
is theboundin [84].

The Bound by Changetal. Herewe assumen addi-

tionthat is superadditive whichmeanghat
[47]. Thisis notrestrictive, asit is truefor any
convex , in particularfor rate-lateng functionsassumed

for DiffServ Now assumdhat satis es f

weinterpret asastrictservicecurve (Sectionll-B), then
is an upperboundon the durationof ary busy period.

However, this interpretatioris too restrictve, asexplained
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in Sectionll-B; the generalstatementhatcanbe madeis
that(22) canbe specializedo

whichis the startingpointfor step(1). Now let _

be a partition of the intenal It
follows from the previous equationand the monotonicity
of and that

thus

(23)

Fix andde ne . Step(1) is
concludedy observinghat

whichis a sumof independenprocesses.
Step(2) simply consistsn the arrival curve bound

. For step(3), we applythe sameHoefd-

ing boundasin the previous case which follows from the

bound . Combin-

ing with (23) gives

with

which, for and is the boundin [85].
Takingtheminimumoverasetof partitions_ givesabetter
bound[86]. See[88] for the generalcasewhere 'sare
notidentical.

Application to DiffServ(EF). Theboundscanbeused
for statisticalguaranteesFirst, an EF nodecanbe mod-
eledasa rate-lateng servicecurve. Second;t is neces-
saryto accountfor trafc inside the network. Changet
al [85] proposethe following method,which againuses
a deterministicboundsto obtaina stochastiaesult. The
increments of the EF aggr@atethatfeeds
node aremajorizedby



where istheaggr@ateof all freshEFtrafc whose
pathusesnode andhasarrivedatthenetwork boundary
ator beforetime , and is adeterministidooundon the
delayjitter across hops( is the maximumhop
countfor ary ow). canbeobtainedoy formula(14) if
buffers arelarge. If EF buffers aresmall—a morelikely
assumptior-thenthedelay-from-backlodpoundof PSRG
providesthebetterbound

,Where isthebuffersize, theservicerate,and

thelateny of thenode . Themicro owsthatconsti-
tutethe aggr@ateprocesses arenotindependenat
node , but
from its constituentmicro ows at network accesswhich
areassumedo beindependentThis majorizationalsoac-
countsfor possiblepaclet losseshetweemetwork access
andnode . Thenthe boundsseenabove canbe applied.
Vojnovic et al ([88], Theorem?2) shaw how this can be
usedto computecongestiorprobabilities,given that only
aggr@ateinformationis available,asis usualwith Diff-
Serv

Lossratiosmaydiffer from congestiorprobabilities pe-
causepacletlosseglonotnecessarilaffectall micro ows
in thesameway. In [88], thelossratio is estimatedrom
the congestiorprobabilities;this is basedon a determin-
istic boundon lossfound by Chuanget al [89], combined
with a stochasti@nalysisby Likhanov etal [90]. In prac-
ticethough dimensioninganetwork onasmallcongestion
probabilityis normallysufcient [91].

Delay distritutions can be obtainedfrom the delay-
from-backlogpropertyof PSRG(Sectionll-C), if buffers
are small. Indeed,in that case,the delay at every hop
is boundeddeterministicallyasmentionedabore. Elsea
well known methodconsistsn rst computing

, the distribution of backlogseenby an arriving paclet.
This differsfrom theboundgyivenabove in thattheproba-
bility is conditionalon arrival (thisis calleda Palm proba-
bility). Call therateof theEF nodenumber (modeled
asaPSRGnode);it is shavn in [88] that

where isthetotal EFtrafc intensityatthis node.This
generalizesa result by Konstantopoulogt al [92] who
shavedthatequalityholdsin the previous equationif the
nodeis a constantatesenerwith rate . It follows from
thedelay-from-backlogropertythat

(24)

for , Where is the delayof anarbitrarypaclet
atnode . Theend-to-enddelaydistribution canthenbe

may be decomposed
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boundedasfollows

This lastboundholdswithout any assumptioron the de-
pendenceof delaysat consecutie nodes. It is arguedin
[79] that assumingthesedelaysare independengives a
conserative approximationthusanapproximatiorto the
distributionof ~ would bethe cornvolution of thedistribu-
tionsof , asestimatedy (24).

In [88] this methodis comparedo the approximation
basednthemethod'betterthanPoisson/MTU”.For large
numberof sourcestheboundsconvergeto theapproxima-
tion; for small numberof sourceswith large burstiness,
theresultssuggesthatthe approximatiormay be too op-
timistic.

RelatedApproaches. Boorstynetal [93] de ne acon-
ceptof effective ervelope,which capturesstatisticalmul-
tiplexing betweerindependento ws. It is basedon Cher
nov boundsandthe centrallimit theorem;the approach
canbere-writtenusingHoefding bounds,asabore. The
effective envelopeis thenis usedto evaluatetheamountof
multiplexing thatcanbe achievedin constantateseners.
Theconcepis furtherdevelopedin [94], whichintroduces
theideaof effective servicecurwe; this allows application
to network scenariossuchas EF. The endresultis sim-
ilar to the previous method; howvever, the methodof ef-
fective ervelopeandeffective servicecurve doesnot give
closedform expression,unlike the methodbasedon the
boundspresentedabore. A relatedmethodis exponen-
tially boundedourstinesg495], [96] andthe generalization
in [97], which considersomerestrictedormsof effective
ervelopes.

V. Q0S GUARANTEES FOR TCP-DOMINATED
TRAFFIC

In Sectionll, we presente@ deterministicmetwork cal-
culuswherebydeterministicguaranteegbounds)on ser
vice characteristicsuchasdelayandthroughputwverede-
rived basedon trafc andservicebounds.In SectionlV,
we presentedomeformsof “stochasticmetwork calculus”
that derive stochasticserviceguaranteegrom stochastic
boundsontrafc combinedwith deterministicor stochas-
tic boundson service. In this section,we suney recent
adwancegelatedto “elasticnetwork calculus”,wheretraf-
¢ is transportedoy the TransmissionControl Protocol
(TCP)[98]) which is subjectto a closed-loopcongestion
controlalgorithm(seealso[99], [100]). Theterm*“elastic”
refersto the ability of TCP to adjustits sendingrateasa
functionof network conditions.



The primary motivation for modelingelastictrafc and
usingthe modelsto provide QoS guaranteestemsfrom
the fact that the vast majority of Internettrafc is trans-
portedoverthe TCP protocol. Early measuremenisn the
MCI-operated/BNS network werereportedn Thompson
etal [101] shaving TCPat95%of total bytetrafc, 85%-
95% of paclet trafc and 70%-85%o0f o ws, of which
70%-75%was Web trafc. More recently McCrearyet
al [102] reportedmeasurementat NASA AmesInternet
Exchangeshaving TCP at 80%-85%o0f total paclet traf-
C.

TCP congestioncontrol has evolved through several
variantsin the last decadeincluding Tahoe[103], Reno
[99], SACK [104], FACK [105]. Currently themajority of
implementationsrebasedn Renoor SACK. Brie y, the
TCPsendemaintainawindow of paclets“in ight” (i.e.,
sentand not yet acknavledged(ACKed)). TCP conges-
tion controlfollows an“Additive-Increase-Multijicative-
Decrease(AIMD) algorithm, where the window is in-
creasedinearlyin time astransmissiomprogressewithout
errors,andthewindow is halved(congestioravoidanceal-
gorithm)whenamissingACK conditionis detecteda.k.a.
“Triple-DuplicateACK” or TD for short). Theadditive in-
creases resumedftertheerrorconditionis removed. The
causeof theerroris usuallyapaclet dropby a network el-
ement(router switch)dueto congestion Frequenpaclet
dropscancausea TCP sendetto stopsendingfor awhile
(time-outor TO). Transmissioreventuallyresumesftera
timeoutwith awindow of onepaclet, andif thisis success-
ful, AIMD is resumedptherwiseanothertime-outoccurs
with doubleduration.

The TCP congestiorcontrol algorithmprovidesa cer
tain sendingrate  dependingon the network conditions
suchasthe paclet drop probability androundtrip time

(thetime betweera pacletis sentandits corresponding
ACK is receved at the TCP sender).Marny recentworks
have proposednodelsfor the stationary‘long-term” TCP
sendingrateaswell asfor the shorttermandtransientbe-
havior of TCP o ws. In the following we review several
representate modelsand their applicationto predicting
performanceand providing QoS guaranteego “elastic”
trafc.

A. Modelsfor ExpectedRate Delay and Loss of TCP
Trafc

Early modelsfor the average TCP sendingrate® as-
sumedong-lived TCP o wswith stationarynetwork con-
ditions,andignoredtimeouts.They yieldedthefollowing

In the following we considemodelsfor TCP sendingrate, reserv-
ing the term “throughput” for the datarate seenat the TCP recever.
Throughputs smallerthansendingratedueto paclet losses.

19

expressiorfor sendingate,
(25)

where is the averagepaclet drop probability is the
averageround trip time, is the averagesize of TCP
pacletsand is a small constant. Ott et al [106] adopt
a continuoustime uid ow model of the TCP window
sizeand describeits behaior by a stochastidifferential
equation.Their modelyields ~if pacletlosses
areassumedndependentwhere is the numberof pack-
etscon rmed by oneACK (usually ). A modelwith
periodic lossesis proposedby Mathis et al [107] where
they derive the abore expressionfor sendingrate  with

~ . It is shawn to be closeto simulationexpek
imentsandInternetmeasurementsrovided time-outsare
rare.

A major shortcomingof thesemodelsis that they di-
verge signi cantly from measurement&hen paclet loss
probabilityis abore dueto asigni cant occurrencef
timeoutevents. Throughextensve Internetmeasurements,
Padhye,Firoiu, Towsley and Kurose[108] shav thatthe
majority of trafc is subjectto lossprobabilitiesabove that
thresholdandthat TCPtime-outshave asigni cantimpact
on TCP sendingrate. They proposea model (sometimes
known as“PFTK") for thestationaryT CPsendingatethat
includesthe effect of time-outsand TCP recever's adwer
tisedmaximumwindow size . Theresultof analyzing
this modelis anexpressiorthataccountdor timeoutsand
maximumwindow size. Thefactthatthis modelis com-
prehensie (includesmostaspect®f TCP congestiorcon-
trol) andis provedto befairly accuratdor thefull rangeof
drop probability andpracticalroundtrip times,hasmade
it amodelof choicefor applicationsuchasmodelingnet-
work performancegpresentediext), multicastcongestion
control (see[109]) and TCP-friendly congestioncontrol
(presentedhterin this section).

Sofar, all modelsassumedong-lived TCP ows, i.e.,
o ws that transfera large amountof datasuchthat the
transient, rst partcanbe ignored. For shortTCP o ws,
the transientkknown as“slow start” represents large part
of the session. In slow start, the TCP window approxi-
mately doublesat eachconsecutie roundtrip time until
a rst losseventis detected. This event endsslow start
andbegins the congestioravoidancealgorithmdescribed
earlier ModelingshortTCP o wsis importantsincemost
Webtrafc fallsin this catgory. (Internetmeasurements
[110], [101], [102] reportedWebtransactionsvith an av-
erageof 8—16KB).Cardwelletall [111] extendthe PFTK
model[108] by addinga modelfor TCP slow start. They



derive the expecteddurationfor transferring bytes

where are the expected
time intenals spentin slow start, rst loss, congestion
avoidanceand delayedACK respecitiely, where
follows from the PFTK model. The averageT CP sending
rateis approximatedy . Itisimportantto note
thatin newer HTTP implementationgsuchasHTTPv1.1)
consecutie small transactionsre carriedover persistent
TCPconnectiongif they aresufciently closein time)and
thusslow starthaslessimpacton TCPsendingatethanin
the Cardwellmodel.

The modelsfor expectedTCP sendingratecanbe used
for modelingnetwork performanceFiroiu etal [112] (and
independentlMisraetal [113]) presentg& modelfor aset
of TCP o wssharingasinglecongestedink. Assuming
anaveragequeuesize anddropprobability atthatlink
andusingoneof the TCP modelsabove for the o ws,

, we can statethat the link's capacity is fully
utiizedbythe ows:

where istheroundtrip propagatiordelayfor ow and

is the averagequeuewait time. Giventhatall expres-
sionsderivedfor arestrictly decreasingn and , the
above equationmpliesthat isadecreasingunctionof :

(26)

This “gqueuelaw” imposesa direct relationshipbetween
the averagequeuesizeanddrop probabilityat a link con-
gestedby a given setof TCP o ws, independenof how
thepacletsareselectedo bedropped[112] shavsagood
matchbetweerthe modelandsimulationexperimentsde-
spite the fact that the PFTK model assumescorrelated
lossesvhereaghe experimentdmplementedndependent
losses.

An active gueuemanagemenpolicy determineswvhat
paclet andwhenit is dropped.t is describedy a “queue
control function” . The steadystatevaluesof and
are determineday the queuelaw, (26) andthe following
equation

For example, the RandomEarly Detection(RED) algo-
rithm [114] implementsa simple,two segment,increasing
control function . The characteristicef the queuelaw
andthecontrolfunctionaresuchthatthereis a uniqueso-
lution to satisfyboth equations.This corresponds
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to thesteady-stateperatingoointof thesystemof  TCP
0 ws coupledwith the actve queuemanagemerdandhas
beenshavn to matchwell with experiments.Once and
aredeterminedthe averageTCP sendingrateof ow
is . Theaveragerateguaranteef useful
dataat the TCPrecever (goodput) canfurtherbe com-
putedfrom by accountingor pacletdropsandretrans-
missions. Thus, the QoS guaranteeprovided by a TCP
o wis characterizetly anaveragegoodputJossanddelay
, Wwhere istheforward propagation
delay
Themodelfor TCP o wsandonecongestedink can
be extendedto networks with arbitrarytopology Firoiu,
YangandZhang[115] andBu andTowsley [116] have in-
dependentlyproposedmodelsfor arbitrarynetworks with
TCP and non-TCP o ws and RED queuemanagement.
They modela network asa setof links , asetof TCP
ows andasetof UDP ows wherea UDP ow
hasaverageaate .Eachow traverses
apath  (orderedsetof linksin ) within the network.
The rst partof  from sourceup to andincluding link
is denotedby . For eachlink , its bandwidth
is givenalongwith its propagatiordelay = andqueue
controlfunction . Themodelsunknavnsare
the averagequeuesizes andlink drop probabilities
at eachlink andthe averagesendingrate  for
eachTCP ow . Thenetwork modelis givenby the
following setof equations

(27)
(28)
(29)

(30)

(31)
(32)

(33)

The last equationconstrainsthe sum of expected ow
throughputsat eachlink by the capacityof thatlink. Flow
throughputstlink are“thinned” versiong32) of theav-
eragesendingratesof UDP o ws (31)or TCP o ws (28),
wherethe end-enddrop probability and roundtrip delay
arecompositionf perlink values,(29) and(30) respec-
tively.

The systemcan be solved numerically using various
x ed point methods. [115] proposedan algorithm that



exhibits quick convemgencepropertiesfor while
[116] useda standardalgorithm from MATLAB. Also,
[115] adaptsresultsfrom [117] for the TCP sendingrate
in the context of DifferentiatedServices,and [116] in-
cludesa moreelaboratenodelfor UDP o ws. The mod-
elswere con rmed by simulationexperimentswith vari-
ousnetwork topologies.As anopenproblem,neitherex-
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By setting , it is possibleto retrieve the square
root formulafor the stationarysendingrate. They also
extendthe analysisto accountfor a singletimeout. This
model shavs a good matchwith Internetmeasurements
reportedin [108]. As a tradeof, it doesnot modelthe
intensityof lossevents and asafunctionof net-
work drop probability (they aretaken directly from ex-

istencenor uniquenes®f solutionshave beenestablished perimentakraces)anddoesnot modelmultiple time-outs.

for the systemof equationg27)-(33); however a unique
solutionwasquickly reachedn all exampledried, includ-
ing degenerataopologies.Gibbensetal [118] proposedch
similar modelfor arandomnumberof TCP o wsin anar-
bitrary network with two drop priority classesput with

gueueingmodelsand without experimental
veri cation.

B. Modelsfor the DynamicBehaviorof TCP Traf c

The modelspresentedso far provide steady-statever-
agef sendingate,queuesizeanddropprobability They
do not provide ary indicationof their variability in time
or conditionsunderwhich convergenceto steadystateoc-
curs. For example,[112] shaved throughsimulationthat
the queuesize oscillateswhena RED control functionis
discontinuou®r thelinearsegmentshaving large slopes.

Recently uid modelshave beenproposedfor study-
ing thedynamicbehaior of TCPsendingate,queuesize,
andloss,their stabilityandtheirhighermoments An early
modelfor the dynamicsof TCP sendingratein a network
with constandrop probabilityandRTT wasproposedy
Ott et all [106]. They modelthe evolution of the TCP
window size attime througha stochastidiffer-
entialequationSDE)wherelossindicationsaredescribed
by a time varying Poissonprocess with intensity

. TheSDEis

(34)

Here istheroundtrip time. Notethatthis equationcap-
turesthe AIMD behaior of TCP but not the timeoutbe-
havior. By rescalinghe processn time, theauthordrans-
form it into onewherelossesare governedby a time in-
variantPoissorprocessThey thenanalyzethis procesgo
obtainthe stationarydistribution and higher momentsof

Basedon a statisticalanalysisof network tracesMisra
et al [119] concludethat the loss processis well mod-
eled by a time invariant Poissonprocesswith intensity

They then derive the following differential
equationdescribinghebehaior of

(35)

Thiswork hasbeenextendedo accountfor ary lossegle-
scribedby ary stationaryergodic process[120].

The modelis extendedin Misra et al [121] to include
actve queuemanagemensuchas RED. The modelcon-
sidersa setof TCP o0 ws sharinga congestedink of
capacity andqueuesize thatvariesover time. The
underlyingbehaior is describedy a setof SDEsanalo-
gousto (34) thatcanbe usedto obtaina setof differential
equationgdescribingthe behaior of the averagewindow
sizesLet  for ow similarto (35)

(36)

Obsere that herethe roundtrip time  andpaclet loss

intensities canvary over time. The roundtrip time
is a combinationof roundtrip propagatiordelay  and
gueueingelay

(37)

The paclet lossintensitiesare proportionalto the ow's
sendingate anddropprobability

(38)

TheexpectedTCPsendingrateis

(39)

The RED controlfunctiondetermineshedrop probability
atthelink

(40)

In RED, is an estimateof the queuesize computed
from sampledaken every secondsand combinedin an
exponentialmoving averagewith parameter

Thus, the evolution of
by

canbe approximatelydescribed

(41)



Finally, the balanceof o w ratesin andout of the queue
(Lindely's equation)states

(42)

The systemof equationg36)-(42)is determinedandcan
be solved numerically The resultis an estimateof the
TCP sendingrate evolution in time for all ows. The
modelwasveri ed with simulationsandwasalsoextended
to networkswith arbitrarytopologies.

Thismodelof transienfTCP behaior alsorevealsinsta-
bility andoscillationsundercertainconditions. The main
causeof instabilityis identi ed to beRED's controlmech-
anism(the combinationof controlfunctionandqueuees-
timation). Basedon (36)-(42)this problemis further an-
alyzedby Hollot et al [122] usingargumentsof feedback
controltheory They shaw thatRED becomedessstable
asthe numberof sessionslecreaseandthe averageses-
sionroundtrip time increases.They thenprovide condi-
tions on the RED control function  and queueestima-
tion parameters  sufcient for the stability of a system
with TCP o ws and averageround trip time

. In orderto stabilizethe queuesize at a cer
tain value,the RED controlfunctionneedgo have a high
slope.In this case the TCP+REDsystemis stableonly if
the RED queueestimatothasalong memory Thisin turn
entailsa slow closed-loopresponsef the RED feedback

control,whichis unableto adjustto normaltrafc changes.

The sluggishnessf the RED control systemis dueto
the queueestimatorusing the exponentialmoving aver
agethat actsasa low-pass Iter. A fasterresponsecan
beachievedby adifferentqueuecontrollerusingbothpro-
portionalandintegral feedbackvithoutcompromisingsta-
bility. The proportional-integratontroller(PI) is a clas-
sic solution in FeedbackControl Theory and a variant
is proposedin Hollot et al [123]. The PI controller is
designedwith the objective of stabilizingthe queuesize

at or neara referencevalue . The Pl controller
generates loss probability  proportionalto the “error”
andto theerror'sintegral. In adiscrete
time systemwherethe queueis sampledat intenals of
secondsanimplementatiorof Pl controllercanbe

Besidesrespondingmore quickly to perturbationswhile
beingstable Pl alsohastheability to setareferencebjec-
tive queuesizeindependentf the steady-staterop prob-
ability . Thisimprovestheability to provide low queue-
ing delaysfor a wider rangeof trafc load (numberof
TCP o ws androundtrip times). This comeswith a cost,
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namelythatfor agiventrafc load ,asmallerqueuesize
impliesa largerdrop probability , asstatedby the queue
law (26) that is always a decreasingunction. A higher
drop probability is detrimentalto the efciency of TCP
transfersdecreasingheir goodputand predictability (see
[124] Sectionlll for moredetails). Therefore,mostben-
e ts of Pl arereapedonly if the losseventsare signaled
to TCP senderghroughExplicit CongestiorNoti cation

(ECN[125]) andnotthroughactualpacletdrops.

Last, recentAQM algorithmsassociatedvith random
early marking (REM) [126] and adaptve virtual queue
control [127] have adoptedPI controllersfor similar rea-
sons.Thelattermechanisms interestingoecauséts goal
is to reducedelaysby maintainingthe link utilization ata
referencautilization belov 100%.

C. Providing ServiceGuaranteeswith TCP Flows

In general providing serviceguaranteesorrespondso
anetwork serviceproviderofferingadatatransporservice
betweentwo or moreend-pointswith a certainsetof QoS
levels (lower boundon rate,higherboundon end-endde-
lay andloss)anda certaindegreeof assurancéprobability
or proportionof violation of the above boundslying be-
low somethreshold).In orderto ensuresuchQoSguaran-
teestheproviding network is managedhroughadmission
control of servicerequestsand pathselectionof admitted

oWws.

The modelsdescribeckarlierin this sectionhave led to
an “elastic network calculus”wherebyQoS levels of all
ows in a network canbe predictedgiventhetrafc load
andnetwork characteristicsFFor example,both the aver
agemodelin (27)-(33)andthedynamicmodelin (36)-(42)
(extendedo anetwork) resultin predictiondor QoSlevels
(averagerate,end-enddelayanddrop probability) givena
network topology routing of o ws, capacitiesandqueue
managementor all links. This canbe usedby network
managemenandtrafc engineeringo designa network
(topology capacitiesgueuemanagement,outing) given
a setof load matrix (source destinationnumberandQoS
levelsof o ws). It canalsobeusedon-lineto assisthead-
missioncontrolof new o wsin the network by checking
if theadditionof anev o w would provide it with there-
guestedQoSlevel while notcompromisinghe QoSlevels

of all other o ws.

The TCP congestioncontrol hasbeendesignedo re-
ducecongestionin a network while giving all o ws the
opportunityto make useof all availablecapacityin a“f air”
way. While the conceptof fairnesshashad mary de ni-
tionsandresearchthereis nocommonlyagreedie nition
thatcanbeappliedto datanetworks. TCP congestiorcon-
trol providesequalaveragesendingatefor eachof a setof



0 wsthathave the sameroundtrip time, drop probability
paclet size,maximumwindow size,ascanbe seenfrom
(25) andthemoreaccuratd®FTK model[108].

While the rationalebehindthis “TCP-fairness”is out-
sidethe scopeof this article,we notethata fair amountof
work hasconcentratednit. Floyd etal [128] amuesthat,
in a network with non-diferentiatedservice(alsoknown
asBestEffort service)suchasthecurrentinternet,all traf-

¢ hasto be“TCP-fair” irrespectie to thetransporiroto-
col used(TCP or not) in orderto avoid a congestiorcol-
lapse. The “TCP-fairness”canbe implementedn arate
controlalgorithmusingTCP's AIMD algorithmora TCP
modelsuchasPFTK asproposedn [129] andalsostud-
iedin [130]. A variety of window-basedmechanismsis-
ing increaseulesotherthanadditveincreaseanddecrease
rulesotherthanmultiplicative decreasbave recentlybeen
developedandjudgedto be TCP fair [131]. All of these
mechanismgend to producesmoother o ws than TCP
does;atrait thatis consideredlesirablén thetransporiof
multimedia.A mechanisnfior assessinT CP-fairness’in
existingimplementatioris proposedn [132].

In general thereare mary casesvhereQoSlevelsre-
quiredby applicationsaresigni cantly differentfrom the
“fair/equal’levels provided by undifferentiatedhetworks.
To provide suchQoS levels, partsof the trafc needsto
be treatedwith discrimination. This canbe achieved by
giving each o w aspeci ¢ treatmenthroughsuchmecha-
nismsasdifferentiatedbandwidthreseration, scheduling
andqueuemanagemengsde ned by IntServ[133], [20].
A simpli cation thatreducesompleity andincreasescal-
ability is de ned by DiffServ [2] wherebydifferentiated
trafc treatmentis appliedto groupsof ows with the
tradeof of decreasedssurancef QoSlevelsfor individ-
ual ows. TheDiffServAssuredrorwardingPerHop Be-
havior (AF PHB)[134] guaranteetheforwardingof atraf-

¢ sendingbelonv a committedrateandforwardswithout
guaranteesrafc above thatrate. Marny researchworks
have modeledhebehaior of TCPtrafc underthesetwo
typesof treatmengiving predictionsfor QoSlevelsunder
variousnetwork settings.

YeomandReddy[117] considera TCP o w usingAF
PHB with a committedrate . Trafc rateis measuredt
the sender(using for examplea sliding window mecha-
nism) and paclets within the committedrate are marled
“in-pro le” andtherestas“out-of-pro le”. If thecommit-
tedrate isreseredin thenetwork thentheserviceis said
to be undersubscribedandit is assumedhat only OUT
pacletsaredroppedwith probability . Otherwisethe
serviceis over-subscribedandit is assumedhatall OUT
pacletsaredroppedandIN pacletsaredroppedwith prob-
ability . They proposea modelfor averageT CP send-
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ing rateasafunctionof subscriptiorstatus, using
similaragumentsasthe PFTK model[108]. A simpli ed
expressiorfor the averageexcesssendingrate (above the
committedrate ) of aTCP o w experiencingdrop proba-
bility is

otherwise

where arepaclet sizeandroundtrip time. The ex-
pressionshaws that, for high committedrate or narraw
undersubscription( ), the excessrate is small
or nggative (i.e., TCP o w cannotachieve its committed
rate). Usageof excessbandwidthis biasedtoward o ws
with smallcommittedrates.

The main dif culty in achieving a desiredrate with
TCP ows in the contet of AF (markingand differenti-
ateddropping)is that TCP congestiorcontrolis unavare
of the cause(marking) of droppedpaclets. Sahuet al
[135] determingheparametersf aleaky-bucket marking
necessaryor guaranteein@ givenrate,if atall possible.
They reachsimilarconclusiongsabore suchasthatin the
undersubscribedcase whenthe committedrateis small,
themarkinghasnoin uence ontheachievedrate.

In arecentwork, Chaitetal [136] proposeaddingadap-
tive rate mechanismgARMS) to the leaky-bucket mark-
ers. An ARM monitorsthe sendingrate attainedby an
aggre@ate and setsthe token rate so that the aggregate
achieres a minimum sendingrate. Simulationsdemon-
stratethat ARMs coupledwith a multilevel AQM policy
provide theseminimum sendingrates,provided that they
sumto lessthanthe bandwidthavailablein the network.
The latter inequality can be guaranteedhroughcall ad-
mission.

We concludehereour suney of providing QoS guar
anteedo elastictrafc dominatedby the TCP congestion
control. We have seenthatboth steady-statanddynamic
modelscanbeformulatedfor arbitrarynetwork andtraf c
conditionswhich resultin fairly accuratepredictionsfor
QoSlevels. The major obstacleidenti ed is thatguaran-
teeingdifferentratesfor different o ws or groupsof o ws
is dif cult or sometimedmpossibleif the setof guaran-
teesis far from the undifferentiated pest-efort, rate. The
opportunityof usingTCP congestiorcontrolfor providing
differentiatedQoSlevelsis underquestion,andchanging
TCP congestiorcontrol or replacingit with othermech-
anismin the context of differentiatedQoSis currentlyan
openresearclarea.



V1. SERVICE DIFFERENTIATION WITHIN
BEST-EFFORT

With DiffServ and IntSery quality of serviceis given
to somedata,asa form of betterservice. We have de-
scribedin Sectionll the standardDiffServ and IntServ
mechanismsA commonfeatureis thatlow delayis usu-
ally linkedto aform of priority, thusto morethroughpuin
caseof congestion.Kilkki proposes differentapproach
(SIMA [137]) by which a priority level (0-7) is setfor an
entire ow as a function of how the o w deviatesfrom
its contractuakate; if a o w exceedsits rate, its priority
level is low). As aresult,it is optimal for a ow to be
adaptve. Bandwidthis thensharedon a besteffort basis
betweenow delayandother o ws. Realtime o ws that
conformto their rate are able to obtaina low delay but
do notgetthroughpupriority. However, all thesemethods
needsomeform of admissiorcontrol.

In contrasta numberof authorshave proposedservice
differentiationwithout admissioncontrol. The main mo-
tivation is to retainthe besteffort, at ratetype of com-
mercial agreementshat are believed to be the basisfor
the rapid deplayment of Internetin the 90s. Dovrolis
et al [138] proposea proportionaldifferentiationmodel
where the quality betweenclassesof trafc is propor
tionalandthuscanbe performedndependentlpf theload
within eachclass. Centralto their work is the useof two
paclet schedulers8PR (Backlog ProportionalRate)and
WTP (Waiting-Time Priority) to approximatethe beha-
ior of the proportionaldifferentiationmodel. Moret and
Fdida[139] alsodescribea two-classproportionaldiffer-
entiationmodelcalledProportionalQueueControlMech-
anism(PQCM).Both studiesproposecontrollingtherela-
tive queueingdelaysbetweerclasses.

A simplerservicealternatve is proposedy Hurley etal
underthe nameAlternative BestEffort (ABE) [140] or by
Guo et al underthe nameBest Effort DifferentiatedSer
vice (BEDS)[124]. Both proposeto associate priority
for delaywith a negative priority for throughput(or loss).
A paclet thatis marked aslow delay (called “green” in
ABE) hasmorerisk of beingdroppedor markedwith ex-
plicit congestionndication).If therelative valuesof drop-
ping probabilitiesanddelaysarewell setby therouterim-
plementationsthenit is advantageoudor an application
thatusesTCP not to mark pacletswith the low delaybit;
in contrastit is advantageoufor aninternettelephowy ap-
plicationto markits pacletswith thelow delaybit, aslong
asthethroughputit recevesis nottoo low. Thekey fea-
ture of the serviceis thatan applicationmarkingsomeof
its pacletswith thelow delaybit doesnotimpactotherap-
plicationsthat would not mark their paclets. This would
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allow anincrementaddeploymentandsatisfythe require-
mentthata at rateservicebe maintained.It is shavn in
[141] how anaudioapplicationcanusesuchaservice.

VIIl. APPLICATION-BASED QOS CONTROL

In theprecedingsectionsve reviewedthestateof theart
regardingthe provision of QoSwithin the network. How-
ever, in spiteof recentadvancesn the designandevalua-
tion of QoSmechanism$or openloopandclosednetwork
trafc, little hasbeendeplo/edwithin the Internet. Thisis
dueto a numberof economicabndtechnicalreasonghat
are beyond the scopeof this paperto explore. Onecon-
sequencef thisis thatmary ISPs nd it easierandmore
economicato over provision their backbonenetworksin
orderto provide Q0S.A secondconsequencevhichis the
topic of this section,hasbeenthe developmentand de-
ploymentof awide arrayof application-le’el mechanisms
outsideof the network corefor providing QoS.This array
of mechanismsgely ononeor both of thefollowing simple
ideas:

theintroductionof application-lgel routingandcaching
within the network,

theintroductionof redundang andquality adaptationio
dealwith end-to-endossanddelayvariations

We review thesetechniquespayingparticularattention
to theuseof redundang andquality adaptatiorin thecon-
text of networked audioapplications.

A. Application-level CachingandRouting

One methodfor dealingwith delaysdueto congested
end-to-endpathsbetweensenersandclientsis to cache
web objectscloseto the client [142], [143]. This s the
primaryrationalefor theestablishmernf contentdistriku-
tion networks (CDNs) suchasthe Akamainetwork. Such
anetwork canconsistof 100sor eventhousandsf seners
that cacheweb objectscloseto the clients. Theseseners
createa logical topology and establishrouteswithin this
topologyto avoid congestedinks in the network.

Cachingis alsousefulfor thedelivery of videostreams.
Unlike traditionalweb objectsit is unnecessaryo cache
theentirevideonearthe client[144]. For example,it may
sufce to cachea pre x of thevideo( r stseveral seconds)
locally. Thiscanproducealow startuplateng while pro-
viding sufcient time to initiate streamingthe remainder
of thevideofrom the sener andthe opportunityto handle
poor network connectiity betweenthe sener andcache.
Thisideawas rst studiedin [145]

More recently there have beenproposalsto establish
application-lgel networks for otherapplicationssuchas
teleconferencingyideo streamingetc. Underlyingthese



effortsis therecognitiorthatthelnternetinterdomairrout-

ing algorithm,BGP (Border Gatavay Protocol)[146], is

notalwaysableto provide goodqualityrouteshetweerdo-

mains.This canbedueto policy reason®r becausef the
inability of BGP to accountfor performancevhenestab-
lishing routes. In addition,dueto the size of the Internet
asmeasuredy the numberof domains,BGP is not able
to quickly recover from a router/link failure. The estab-
lishmentof a routefollowing suchan eventcantake 10s
to 100sof second$147]. Theseproblemshave motivated
the commercialdevelopmentof application-lgel overlay
networkssuchasthatdeplo/edby InterNapaswell asaca-
demicresearchnto suchnetworks[148].

A third impetusbehindthe developmentof application-
level routing is the lack of a widely deployed multicast
infrastructure.This hasmotivatedthe the developmentof
a variety of application-lgel multicastalgorithms[149],
[150].

B. RedundancyandQuality Adaptation

In themid 90sit wasnotuncommorfor audioandvideo
applicationgo encounteend-to-engathlossratesonthe
orderof 10-40%. This stimulatedthe introductionof re-
dundang for the purposeof reducingthe lossrate seen
by the application. One schemePET (priority encoding
transmission)exploredthe useof block codesfor improv-
ing thequality of anMPEG-1strean{151]. Brie y, differ-
entlevelsof protectiorwereprovidedto |, P, andB frames
in accordanceo theirimportanceto the application. Ex-
perimentgeportedn [151] demonstratethatthelossrate
seerby anapplicationcanbesigni cantly reducedThere

are, however, a couple of problemswith this approach.

Thereducedossrateto the applicationcomesat the cost
of increasedandwidth. Thus,in the casewherea single
video applicationusesthis technique,other applications
sharingthe network with it suffer a performancelegrada-
tion. If all applicationstraversingthe congestedart of

the network usethis techniquethenthey will all obsere

higherlossrates.Becausef thedifferentlevelsof protec-
tion givento differentpartsof thevideostreamthis might

or might notresultin degradedquality asperceved by the

application.

Theseproblemshave beenresohedin anapproachrst
proposedn [152] andre ned in [153] in the context of
networked audio. Thebasicideais to systematicallyntro-
duceredundang for the purposeof improving audioqual-
ity while satisfyinga bandwidthconstraint. We describe
this approachin thenext subsection.

Before proceedingto the problemof adaptve quality
enhancemerfor audioapplicationswe point out thatthe
addition of redundang can reducebandwidthusagefor
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a multicastapplication,i.e., onewhereonenode(source)
sendsdatato two or more other nodes(recevers) Stud-
ies have shawn thatthe useof block erasurecodes(e.g.,
Reed-Solomomrodes)in a multicastsettingis very effec-
tive in reducingbandwidthusage. This is easyto under
stand. A block codegroupspaclets into groupsof size

. Theencodemaddsanadditional parity pacletsto each
group.Therecevercandecodall datapacletsprovided
thatit recevesary of the combined data/parity
paclets. Considera settingwheresereral receverseach
loseonedatapaclet. In this casea singleparity pacletis
sufcient to allow the receversto recover all of the data
paclets,evenwhenthey have lostdifferentpaclets.In the
absenceof parity paclets, a retransmissiorof all of the
missingdatapaclet would have beenrequired. More de-
tailed treatmentsn the caseof reliable delay insensitve
datatransmissioranddelaysensitve transmissiorcanbe
foundin [154] and[155] respectiely.

C. AdaptiveRedundancwynd Quality for Audio Applica-
tions

We describean approachthat relies on the ability to
encodeaudio and video at different qualitiesand differ-
entbandwidths.This providesthe opportunityfor an au-
dio/video applicationto trade off encodingquality with
level of redundang while satisfying a bandwidth con-
straint. Thebasicparadigmis asfollows:

monitor network behaior (e.g.,lossrate, delayjitter).
This couldresultin periodicreportsto the applicationor
reportstriggeredby notablechangesin network condi-
tions.

increase/decreasedundang level asa consequencef
changesn network behaior. Thiswouldincludechanges
in encodingqualities.

We will malke this concretein the contet of an FEC
schemeecentlystandardizedy thelETF for IP telephony
[156],[153].

Consideranaudiosourcethatconstructsamplespan-
ningintenalsof timeof length , encodeshemandplaces
theminto pacletsthatareperiodicallytransmittedvith pe-
riod . Supposehatthe sourcecanencodea sampleata
rate andthatthe quality of the encodedsam-
pleis givenby afunction , Whichisincreas-
ing andconcae. [152] proposedhat eachaudiosample
be encodedmultiple times, eachencodingat a different
rate from the others,and transmittedto the recever. In
the casethat encodedversionsof the sampleare cre-
ated, eachpaclet would containone versionof eachof

distinctaudiosamples.Theseincludea versionof the
mostrecentlygeneratedamplealongwith versionsof the
preceding samples(seeFigure 9 for an example
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Fig. 9. EnhancedoSthroughtransmissiorof threecopiesof
audiosampleencodedt differentrates.

with ). Thisredundang cansigni cantly reducethe

lossrateseenby the audioapplication.In orderto ensure
thatanadaptve audioapplicatiomotimpactthequality of

otherapplications[152],[153] proposedhattheencoding
ratesatisfya bandwidthconstraint . This constraintcan
beimposedn ary numberof ways. For example,it could

beimposedstaticallyat sessiorestablishmenor dynami-
cally in responséo congestion.

Two importantquestionsieedto be addressedith this
scheme.The rst regardsthelevel of redundang andthe
secondthe encodingrate for the  versions. A simple
designrule for the level of redundang is to usethe maxi-
mumdelay , thatcanbetoleratedby theaudioapplica-
tion alongwith thesampldength . Wefocus
now onthesecondjuestion.

Considera sourcethat transmitsvoice pacletsto a re-
ceiver over an unreliablenetwork characterizedby a sta-
tionarylossprocesgasmight be describedy a two-state
Markov chain). Considera typical audio sample. Let

betransmissioroutcomevectorfor the
sample,i.e., denoteghelossof the -th version,
otherwise.Thedesignproblemis

Maximize ,
S.t. ,
where is therateat which the -th versionis encoded

and is the stationaryprobabilitythatthetrans-
missionoutcomevector for the sampleis
In general this is a hardproblem. However, for the case
of a Markovian two stateloss process,[153] was able
to establishorderingrelationshipsamongpotential solu-
tions. Theserelationshipswere exploited in the casesof
to derive a simplealgorithmfor obtaining
the optimal solutionbasedon the parameter®f the loss
processAn interestingoropertyexhibited by the solution
is thatthe rst andlastversionsof theaudiosampleshould
alwaysbeencodedt higherqualitiesthanthoseof there-
mainingversions.
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In practice,thereareonly a nite numberof encoding
ratesavailable,i.e., . Thesewould
correspondo the ratespossibleusing variousaudio en-
coderssuchasLPC, GSM, PCM, etc. The optimal solu-
tionsobtainedor thepreviously describegroblemcanbe
usedo generat@earoptimalsolutiongo thetrueproblem.
An extensionof theapproacttonsistsn incorporatingde-
lay in thequality functionfunction  , whichis usefulin
tradingoff thethequalityimprovementobtainedwith FEC
versughedelaypenalty[141].

D. Summary

The searchfor application-lgel solutionsto QoS has
beendriven by necessity Unlike the work on network-
basedQoS,it hasbeenpursuedn anad hocmanner Al-
thoughsomevery clever techniquesave beendeveloped,
thereis considerableoomfor improvement.

VIII. CONCLUSIONS AND CHALLENGES FOR THE

FUTURE

In this paperwe have suneyedrecentadvancesn se/-
eral selectve areasof InternetQoS provisioning: various
network calculi andtheoriesfor deterministic,stochastic
andelasticservicesarchitecturendsolutionsfor scalable
QoSsupport servicedifferentiationwithin besteffort and
adaptve applicationQoScontrol. Whereappropriatewe
have also pointedout further researctissuesin thesear
eas.Therearea large numberof otherimportantresearch
areagelatedto InternetQoSwe did not cover. Examples
areQosSpricing, in particular congestiorpricing, QoSand
constraint-basedouting, MPLS and trafc engineering.
Someof theseareasare nascentandstill developing. In
ary case reportingadwancesin theseareasprobablywill
requireanothersuney paper

It is evidentfrom the researchresultswe suneyed here
thatoverallandcollectively we have madegreatstrides,n
both theoryand practice,toward building a QoS-capable
Internet. We have gainedfundamentalunderstandingf
whatis achievable;we have alsodevelopedmary required
solutionsandtechnologiesDespiteall this progresshow-
ever, we have not, as yet seenwide-spreaddeployment
of QoSservices. Thereare probablya variety of factors
thathinderthedeplgmentof InternetQoS,mary of which
arenottechnicalbut economicandpolitical. Nonetheless,
this “underachiezement” of InternetQoS shouldprompt
usto re-thinksomeof thefundamentathallengesn Inter
net QoSandadijustour researcHocusesaccordingly As
aninitial effort to inducefurtherdiscussioranddebateon
thiscritical subjectwe concludehis papemwith ashortlist
of researcltthallengedor the future thatthe authorsper
sonallythink areimportantto InternetQoS but have not



beenadequatelyesearched.

A rst catgory of challengedor implementinghethe-
oriesandcalculi presentedhereis their compleity: com-
putationaland informational. Their computationakcom-
plexity refersto theamountof computatiomeededo pre-
dict performanceof new or existing trafc, andis espe-
cially critical for short-termdecisions suchasadmission
control of a ow or a servicelevel agreement. The in-
formationalcompleity refersto the factthatthe network
modelsneeda potentiallylarge amountof up-to-datein-
formationsuchasschedulingandqueuemanagementon-
gurations at all network elementscharacterizatiomnf all
o ws, routing of ows, mary of them having frequent
changesThereforethe managemergystenfor providing
QoSguaranteefn a sizablenetwork is likely to be com-
plex, expensve to build andto manage. Other network
modelsthat provide looserboundson QoSlevels may be
ableto tradeoff network ef ciency or level of QoSassur
ancefor a simplerQoSmanagemergystem.Thetradeof
betweencompleity and efciency in network modelsis
anopenresearctarea.

In this suney, we have presentednary signi cant ad-
vancesin the theory and mechanismsnostly relatedto
the performanceaspectf network dataplane. Lessre-
searcheds the control planeaspectbof QoS provisioning
suchassignalingandbandwidthbroker, brie y described
in Sectionlll-B. Any solutionincursa certaincompleity
of operation(suchasvolumeof controltraf c andprocess-
ing overhead}hatcanbetradedoff with precisionof reser
vationsand network efciency. Other critical aspectof
QoSmanagemergystemssuchasaccountingandbilling
were also not covered. The scalabilityand ef ciency of
suchsystemsarealsoopenfor research.

Complementaryo the performanceaspectf Internet
QoS provisioning are availability, reliability and security
Techniquedor redundanprovisioning of resourcehiave
beenwell studiedin othercontexts suchascircuit switch-
ing networks, but not asmuchin the context of datanet-
works. While datacon dentiality, integrity and protec-
tion againstdenial of serviceattacksare securityissues
for bothbest-efort andQoSenabledchetworks, othersecu-
rity issuesarespeci c to QoSnetworks,suchasprotection
againstervicetheft.

Thebusinessandeconomicaspect®f QoSservicege-
quire specialconsideratiorandresearch.The issueof re-
covering the costof QoS provisioning (costof resered

resourcesand associatedomples network management) [13]

hasbeenfrequentlyinvoked by network operatorasama-
jor hurdlein front of QoSdeplgyment. Thereis a funda-
mentaltrade-of betweenserviceperformancendits as-
sociatedccompleity andcost,andresearchs ongoingfor
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nding thebalancebetweerthe costandacceptablgrice.
The problemis further complicatedby the needfor inter-
operatoragreementsn dividing the costsandbene tsfor
servicesspanningnultiple network domains.

Lastbut notleast,new serviceparadigmshave recently
emeged that may have implicationson the methodsto
provide QoS services. For example, content distribu-
tion networks and“application-leel” serviceoverlay net-
works attemptto improve serviceoffering via techniques
suchasdatareplication,load balancingandroutingusing
application-lgel mechanisms. Combining known tech-
niguesfor QoS provisioningwith suchoverlaid networks
is a challengingareafor researchbut may have thebene-
t of bypassinghecomplicatednterdomainissueg157],
[158].
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